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Preface

This is the proceedings of the 11th edition of the Algebraic Methodology and
Software Technology (AMAST) conference series. The first conference was held
in the USA in 1989, and since then AMAST conferences have been held on
(or near) five different continents and have been hosted by many of the most
prominent people and organizations in the field.

The AMAST initiative has always sought to have practical effects by devel-
oping the science of software and basing it on a firm mathematical foundation.
AMAST has interpreted software technology broadly, and has, for example, held
AMAST workshops in areas as diverse as real-time systems and (natural) lan-
guage processing. Similarly, algebraic methodology is interpreted broadly and
includes abstract algebra, category theory, logic, and a range of other math-
ematical subdisciplines. The truly distinguishing feature of AMAST is that it
seeks rigorous mathematical developments, but always strives to link them to
real technological applications. Our meetings frequently include industry-based
participants and are a rare opportunity for mathematicians and mathemati-
cally minded academics to interact technically with industry-based technologists.
Over the years AMAST has included industrial participants from organizations
specializing in safety-critical (including medical) systems, transport (including
aerospace), and security-critical systems, amongst others.

AMAST has continued to grow and change. Much of the work that was the
subject of early meetings is now established and used. A good deal of it has been
presented in the eight monographs that have so far appeared as part of Springer’s
LNCS series. Many of the issues that the AMAST community was concerned with
academically have now become part of major industrial organizations’ research
and development as security, correctness, and safety-critical performance become
more and more important in the systems we use daily. Other issues remain
unresolved, and new questions continually arise. What is certain is that in the
future the fundamental character of AMAST—serious mathematics developed
for real technology—will remain important.

The 11th edition of the conference was held in Kuressaare in Estonia, hosted
by the Institute of Cybernetics at Tallinn University of Technology. Among the
55 full submissions, the Programme Committee selected 24 regular papers and
3 system demonstrations. All submissions were reviewed by three PC members
with the help of external reviewers. In addition to the accepted papers, the
conference also featured invited talks by three distinguished speakers: Ralph
Back (Abo Akademi University, Finland), Larry Moss (Indiana University, USA)
and Till Mossakowski (Universitdt Bremen, Germany).

After the successful dual meeting in Stirling in 2004, the conference was co-
located with Mathematics of Program Construction (MPC) for the second time.
We thank the MPC organizers for suggesting this co-location. It is also worth
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noting that AMAST enjoys the cooperation and overlapping organizational par-
ticipation with other like-minded conferences including CALCO, CMCS and
WADT.

AMAST 2006 was the result of a considerable effort by a number of people. It
is our pleasure to express our gratitude to the AMAST Programme Committee
and additional referees for their expertise and diligence in reviewing the sub-
mitted papers, and to the AMAST Steering Committee for its general guidance.
Our special thanks go to Tarmo Uustalu and his colleagues from the Institute of
Cybernetics for taking care of practical matters in the local organization. We are
also grateful to Andrei Voronkov for providing the EasyChair system, which was
used to manage the electronic submissions, the review process, the electronic PC
meeting, and to assemble the proceedings. Finally, we would like to express our
thanks to Springer for its continued support in the publication of the proceedings
in the Lecture Notes in Computer Science series.

April 2006 Michael Johnson
Varmo Vene
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Incremental Software Construction
with Refinement Diagrams

Ralph-Johan Back

Abo Akademi University, Department of Computer Science
Lemminkainenkatu 14 A, SF-20520 Turku, Finland
backrje@abo.fi

Abstract. We propose here a mathematical framework for incremental software
construction and controlled software evolution. The framework allows incremen-
tal changes of a software system to be described on a high architecture level, but
still with mathematical precision so that we can reason about the correctness of
the changes. The framework introduces refinement diagrams as a visual way of
presenting the architecture of large software systems. Refinement diagrams are
based on lattice theory and allow reasoning about lattice elements to be carried
out directly in terms of diagrams. A refinement diagram proof will be equivalent
to a Hilbert like proof in lattice theory. We show how to apply refinement dia-
grams and refinement calculus to the incremental construction of large software
system. We concentrate on three topics: (i) modularization of software systems
with component specifications and the role of information hiding in this approach,
(ii) layered extension of software by adding new features one-by-one and the role
of inheritance and dynamic binding in this approach, and (iii) evolution of soft-
ware over time and the control of successive versions of software.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, p. 1, 2006.
(© Springer-Verlag Berlin Heidelberg 2006



Recursive Program Schemes: Past, Present, and Future

Lawrence S. Moss

Department of Mathematics, Indiana University
831 East Third Street, Bloomington, IN 47405-7106 USA
lsm@cs.indiana.edu

Abstract. This talk describes work on one of the first applications of algebra
to theoretical computer science, the study of recursive program schemes. I would
like to put a lot of the past work in perspective and then to describe recent work by
Stefan Milius and myself which reworks the classical theory of uninterpreted and
interpreted recursive program schemes using tools from coalgebraic recursion
theory. Finally, I hope to speculate on whether the new work could be of interest
to those pursuing AMAST’s goal of “setting of software technology on a firm,
mathematical basis.”

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, p. 2, 2006.
(© Springer-Verlag Berlin Heidelberg 2006



Monad-Based Logics for Computational Effects

Till Mossakowski

DFKI Laboratory, Bremen, and
Department of Computer Science, University of Bremen
till@tzi.de

Abstract. The presence of computational effects, such as state, store,
exceptions, input, output, non-determinism, backtracking etc., compli-
cates the reasoning about programs. In particular, usually for each effect
(or each combination of these), an own logic needs to be designed.

Monads are a well-known tool from category theory that originally
has been invented for studying algebraic structures. Monads have been
used very successfully by Moggi [1] to model computational effects (in
particular, all of those mentioned above) in an elegent way. This has been
applied both to the semantics of programming languages (e.g. [2, 3, 4, 5])
and to the encapsulation of effects in pure functional languages such as
Haskell [6].

Several logics for reasoning about monadic programs have been in-
troduced, such as evaluation logic [7, 8], Hoare logic [9] and dynamic
logic [10, 11]. Some of these logics have a semantics and proof calculus
given in a completely monad independent (and hence, effect indepen-
dent) way. We give an overview of these logics, discuss completeness of
their calculi, as well as some application of these logics to the reasoning
about Haskell and Java programs, and a coding in the theorem prover
Isabelle [12].

References

[1] Moggi, E.: Notions of computation and monads. Inform. and Comput. 93 (1991)
55-92

[2] Moggi, E.: An abstract view of programming languages. Technical Report ECS-
LFCS-90-113, Dept. of Computer Science, Edinburgh Univ. (90)

[3] Wadler, P.: Comprehending monads. In: LFP ’90: Proceedings of the 1990 ACM
conference on LISP and functional programming, New York, NY, USA, ACM
Press (1990) 61-78

[4] Jacobs, B., Poll, E.: Coalgebras and Monads in the Semantics of Java. Theoret.
Comput. Sci. 291 (2003) 329-349

[5] Shinwell, M.R., Pitts, A.M.: On a monadic semantics for freshness. Theoret.
Comput. Sci. 342 (2005) 28-55

[6] Wadler, P.: How to declare an imperative. ACM Computing Surveys 29 (1997)
240-263

[7] Pitts, A.: Evaluation logic. In: Higher Order Workshop. Workshops in Computing,
Springer (1991) 162-189

[8] Moggi, E.: A semantics for evaluation logic. Fund. Inform. 22 (1995) 117-152
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State Space Representation for Verification
of Open Systems

Irem Aktug and Dilian Gurov

KTH Computer Science and Communication
Osquars Backe 2, 100 44
Stockholm, Sweden
{irem, dilian}@nada.kth.se

Abstract. When designing an open system, there might be no im-
plementation available for certain components at verification time. For
such systems, verification has to be based on assumptions on the un-
derspecified components. When component assumptions are expressed
in Hennessy-Milner logic (HML), the state space of open systems can be
naturally represented with modal transition systems (MTS), a graphical
specification language equiexpressive with HML. Having an explicit state
space representation supports state space exploration based verification
techniques. Besides, it enables proof reuse and facilitates visualization for
the user guiding the verification process in interactive verification. As an
intuitive representation of system behavior, it aids debugging when proof
generation fails in automatic verification.

However, HML is not expressive enough to capture temporal assump-
tions. For this purpose, we extend MTSs to represent the state space
of open systems where component assumptions are specified in modal
p-calculus. We present a two-phase construction from process algebraic
open system descriptions to such state space representations. The first
phase deals with component assumptions, and is essentially a maximal
model construction for the modal p-calculus. In the second phase, the
models obtained are combined according to the structure of the open
system to form the complete state space. The construction is sound and
complete for systems with a single unknown component and sound for
those without dynamic process creation. For establishing open system
properties based on the representation, we present a proof system which
is sound and complete for prime formulae.

1 Introduction

In an open system, certain components can join the system after it has been put
in operation. For example, applications can be loaded on a smart card after the
card has been issued (see e.g. [SGHO04]). Since the implementations of certain
components are not yet available, the verification of the system has to be based
on behavioural assumptions on such components. Security protocols can be ver-
ified in this manner, for instance by treating an unpredictable attacker as an
unknown component of the system [1].

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 5-20, 2006.
© Springer-Verlag Berlin Heidelberg 2006



6 1. Aktug and D. Gurov

Modal transition systems (MTS) were introduced by Larsen as a graphical
specification language [2]. Certain kinds of properties are easier to express graph-
ically than in temporal logics. Each MTS specifies a set of processes as an interval
determined by necessary and admissable transitions. MTSs are equiexpressive
with Hennessy-Milner logic (HML), i.e. an HML formula can be characterized
by an MTS and vice versa. As a result, MTSs provide a natural representation
of the state space of open systems when assumptions on the behavior of the
not-yet-available components are specified in HML. When the assumptions are
temporal properties, however, MTSs are not expressive enough for this purpose.
In [3], we extend MTSs to represent the state space of open systems when the
component assumptions are written in the modal p-calculus [4]. This logic adds
the expressive power of least and greatest fixed point recursion to HML. Besides
the must (necessary) and may (admissable) transitions of MTS, our notion,
extended modal transition system (EMTS) has sets of states (instead of single
states) as targets to transitions - an extension which is needed for dealing with
disjunctive assumptions, and well-foundedness constraints to handle least fixed
point assumptions.

Having a way to capture the state space of an open system explicitly can be
useful in various phases of the development of open systems. In the modeling
phase, this formalism can be used as an alternative means of graphical spec-
ification of open system behavior. In interactive verification, an explicit state
space representation facilitates visualization of the system behaviour, assisting
the user in guiding the proof. This visualization facility is beneficial in automatic
verification when the automatic proof construction fails and an understanding
of the open system behaviour becomes necessary for debugging. Furthermore,
computing the whole state space enables proof reuse when the same system is
to be checked for several properties.

In this paper, we address the problem of constructing an explicit state space
representation from an open system description and verifying open system prop-
erties based on this representation. In a process algebraic setting, the behaviour
of an open system can be specified by an open process term with assumptions
(OTA). An OTA consists of a process term equipped with a list of behavioral
assumptions on the free variables of the term. We offer a two-phase construction
that, under given restrictions, automatically extracts an EMTS from an OTA.
The first phase in the construction corresponds to a maximal model construction
for each component assumption. For the fixed point cases, a powerset construc-
tion is used that is similar to the one used in the Biichi automata constructions
of [5] and [6]. In the second phase, the maximal models are composed according
to the structure of the open system. The construction is sound (resp. complete)
if the set of systems denoted by the OTA is a subset (resp. superset) of the
denotation of the resulting EMTS. We show soundness of the construction for
systems without dynamic process creation, and soundness and completeness for
systems with a single unknown component. Finally, we present a proof system
for showing open system properties based on EMTSs. The proof system is sound
and complete for prime formulae, a prime formula being one that logically im-
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plies one of the disjuncts whenever it logically implies a disjunction. The relative
simplicity of the proof system and its use is an indication of the adequateness of
EMTSs for open system state space representation.

Related Work. In this strand of research, our work follows earlier work on using
maximal model constructions for modular verification for various fragments of
the p-calculus: for ACTL by Grumberg and Long [7], ACTL* by Kupferman and
Vardi [8], and the fragment without least fixed points and diamond modalities
by Sprenger et al [9]. In automata based approaches (see for instance [10, 6, 11]),
various structures like alternating tree automata, Biichi and Rabin automata
have been employed for capturing temporal properties. Although expressively
powerful, we argue that these structures do not provide an intuitive representa-
tion of the state space for branching-time logics.

Proof system based methods have previously been suggested for the interactive
verification of open systems [12,13] where modal p-calculus is used to express
the temporal assumptions on components as well as the desired property of the
system. These interactive methods explore the state space implicitly as much as
it is necessary for the particular verification task. In contrast to these methods,
we separate the tasks of constructing a finite representation of the state space of
an open system from the task of verifying its properties. This separation provides
a state visualization facility to the user guiding the interactive proof, and offers
greater possibilities for proof reuse.

Organization. The paper is organized as follows. In section 2, we make the syntax
of OTAs precise by a brief account of the logic used in behavioral assumptions
and the process algebra used to define the process term. Section 3 is a summary of
important definitions related to the notion of EMTS. We present the translation
from OTA to EMTS in Section 4, and provide correctness results. In Section 5,
we give a proof system for showing open system properties of EMTSs. The last
section presents conclusions and identifies directions for future work.

2 Specifying Open Systems Behaviour

A system, the behaviour of which is parameterized on the behaviour of certain
components, is conveniently represented as a pair I' > F, where F is an open
process-algebraic term, and I" is a list of assertions of the shape X : & where X
is a process variable free in E and @ is a closed formula in a process logic.

In the present study, we work with the class of Basic Parallel Processes
(BPP)[14]. The terms of BPP are generated by:

E:=0|X|aFE|E+E|FE|FE| fizX.E

where X ranges over a set of process variables ProcVar and a over a finite set of
actions A. We assume that ProcVar is partitioned into assumption process vari-
ables AssProcVar used in assertions, and recursion process variables RecProc Var
bound by fiz. A term FE is called linear if every assumption process variable oc-
curs in E at most once. The operational semantics of closed process terms (called
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processes and ranged over by t) is standard, where the operator || signifies merge
composition. Closed process terms give rise to labeled transition systems (LTS)
through this standard semantics.

As a process logic for specifying behavioural assumptions of components, as
well as for specifying system properties to be verified, we consider the modal
p-calculus [4]. Tts formulas are generated by:

Pu=tt|F|Z|DADy | DIV Dy | [ | ()P | vZ.D| uZ.P

where Z ranges over a set of propositional variables PropVar. The semantics of
the p-calculus is standard and given in terms of its denotation on some LTS
T=(St, A, — 7). The denotation of a modal p-calculus formula @, written
||@||Z, is a subset of the set of states of T, where V : PropVar — St is a
valuation that maps propositional variables to states of 7. As usual, we write
t =% @ whenever ¢ € ||®||%. In the sequel, we omit the subscript V when @ is a
closed formula.

We say that an OTA I' > E is guarded when the term F and all modal p-
calculus formula @ in I" are guarded. Similarly, we say an OTA is linear when
the term it contains is linear.

The behaviour specified by an open term with assumptions is given with
respect to a LTS 7 that is closed under the transition rules and is closed under
substitution of processes for assumption process variables in subterms of the
OTA. The denotation of an OTA is then the set of all processes obtained by
substituting each assumption process variable in the term by a process from 7°
satisfying the respective assumptions.

Definition 1 (OTA Denotation). Let I' > E be an OTA, T be an LTS, and
pr : RecProcVar — St be a recursion environment. The denotation of I' > E
relative to T and pr is defined as:

[1'> El,p 2 {Eprpa | V(X : 9) € I pa(X) 7 )

where pa : AssProcVar — ST ranges over assumption environments.

Example. Consider an operating system in the form of a concurrent server that
spawns off Handler processes each time it receives a request. These processes run

system calls for handling the given requests to produce a result (modeled by the

action out). Handler is defined as Handler “In || out.0 where In © in.In.

Although it is possible to communicate with request handlers through the at-
tached channel (modeled by the action n), they do not react to further input.
A property one would like to prove of such a server is that it stabilizes when-
ever it stops receiving new requests. Eventual stabilization can be formalized
in the modal p-calculus as stab 4 vX.uY. [in] X A [out] Y. We can reduce this
verification task to proving that the open system modeled by the OTA

X :stabr> X || Handler

which consists of Handler and any stabilizing process X, eventually stabilizes.
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3 Extended Modal Transition Systems

In [3], we proposed Extended Modal Transition Systems (EMTS) as an explicit
state space representation for open systems with temporal assumptions, with
an extensional representation for the well-foundedness constraints. In this sec-
tion, we summarize the main definitions, and propose a concrete representa-
tion of well-foundedness constraints. The notion of EMTS is based on Larsen’s
Modal Transition Systems [2]. Kripke Modal Transition Systems (KMTS) have
been first introduced by Huth et. al. [15], and later refined by Grumberg and
Shoham [16] for representing state space abstractions in an abstraction refine-
ment framework. EMTS is similar to KMTS with a constraint added to deal
with termination assumptions.

In addition to may and must transitions for dealing with modalities, EMTSs
include sets of states (instead of single states) as targets to transitions to capture
disjunctive assumptions, and a set of prohibited infinite runs defined through a
coloring function to represent termination assumptions.

Definition 2 (EMTS). An extended modal transition system is a structure
&= (557A7—>f€‘>7_)?70)

where (i) Sg is a set of abstract states, (i) A is a set of actions, (iii) —&,—%
C Sg x A x 2% are may and must transition relations, and (i) ¢ : Se — NF is
a coloring function for some k € N.

May transitions of an EMTS show possible behaviours of the closed systems
represented, while must transitions specify behaviour shared by all these closed
systems. A run (or may-run) of £ is a possibly infinite sequence of transitions

a;

pe = 80 —%g 51 —Log 89 g ... where for every i > 0, s; —$ S for
some S such that s;;+; € S. Must—runs are defined similarly. We distinguish

a
between two kinds of a-derivatives of a state s: 95 (s) £ {S | s —¢ S} and

o7 (s) £ {S|s—g S}

The coloring function ¢ specifies a set Wg of prohibited infinite runs, which
plays a similar role to fairness constraints of e.g. [7], by means of a parity accep-
tance condition (cf. [17,10]). The function c is extended to infinite runs so that
c(pe) = (c(s0)(1) - e(s1)(1) ..., ..., c(s0)(k) - c(s1)(k)...) is a k-tuple of infinite
words where ¢(s)(j) denotes the j** component of ¢(s). Let inf(c(pg)(i)) denote
the set of infinitely occurring colors in the i*" word of this tuple. Then the run
pe is prohibited, pg € Wg, if and only if max (inf (c(pe)(7))) is odd for some
1 <i <k, i.e. the greatest number that occurs infinitely often in one of these k
infinite words is odd.

Next, we define a simulation relation between the states of an EMTS as a
form of mixed fair simulation (cf. e.g. [7, 18]).

Definition 3 (Simulation). R C Sg x Sg is a simulation relation between the
states of &€ if whenever s1Rss and a € A:
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a a
1. if 1 —>§ S1, then there is a So such that so —>fg> Sy and for each s € Sh,
there exists a sh € Sa such that s Rsh;

a a
2. if so —g So, then there is a Sy such that sy —§g S1 and for each s € Sy,
there exists a sh € So such that sy Rsb;

. a a a . . . .
3. if the run ps, = 82 —>g 83 —>g 83 —>g ... is in Wg then every infinite
a a a, : ; . .
TUn ps, = 81 —g ST —>g 87 —>g ... such that siR sk for all i > 1 is also
m Wg.

We say that abstract state sy simulates abstract state si, denoted s; =< so, if
there is a simulation relation R such that s; Rss. Simulation can be generalized
to two different EMTSs £; and & in the natural way.

Labeled transition systems can be viewed as a special kind of EMTS, where:
—>g:—>§, the target sets of the transition relation are singleton sets of states,
and the set of prohibited runs W is empty. We give the meaning of an abstract
state relative to a given LTS, as the set of concrete LTS states simulated by the
abstract state.

Definition 4 (Denotation). Let £ be an EMTS, and let T be an LTS. The
denotation of abstract state s € Sg is the set [s]; = {t € St |t < s}. This

notion is lifted to sets of abstract states S’ C Sg in the natural way: [S']; =

U{lsl7 [ s € 57}

In the rest of the paper, we shall assume that EMTSs obey the following consis-
a

tency restrictions: —2C—¢, s —2 S implies S is non-empty, and W does

not contain runs corresponding to infinite must—runs of the EMTS. The mean-

ing of abstract states would not be altered if the targets of may transitions were

restricted to singletons, but we prefer the targets of both kinds of transitions to

be sets of states for reasons of uniformity.

In section 5, we present a proof system for proving properties of abstract
states. For this purpose, we define when an abstract state s satisfies a modal
p-calculus formula @. The global nature of the set W in EMTSs makes it cum-
bersome to define the denotation of a fixed point formula compositionally as a
set of abstract states. We therefore give an indirect definition of satisfaction, by
means of the denotation [s], of a state s.

Definition 5 (Satisfaction). Let £ be an EMTS, s € Sg be an abstract state
of € and @ be a modal p-calculus property. Then s satisfies @ under valuation
V : PropVar — 2%, denoted s ):\g, @, if and only if for any LTS T [s],; EL &

where valuation V : PropVar — 257 is induced by V as V(Z) = U{lsl7 | s €
V(Z)}-

Ezxample. The state space of the open system introduced in the previous sec-
tion is captured by the EMTS in Figure 1. For any labeled transition system
T, the processes simulated by the state s; are those denoted by the open term
X :stab > X || Handler. The EMTS consists of six abstract states, each state
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out ©
in So S3 out
Ry
0,0 in 5
0
0,0
_ __ c(s3) =c(sg) =1
out @ out ( 3) ( 6)
o 2

out

Fig.1. EMTS for X : stab> X || Handler

denoting the set of processes which it simulates. For instance, states s5 and sg
in the example denote all processes which can engage in arbitrary interleavings
of in and out actions, but so that in has to be enabled throughout while out has
not. Infinite runs stabilizing on out actions are prohibited by the coloring of s3
and sg. A proof of eventual stabilization of the system using this representation
can be found in [19].

4 From OTA to EMTS

In this section, we address the problem of providing an explicit state space
representation for a given open term I' > FE, by means of an EMTS £. While
it is tempting to define —¢ and —¥% through transition rules, the global
nature of the well-foundedness constraints suggests that a direct construction
would be more convenient for automatic construction. We propose a two-phase
construction ¢ that translates an open term I'> E to an EMTS, denoted e(I'> E).
In the first phase, an EMTS is constructed for each underspecified component.
This part is essentially a maximal model construction as developed by Grumberg
and Long for ACTL [7], extended to ACTL* by Kupferman and Vardi [8], and
applied by Sprenger et al to the fragment of the modal p-calculus without least
fixed points and diamond modalities [9]. For the construction of the fixed point
cases, we adapt a powerset construction used earlier to convert fragments of the
modal p-calculus to Biichi automata which was introduced by Dam [5] for linear
time p-calculus and extended by Kaivola [6] to the ITp fragment. The second
phase consists of combining the EMTSs produced in the first step according to
the structure of the term E. We then show the correctness of the construction by
relating the set of states simulated by the constructed EMTS to the denotation
of the given OTA.
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4.1 Maximal Model Construction

We define the function £ which maps modal p-calculus formulas to triples of the
shape (€, S, \), where £ = (Sg, A, — ¢, —F,¢) is an EMTS, S C Sg is a set
of start states of £, and X : Sg — 2F7°PVar is a labeling function.

The function is defined inductively on the structure of @ as shown in Table 1.
The meaning of open formulae that arises in intermediate steps are given by
the valuation which assigns the whole set of processes S7 to each propositional
variable. Essentially, the particular valuation used does not play a role in the
final EMTS, since the properties used as assumptions of an OTA are closed.

In the definition, let £(®1) be ((Se,, A, —¢ , —g,, 1), S1, A1) and &(P;) be
((Se,, A, —8,, —8,, ¢2), Sa, A2) where Sg, and Sg, are disjoint sets. The new
state Spew 18 noOt in Sg, and a and o’ are actions in A. The coloring functions
c1: Sg, — NFtand ¢y @ Sg, — NF2 color the states of £ and & with integer
tuples of length ki and ko respectively.

For a set S, S |o denotes the largest transition-closed set contained in S such
that there is no element s € S |g with the empty set as the target to a must

transition, that is, there is no s such that for some a € A, s —a>g () and each
state s is reachable from some start state.

In what follows, we explain the various cases of the construction. The EMTS
for formula tt consists of the single state si; with may transitions to itself for
every action, while the EMTS for ff is the empty EMTS. The EMTS for a
propositional variable consists of a single start state with may transitions to s
for each action.

The states of the EMTS for the conjunction of two formulas is the cross
product of the states of the EMTSs constructed for each conjunct, excluding
pairs with incompatible capabilities. If a state s1, which has a must transition
for an action a to some set S7, is producted with a state s that has multiple may
transitions for a, then the product state has a must a-transition to the product
of Sy with the set of all may-successors of s3. The color of a state of e(P; A P2)
is the concatenation of the colors of the paired states. In the case of disjunction,
the set of start states of (®; V @2) is the union of the start states of e(®;) and
€(®2) which reflects the union of their denotation. The color of a state is given
by padding with 0’s from either the left or right.

For the modal cases, a new state s, is set as the start state. The EMTS for
¢([a] ) has a single may transition for a, which is to the set of initial states of
e(®). This is to ensure all simulated processes satisfy @ after engaging in an a.
Additionally, there is a may transition to sy for all other actions. The EMTS for
¢((a) ) includes a must transition for a from this start state to the start states
of (&), along with may transitions for all actions to sy forcing the simulated
processes to have an a transition to some process satisfying ¢ and allowing any
other transitions besides.

The construction for fixed point formulae is a powerset construction, which is
similar to the constructions given in [5] and [6] for the purpose of constructing
Biichi Automata for linear time and the alternation-depth class IT> fragments
of the p-calculus, respectively. The states of (0 Z.9) consist of sets of states of
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Table 1. Maximal Model Construction

e(tt) 2 (({Stt} A, _’g» 0, {set = 0}), {see}, {sec — 0})
where st ‘> {stt} for all a € A.
s(ff)— (0, A, 0,0,0),0, 0)
«(2)2 (({ﬁmw’«m} A, 2,0, {m — 0, 8new — 0}), {snew}, {Snew = {Z}, st — 0})
where s, cw —>£ {stc} and s¢q —»5 {stt} for all a € A.
(2?1 /\@2):(((351 X Sg2)\g, A, —»5, —>5, w), (Sg1 X 5’52)|D N (S x S2), A) where
—E 2 er) S xUBL() |8 —, 5}
U {(s,7) — <>L.J('9<>()><R |r*>£ R}
<> s’ ><R’|s—>£ s’ /\T—»O R'AS ¢07(s) AR ¢ a7 (r)}
g (8" xua7 () |s *’gl s'}

U {(s,r) —
) —

U {(s,7) —2 (WO (s) x R') | 7 —2, R'}
)
)

—2 2 {(sr) —

c2 {(s,7r) — cl(s) co(r) | s € Sey AT € Sey}

A2 {(s,r — A1(s) UXa(r) | s € Sgy AT € Sey}
(P V P2) a (Sgl U Se,y, A, *’Sv *’Sw ¢), S1US2, A1 UXz) with:
- U—2

£ = £ £y
g4 _ o y_.0

e = £ £y

c2 (s ci(s) 072 | s€Se, U {s— 0 -ca(s) | s € Sey}

A )
e([a] 21) Z((Sey U {snews sue}, A, —&, —2 s ¢), {snew}s A) with:
’
A a
—& £ —8 Ulsi —¢ {su} | a’ € A} U{snew —¢ S1}
’
a
U {Snew —¢ {see} | a’ #ana' € A}

cd c1 U {Snew — 0’“1} U {s¢e — 0’“1}

PN A1 U {Snew — 0} U {s¢x — 0}
e((a) B1) 2 e(ff) if S =0
e((a) &1) 2 ((Sey U {snew, s}, A, —g, —2, ¢), {Snew}, A) otherwise, with:

’ o

2 2 2 Ufsnew —2 S1} U {snew 8 {su} @' € APU {5 —¢ {su} | o’ € A}
—22 0 Ufsnew %8sy
cé c1 U {Snew — Okl}U{su — Okl}
A2 AU {Snew — 0} U {s¢ — 0}
e(cZ.P1) ((2 S‘gl|g,A —»5,—>5,ca) 2 51|D r‘l{{s} | s € S1},A) where o € {v, u} with:
—2 2 (s ..A,a,t}ﬁOS\azas 55 —8 SIA
S = ap((UAS (1), 8o uad (sn)) S1, M1, 2)}
U {{s1,...,80} —¢ S\v] 3Sj.s5 —¢&, S5 A S €05 (s)A
S =0p((81,.--,8,), 81, M1, 2)}
LT A s} 2 S (3038 D SIA

8= 0p (VO] (s1), .-, 51,07 (sn)), 51, A1, Z)}
mazodd(ey(si)(5)) I Vi.Z & Ai(si)

oA
v{on, 0o D)) = T e i 367 € A1 (ss)
SESg,
qufggd(C1(sm)(j)) if Vi.Z & M1(sq)
cul{stseeysnDG) 24 oaa _ _
[T c1(s)(5) if 3i.Z € A1(sq)
sesg,

A2 {{Sl""’S"}H1<U<, Ai(si) —{Z} | {s1,...,sn} 62551}
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e(P) and its start states are singletons containing some start state of e(®). An
invariant of the maximal model construction is that start states do not have
incoming transitions. (The case for £(tt) is the only exception and can be easily
adapted to satisfy the invariant.) For a transition of state ¢ = {s1,...,s,} of
e(cZ.9), each state s; has a transition in €(@). A member state of the target
of this transition, then, contains a derivative for each s;. A member of the tar-
get state additionally contains an initial state of £(®) if one of the derivatives
included is labeled by Z. The definition of Table 1 makes use of the target set
function 0p defined below.

Definition 6 (Target Set Function Jp). Let © be a modal p-calculus for-
mula, o be either p or v, e(®) be (€1,5,\) where & = (Sg,, A, —¢,—F,¢)
is an EMTS, S C Sg, is a set of start states, \ : Sg, — 2F7°PVar s g func-
tion that maps states of € to propositional variables, ¢ : Sg — N¥* is a col-
oring function that maps states of £ to k-tuples, and let Z € PropVar be a
propositional variable. Given a tuple consisting of a target set for each element
of a state of e(cZ.9), the function Op : (2561 x ... x 2%€1) x 251 x (Sg, —
2PropVary s PropVar — 92%%1 defines the target set of a transition of e(0Z.®)
for this state as follows:

Op((S1,...,8,), SN Z) 2 {{s1,.. ., 80} | Vies; € Sih P17 € (s;)}U
{{81,. . .,Sn,So} | Vi.s; € S; A E[]ZE/\(SJ) /\SoES}

Each component of the color of state g is determined by comparing the corre-
sponding entries of the member states s;. When, for at least one s;, this entry
is odd, the greatest of the corresponding odd entries is selected as the entry of
q, otherwise the maximum entry is selected for the same purpose. In Table 1,
the function maxodd selects the greater of two numbers if both of them are odd
or both of them are even, and the odd one otherwise. The color of ¢ is further
updated if it contains a state s; labeled by Z. When Z identifies a greatest fixed
point formula, each entry of the constructed tuple is defined to be the least even
upper bound of the integers used in this entry of (). Whereas, when Z identi-
fies a least fixed point formula, the least odd upper bound of the integers is the
entry for the color of ¢. In Table 1, least even and least odd upper bounds are

even

dd
denoted by the operators M and T , respectively.

4.2 Composing EMTSs

We extend the function ¢ to the domain of OTAs so that e(I" > E) = (€,5,)),
where & = (Sg, A, —¢,—Z,c) is an EMTS, S C Sg is the set of start states
of £, and X : Sg — 2BecProcVar ig 5 [abeling function.

The function ¢ is defined inductively on the structure of E as shown in Table 2.
In the definition, we let e(I'> Ey) be ((Se,, A, —¢, —&,, ¢1), S1, A1) and
e(I'> Ey) be ((Se,, A, —¢,, —8,, ¢2), S2, X2), where Sg, and Sg, are disjoint
sets. The new state Speq is not in Sg,. The coloring functions ¢; : Sg, — Nk
and cg : Sg, — N*2 color the states of £ and & with integer tuples of length k;
and ko respectively.
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Table 2. EMTS Construction for Process Algebra Terms

— e(I'> 02 (({snew}ls A, 0, 0, {Snew — 0}), {Snew}s {Snew — 0})

— e(I'> X)é e(P) it X € AssProcVar

where ¢ = A ¥ ( defaults to tt when I' contains no assumption on X ).
X:w el

— (1> X)2(({Snew} 4, 0, 0, {snew — 0}), {Snew}, {Snew — {X}}) if X € RecProcVar
— e(I'> a.El)é ((Se; U{snewl, A, —><£>, —>E, ¢)y {Snewl}s M U{spew — 0}) with:

o A © “o
e T g U{Snew —¢ Sl}
a
—2 2 —2 U{snew —2 S1}
¢ 2 ¢ U {snew — 0F1}
— e(I'> By 4 E2)2 ((Sg, U Sey U (S1 % S2), A, —2, —2, ¢), S1 x Sz, A)
a a
—2 2 2 U—g U{(sm) <>S'|965'1/\7’ESQ/\(9—>51$ vr—g S}
a
—9 é—> U—>5 U{(s,r) 5S'|‘365’1/\7"632/\(9—>51 S'VT’—>§2 S’}
c2 {so—»cl(() 0%2 | s € Se, YU {r — 0F1 - ca(r) | 7 € Sey}
U {(s,7) — c1(s) - ca(r) | (s,7) € S1 X Sa}
A2 AL UN U{(s, 1) — Ai(s )U)\g( Y| s€S1ATE S}
- E(FDﬁIX El)*((Sgl, A, —>€, 5, c1), Si, A) with:
—¢ {54’55'“54’5 S)v

(3s1 € S1.s1 —»E S AN X € Xi(s) A s is reachable from s1)}
—’Eé{‘?—’ESH?—’s S)v
(3s1 € S1.51 —>5 S A X € Ai(s) A s is reachable from s1)}
A2 (s () — 1X)) |5 € 561}

— e(I'> By || E2)2 ((Se, x Sep x {1,2}, A, —2, —8, ¢), 81 x S x {1,2}, A)
(5,7,0) —2 8" x {r} x {1} | s —2, S’}
5,7, T) — ag{ }><R’><{2}|r—a><> R’}
) gS'X{T}X{l}ISHg s’}
) 5{}><R'><{2}|r*> R’}
)Hcl(s)-0k2|SES€1/\’l‘6552}
)
)

[

— 0% . ca(r) | s € Se; AT € Sey}t

>

The EMTS corresponding to the nil process 0 consists of an abstract state
without outgoing transitions, indicating that no transition is allowed for
processes simulated by this state. If a process variable X in the term E stands
for an underspecified component of the system, that is if X is an assumption
process variable, then the EMTS for X is a maximal model for the conjunction
of the properties specified for this component in the assumption list I".

The EMTS for a recursion process variable X is a single state without outgo-
ing transitions, since the capabilities of the processes simulated are determined
by the binding fiz-expression. The function A labels the state X. Given the EMTS
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for the term of the fiz-expression where X is free, the transitions of the start
states are transferred to the states labeled by X.

The EMTS for a subterm prefixed by an action a is given by a start state
with a must a-transition to the set of start states of the EMTS for the subterm.
The EMTS for the sum operator consists of an EMTS where the start states
are the cross product of the start states of the EMTSs for the subterms. It is
assumed for this case that there are no incoming transitions to the start states
of the EMTSs being combined. This is an invariant of the construction, except
the case for tt which can be trivially converted to an equivalent EMTS to satisfy
the property.

Finally, the states of the EMTS for a parallel composition of two components
consist of a state from each component. Each state has transitions such that one
of the components make a transition while the other stays in the same state.
Each state is further marked by 1 or 2 to keep track of which component has
performed the last transition; this is necessary to enable a run of the composition
if the interleaved runs are enabled.

4.3 Correctness Results

The aim of the above construction is to capture, by means of an EMTS, exactly
those behaviors denoted by the given OTA. The construction is sound (resp.
complete) if the denotation of the OTA is a subset (resp. superset) of the deno-
tation of the resulting EMTS. Our first result establishes that the first part of
the construction is a maximal model construction for the modal p-calculus.

Theorem 1. Let T be a transition-closed LTS, ® be a closed and guarded modal
p-calculus formula and e(®) = (€, S, A). Then [S], = ||®||7.

Our next result shows that the construction is sound and complete when as-
sumptions exist on only one of the components that are running in parallel and
the rest of the system is fully determined.

Theorem 2. Let T be a transition-closed LTS, I'>E ||t be a guarded linear OTA
where E does not contain parallel composition andt is closed, and let e(I't> E||t)
= (&, S, N). Then [S]; is equal to the set [I'> E||t],, up to bisimulation, where
po maps each recursion process variable X to 0.

Theorems 1 and 2 are proved by induction on the structure of the logical formula
and the process term, respectively. The proofs can be found in [19].

In the general case, when multiple underspecified components run in parallel,
we only have soundness: our construction is sound for systems without dynamic
process creation. For systems with dynamic process creation, the construction
does not terminate.

Theorem 3. Let T be a transition-closed LTS, I't> E be a guarded linear OTA
where every recursion process variable in the scope of parallel composition is
bound by a fix operator in the same scope, and let e(I' > E) = (€, S, A\). Then
the set [S]; includes [I' > EJ,, up to bisimulation.



State Space Representation for Verification of Open Systems 17

The proof of the theorem is as the proof of Theorem 2, but includes a more
general case for parallel composition and can be found in [19].

Our last result reflects the fact that verification of open systems in the pres-
ence of parallel composition is undecidable for the modal p-calculus in general.
Completeness results can, however, be obtained for various fragments of the p-
calculus, such as ACTL, ACTL* and the simulation logic of [9]. In our approach,
the tasks of constructing a finite representation of the state space in the form
of an EMTS and the task of verifying properties of this representation are sep-
arated. This allows different logics to be employed for expressing assumptions
on components and for specifying system properties, giving rise to more refined
completeness results.

5 A Proof System for EMTS

In [3], we presented a proof system for verifying that an abstract state s of
an EMTS & satisfies a modal p-calculus formula @. In this section, we give a
summary of this proof system and provide an alternative termination condition
that uses the coloring function ¢ instead of the earlier condition that assumed
an extensional definition of the set of prohibited runs Wg. The system is a
specialization of a proof system by Bradfield and Stirling [20,21] for showing
p-calculus properties for sets of LTS states. The relationship between the two
proof systems is clear when one considers that each EMTS state denotes a set
of LTS states.

A proof tree is constructed using the rules below, where o ranges over p and v.
The construction starts with the goal and progresses in a goal-directed fashion,
checking at each step if a terminal node was reached.

sk oA stES v sk oV
sl—\“’;sﬁ sl—]“’;!l'/ sl—f}sﬁ sl—f)!l'/
st$ oZ.® st$ [a] ® o
S Spp=U0d
sk Z S HE D 5y 16 @ LS} =UO()
st 7 . st (a) @ o
sl—f;@Z identifies 0 7.9 S FE D s, D {s1,...,8n} €0, (s)

A successful tableau (or proof) is a finite proof tree having successful terminals
as leaves. If n : r }—‘\S, Z is a node where Z identifies a fixed point formula, and
there is an identical ancestor node of n, n : r 5, Z and for any other fixed point
variable Y on this path, Z subsumes Y, then node n is called a o-terminal. So
no further rules are applied to it. The most recent node making n a o-terminal
is named n’s companion. The conditions for a leaf node r I—f; ¥ of a proof tree
to be a successful terminal are listed below.

Successful Terminals

1. W =tt, or else ¥ = Z, Z is free in the initial formula, and r € V(2)
2. ¥ = [a]® and UIS (r) =0
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3. ¥ = Z where Z identifies a fixed point formula o Z.®, and the sequent is a
o-terminal with companion node n : r % ¥, then

(a) If 0 = v, then the terminal is successful.

(b) If 0 = p, then the terminal is successful if every infinite run of the EMTS
that corresponds to an infinite sequence of trails of the companion node
ng is in We. (The notion of trail is explained below.) When the set W¢ is
encoded using a coloring function ¢, the condition is that for any set St
of trails of ng, there should exist 1 < j < k, so that max(TEUSTc(a(T))(j))

is odd. This ensures, for an infinite run wy,, = a(71) o a(T2) o a(T3). ..
where for all ¢ > 1, T; is a trail of ng, that there exists some 1 < j' < k
such that maz (inf (c(wn,)(3"))) is odd.

Unsuccessful Terminals

1. =1, orelse ¥ = Z, Z is free in the initial formula, and r & V(2)

2. ¥ = {a)® and UIS(r) =0

3. ¥ = Z where Z identifies the least fixed point formula pZ.®, and the se-
quent is a o-terminal with companion node ng, then the terminal is unsuc-
cessful if there exists a set St of trails of ng such that for every 1 < j < k,
max (TEUSTc(a(T))(j)) is even. This means that some infinite run wy,,, of the

EMTS, which corresponds to an infinite sequence of trails of the companion
node ng, is not in Wg.

Trails and corresponding runs are defined as follows. Assume that node
ng:r I—\g; Z is a p-terminal and node ng:r }—‘\S, Z is its companion. A trail T
of the companion node ng is a sequence of state—node pairs (r,ng),. .., (r, ng)
such that for all 0 < i < k, one of the following holds:

1. nigr1 i i }—‘\S, ¥, 11 is an immediate successor of n; : 7; }—‘\S, ¥, or

2. n; is the immediate predecessor of a o-terminal node n’ : v/ 5§, Z’ where
n/ # ny whose companion is n; : v’ -, Z’ for some j : 0 < j < i, nj1 = ny,
and r;y 1 =1,

In order to convert a trail to a corresponding run, we use the function «a, which
returns the empty string when the trail contains only one pair, and is defined
for longer trails as follows:

O, or $4-rule

(r1 —e r2)-a((re,n2) - T) is applied to nq

>

a((ri,n) - (rz,n2) - T)
a((re,n2) - T) otherwise.

A formula is prime if whenever it logically implies a disjunction then it also
implies one of the disjuncts. As we show in [3], the proof system is sound and
complete for all formulas with only prime subformulas. An example proof is
given in [19].
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6 Conclusion

In this paper we investigate a state space representation for open systems spec-
ified as open process terms with behavioural assumptions written in the modal
p-calculus. This representation can serve both as a graphical specification formal-
ism and as a basis for verification, supporting state space exploration based tech-
niques and state visualization for interactive methods. We present a two-phase
construction of such a representation from an open term with assumptions, and
show it sound for terms without dynamic process creation and complete for sys-
tems with a single underspecified component. Finally, we adapt an existing proof
system for the task of proving behavioural properties of open systems based on
the given state space representation. The relative simplicity of the proof system
and its use is an indication of the adequateness of EMTSs for open system state
space representation.

Future work is required to characterize more precisely the construction and
the p-calculus fragments for which it is complete, taking into account that the
fragment for specifying component assumptions need not be the same as the
fragment chosen for specifying system properties. In addition to automatic state
space construction, interactive state space exploration will be considered, allow-
ing a wider class of open systems to be handled. Finally, we plan to demonstrate
the utility of the proposed approach by means of tool support and case studies.
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Abstract. Programs written in point-free form express computation
purely in terms of functions. Such programs are especially amenable to
local transformation. In this paper, we describe a process for optimising
the transport of data through point-free programs. This process system-
atically applies local transformations to achieve effective global optimi-
sation. We describe the strategies we employ to ensure this process is
tractable. This process has been implemented as an intermediate stage
of a compiler. The optimiser is shown to be highly effective, producing
code of comparable efficiency to hand-written code.

1 Introduction

Transformation is the key to any program improvement process. By using highly
transformable programming notations we pave the way for the application of
deep and pervasive transformation techniques. Programs written in point-free
form are particularly amenable to transformation[5]. In point-free code all com-
putation is expressed purely in terms of functions. Point-free code contains no
variables to store values generated during program execution. As a consequence,
functions cannot rely on variables as agents to transmit data through the pro-
gram. Instead, the functions themselves are responsible for routing data through
the code. This exposed data-transport maps well to distributed-memory plat-
forms and there have been a number of experiments mapping functions found in
point-free form to such platforms[18, 8, 6].

As well as providing a path to distributed implementation, exposing the trans-
port of data also provides scope for direct optimisation of this transport. This
avenue of research is less well explored. In this paper we outline an automated
process to reduce the volume of data movement through point-free code through
the systematic use of local transformations. We show that this process is highly
effective and describe the techniques we found useful.

1.1 Outline of This Paper

The next section outlines the context in which our optimisation process
takes place. Section 3 defines the broad strategies we applied in all parts of our
optimisation process. Section 4 focuses on one part of the optimisation process -

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 21-35, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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the vector optimisation of map functions. Section 5 presents some of our results.
Section 6 outlines related work and we present our conclusions in Sect. 7.

2 Context

The work described in this paper is part of a of a prototype implementation of a
compiler mapping a simple functional language, Adl, to point-free code[2]. The
focus of this paper is the optimisation phase, which reduces the flow of data
through point-free programs. The optimiser was developed in CENTAURI4],
using rules expressed in Natural Semantics[11]. A simple translator from Adl
to point-free form provides the input to the optimisation process. To provide a
context for this paper, we outline salient features of Adl, point-free code, and
the translation process next.

2.1 Adl

Adl is a small, strict, vector-oriented, functional language. Adl can be described
as point-wise because, like most languages, it supports the use of variables as a
means of storing data. Adl also provides standard operations for iteration - using
while, conditional execution - using if, and scoping - using let. Adl supports
implicit parallelism through second-order data-parallel operations over nestable
single-dimensional arrays, called vectors, including map, reduce and scan. Other
vector operations include a length operator (#), an index operator (!) and an
iota operation to dynamically allocate a contiguous vector of indices. Adl also
supports tuples of arbitrary arity and these are manipulated through pattern-
matching. Adl places no restrictions on the nesting of datatypes and operations.
Recursion is not supported in its initial implementation. Figure 1 shows an Adl
program that adds corresponding elements of two input vectors.

We have built a number of applications in Adl and found it to be a simple
and expressive language to use.

2.2 Point-Free Form

Our dialect of point-free form is derived from a point-free expression of the
theory of concatenate-lists in the Bird-Meertens-Formalism (BMF)[7]. In this
paper, we restrict ourselves to the functions required to express the translation
and optimisation of Adl, omitting point-free equivalents of reduce and scan,
which are beyond the immediate scope of this paper but discussed in[2].

main (a: vof int, b: vof int)

1= let
f x := alx + blx
in
map(f,iota #a)
endlet

Fig.1. An Adl program to add corresponding elements of two vectors
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Table 1. A selection of functions in point-free form

Description Symbol(s) Semantics

Function Composition . (f-9)xz=f(gx)

Vector map * fxzo, - xn_1] = [fxo,- -\ f Tn-1]

All applied to for tuples (fi,...,fn)° (fi,-- s )= (fizy,..., fnx)

Identity function id ide==x

Tuple access " (a1, ..., an) = aq

Constant functions K Ke=K

Arithmetic operators  +, —, =, X, ... + (z,y) =z +y etc.

Left distribute distl distl (a, [zo, . . ., Zzn-1]) = [(a, z0), . . ., (@, Zn—1)]

Zip zip zip ([zo, ..y Tn—1], [Yos .-y Yn-1]) =

[(l’o, yO): R (l‘n—l, yn—l)]

ntimes

Value repetition repeat repeat (a,n) = [a, = , Q]

transpose a =

Vector transpose transpose V(4,7) € indices(a),a(i, j) = b(j,4)A

55 (i, 7) ¢ indices(a), ali, §) = b(j, i) =L
Vector enumeration iota jotan =1[0,1,...,n — 1]
Vector length # #[zo,...,Tn—1] =n
Vector indexing ! '([zoy ...y Tn=1],1) = =
Vector selection select select (v, [zo, . .., Tn-1]) = [VZ0, ..., vTn_1]

Most point-free programs produced by our compiler consist of sequences of
composed functions:

fofo—1- i

where input data enters at f; and flows toward f,, at the end of the program.
In the remainder of this paper, we refer to the beginning of the program (f1) as
the upstream end of the program and we refer to the end of the program (f,,) as
the downstream end of the program.

Translation. Translation from point-wise Adl to point-free form strips all vari-
able references from Adl code and replaces these with code to transport values
between operations. A detailed description of the translation process is given in
[2]. Similar translation processes have been defined in[5, 16, 13].

The translation process is conservative. It transports every value in the scope
of an operation to the doorstep of that operation. This approach, though simple
and robust, results in large surplus transport of data through translator-code.
This can be seen in the translation of the Adl code from Fig. 1:

(+- (1 (m -1, m2)°% ! - (me - w1, m2)°)°) * distl - (id, iota - #m1)°

where the distl operation distributes a copy of both input vectors to each in-
stance of the map function downstream. The aim of the optimiser is to transform
programs in order to reduce this volume of copying. We outline the general strat-
egy of our optimiser next.
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3 Optimisation Strategy

The optimiser works through the application of simple, semantics-preserving,
rules. Taken alone this set of rules is neither confluent or terminating'. More-
over, the large number of steps typically required for optimisation, coupled with
multiple rule and site choices at each step, leads to a case-explosion. To control
these factors we must apply our rules strategically.

Our main strategy is to propagate the optimisation process, on a localised
front?, from the downstream end of the program to the upstream end. The front
moves a step upstream by specialising functions immediately upstream of the
front with respect to the needs of the optimised code immediately downstream.
The front leaves a trail of optimised code in its wake as it steps upstream. The
specialisation that takes place in in each step consists of three phases:

Pre-processing: applies sets of normalisation rules to code at the front. These
rules standardise the form of the code to make the application of key opti-
misation rules easier.

Key-Rule-Application: applies rules that substantially increase efficiency by
either eliminating functions responsible for making redundant copies of data,
or facilitating the removal of such functions further upstream.

Post-processing: re-factors code to eliminate some small inefliciencies intro-
duced by pre-processing. and exposes functions for optimisation further up-
stream.

The phases in each step are applied iteratively until the localised front of opti-
misation reaches the start of the program.

The broad pattern of processing we have just described applies to all optimi-
sation stages of our implementation. A full description of these stages is beyond
the scope of this paper. Instead, we illustrate the process by describing a key
part of optimisation, the vector optimisation of map functions.

4 Vector Optimisation of Map Functions

The map operator is a second-order function that applies a parameter function
to an input vector. In point-free programs, copies of all data required by the pa-
rameter function must be explicitly routed to that function. Vector optimisation
of map functions reduces the amount of data that must be copied by changing
code so that it selectively routes vector data to its destination®. Specifically, we
seek to replace multiple applications of indexing operations on copies of vectors

! Most rules could be applied in both directions which, trivially, leads to loops. It has
been observed [9] that confluence seems an implausible objective in the context of
program optimisation.

2 In our implementation, we delineate this front by associating function compositions
to make the functions on the front appear as an outermost term.

3 The impact of this optimisation is most strongly felt in a distributed parallel context
where explicit routing of data is required and this routing incurs a cost.



Data Movement Optimisation in Point-Free Form 25

with a single bulk selection operator to direct data to where it is needed. Two
general rules are used to achive this aim. For the purposes of explanation, we
first introduce two specialised versions of these rules:

(1) = -distl - (id, R)° = select - (id, R)° (1)

(1 (my -, 2 - m)°) * <distl - (id, R)® = o)
repeat - (! - (my - 7wy, 2 - ), # - m2)° - (id, R)°

The code (id, R)®°, though not modified by these rules, is a product of the trans-
lation of all calls to map in Adl, and provides important context for later discus-
sions. The code R can take various forms but, given an input value, a, always
generates some vector of values [z, ..., Zn—1].

Rule 1, above, fuses the vector indexing function and a corresponding distl
function into a select. If we factor out (id, R)° from both sides, the equivalence
underlying rule 1 can be informally stated:

(1) « -distl (a, [zo, ..., ¥n_1]) =
select (a, [zo,...,Tpn-1]) =
[alzo, ..., alz, 1]

The important difference between the two sides is that distl creates the, often
large, intermediate structure: [(a,zo),. .., (a, zn—1)] whereas select avoids this.

Rule 2 applies where the code that carries out the the indexing (underlined)
accesses only the first element in each of the tuples in the vector produced by
distl*. Again, factoring out (id, R)°, the equivalence underlying rule 2 can be
informally stated:

(' . (7‘1’1 s, T - 7T1)o) * -distl ((a,x), [y()7 . 7yn71]) =
repeat - (' . (7T1 <M, T Wl)o,# . 7T2)o ((a,x), [y[()7'. .. 7yn,'l]i =

where # [alz,...,alx] = # [yo,...,Yn—1] = n. It should be noted that while
rule 2 reduces the size of intermediate structures, it also moves the indexing
function further upstream where it can be accessed by subsequent optimisation
steps.

We emphasise that rules 1 and 2 are specialisations of corresponding, more
general, rules in our vector optimiser implementation. We present these rules
shortly, but first we describe the pre-processing steps that allow such rules to be
applied effectively.

4.1 Pre-processing

The pre-processing of code for vector optimisation of map functions consists of
three main stages:

4 We know this because both 71 - m1 and 7 - 71 first execute w1 which accesses the
first element of a tuple.
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1. Compaction: composed functions are coalesced to help reveal true data
dependencies and to bring functions of interest as far upstream as possible.

2. Isolation: functions are isolated from each other to allow them to be
processed individually.

3. Reorientation: transpose functions are added, where necessary, to reorient
the vectors to aid further processing.

We describe each of these stages in turn.

Compaction. Compaction transforms code to minimise the number of com-
posed functions between functions of interest, in this case, indexing functions
and the code further upstream. When compaction is complete, index functions
are “on the surface” and exposed for further processing. As an example - prior
to compaction, the code:

(!.(7‘(277'(1)0 . (7T2,7T1)o) * -distl - (id7R)o

is not amenable to immediate optimisation because the contents of the map
function, underlined, is recognisable to neither rule 1 or 2. However, after com-
pacting: (ma,71)° - (2, m1) to (71, 7m2)° the code takes the form:

(I (my,m2)°) * distl - (id, R)°
and rule 1 can be applied after eliminating the redundant identity (w1, 72)°.

Isolation. Often, the combination of functions in code confounds the matching
of optimisation rules. For example the code:

(+ . (' . (7‘1’1 '7T1,7T2)O,! . (7T1 <1, T .7_‘_1)0)0) * -distl - (id,R)o

matches neither rule 1 or 2. However, if the indexing components are isolated
from each other to produce the equivalent code:

(4) #-zip- ((!- (71 - m1,m2)°) x -distl - (id, R)®,
(' . (7T1 ST, T 771)0) * -distl - (id7R)O)O

to which rule 2 can be applied immediately, and to which a more general form
of rule 1 can be applied.

Reorientation. In code where indexing functions are nested it is sometimes
the case that the dimensions of the input vector are accessed in an order that
defeats immediate optimisation. For example, it is not instantly clear how to
optimise:

(' . (' . (7T1 . 771,772)077T1 . 772)0) * -distl - (id7R)o

However, if we transpose the vector we can switch the functions used to create
the indices giving:

(! (! (transpose - my - 1, M - 1), m2)°) * -distl - (id, R)°

which almost matches the specialised rule 1 and actually does match the corre-
sponding rule (rule 3) described next.
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4.2 Key-Rule Application

The key vector optimisation rules rules are shown in Fig. 2. Rules 3 and 4
correspond to the archetype rules 1 and 2 respectively.

Select introduction

Not In oexp(fi,72)
In oexp(fa,m2)
Opt(f2 = fé)

(' (f1, f2)°) * distl - (id, R)° = select - (f1, f3)° - (id, R)° ®
Repeat introduction
Not In oexp(fi,m2)
Not In oexp(fa,m2) @)

(" (f1, f2)°) = -distl - (id, R)® = repeat - (! - (f1, f2)°,# - m2)° - (id, R)°

Fig. 2. Two key rules of the vector optimiser

Rules 3 and 4 are expressed in Natural Semantics. The parts above the line
in each rule are premises that must be true in order to apply the transformation
specified below the line. These rules capture a wider variety of code than their
respective archetypes and are thus more useful in an actual implementation.

Both rules hinge on calls to the predicates In oexp and Not In oexp which test
for the presence, and absence, respectively, of w5 as a most-upstream function
in f1 and fy. The presence of a my function as the most upstream functions
indicates a reference to the output value of R.

During the application of rules 3 and 4, the fate of the fs function in each
rule differs. In rule 3, the truth of In oexp(fa,m2) implies that fo references R.
This referencing means that at least some code in fs cannot be carried upstream
of R for further processing. In light of this constraint, the recursive call to the
vector optimiser, Opt(fa = f4), is made to exploit a last opportunity to, locally,
optimise fo before the process moves upstream. In rule 4, f, does not reference
the output of R and thus can be carried upstream of R for further processing.

On a related note, some thought about the premises of both rules reveals that
code such as:

(I (1 (m,m2)°,m2)°) * -distl - (id, R)°
will match neither rule 3 or 4. In these cases we apply a default rule, not shown
here, leaves outer index function intact. The post-processing phase is then left to
salvage what it can from the code that generates its parameters for optimisation
upstream.

4.3 Post-processing

After the application of the key rules in the last section, code is often in no fit
state for immediate processing further upstream. It is the task of post-processing
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to compact and combine optimisable code fragments to prepare them for the
next optimisation step. As an example of compaction, after applying rule 4 to
the code:
(' . (7T1 <M, T 771)0) * -distl - (id7R)o
we have:
repeat - (' . (71'1 <M, T 71'1)07 # - 7'&'2)0 . (ICI7 R)O

where the functions of interest: ! (my - 71, T2 - 71)°, and # - w9 are not in the most-
upstream section of code, ready for further processing. Post-processing compacts
these functions into (id, R)° producing the, more accessible, code:

repeat - (! - (m,m2)°, # - R)°

As an example of combination, the application of rules 3 and 4, plus com-
paction, to the code:

(4) *-zip- (((!- (71 - w1, 72 - m1)°) * -distl - (id, R)®,
Ve (mq -y, m2)°) * -distl - (id, R)®)°

produces:
(+) * -zip - (repeat - (! - (m1,m2)°, # - R)°,
select - (71, R)°)°)°
Subsequently, further post-processing combines the two zipped sections of code
to produce the more easily processed:

(4) * distl - (! - (71, 72)°, select - (71, R)°)°

Note that the re-introduced distl function now transports just the required values
to downstream code rather than broadcasting copies of whole vectors.

This concludes our description of the vector optimisation of map. The code
resulting from vector optimisation has a significantly reduced flow of surplus vec-
tor elements. However, surplus flows of other values remain. Our implementation
reduces these flows during, much-simpler, subsequent passes of optimisation. A
discussion of these other passes is beyond the scope of this paper but their effects
are evident in the performance of code produced by the optimiser in its entirety.
We examine this performance next.

5 Results

We now examine the impact of the optimisation process on the performance of
point-free program code. After this, we briefly discuss the influence that point-
free form has on the design of the optimiser.

5.1 Performance Model

To measure the effect of data movement optimisation we created an instrumented
model for measuring execution time and space consumption on point-free code.
To keep the design of the model simple and consistent we implemented the
following basic strategy for memory allocation and deallocation:
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— memory for each data element is allocated just prior to when it is needed.
— memory for each data element is de-allocated just after its last use.

Our model assigned unit costs to all scalar operations and unit costs to allocating
and to copying scalars. Vectors and tuples were treated as collections of scalars.

main (a: vof vof int, b: vof vof int)
1= let

gy :=alxly + blxly
in
map(g,iota #(al!x))
endlet
in
map(f,iota (# a))
endlet
(a)

(- (- (memy e, w2 m)°, m2)°,
!' (' . (71'2 Ty - T, T2 '7T1)0,7'l’2)0)0) * -
distl - (id,iota - #-! - (71 - w1, 72)°)° - id) * -
distl - (id,iota - # - m1)° - id

(0)

((+) * -zip
“(select - (®m1,% m2)°, select - (33, 72)°)°-
(m1 -1, iota - o, o - w1 )°) * -
zip - (((mw2, m1)°) * -zip-
(select - (®*m1,® ma)°, select - (373,® m2)°)°,
(#) * -select - (373,% m2)°)°-
(m1,iota - # - w2, m2)° - (w2, m1)°

(©)

((+) * zip-
(select - (1 - w1, m2)
select - (7o - 71, m2)°)°-
(id,iota - # - 71)°) * -

Zip-

(select - (71 - w1, m2)

select - (ma - 71, m2)°)°-

(id,iota - # - m1)°

(d)

o

o

Fig. 3. Source code - part (a), translator code - part (b), optimiser code - part (c), and
hand-crafted code - part(d) for map map addpairs.Adl
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Fig. 4. Performance plots for map map addpair applied to the pair of ragged vectors:
({111, [2,3, 4], [, 6], 11, [7, 8,9, 101}, [[1], [2, 3, 4], [5, 6], ], [7, 8,9, 10]])

It must be noted that, when mapping point free code to imperative sequential
code there are optimisations that could be applied that our model doesn’t reflect.
However, in a distributed context, we have found that high data-transport costs
in this model map to high communications costs[1].

5.2 Experiments

We ran the translator and then the optimiser over a series of Adl programs
and used an implementation of the model above to compare the performance of
translator and optimiser code. As a benchmark, we hand-coded efficient solutions
in point-free form and ran these against the model too. The results of two of
these experiments are presented next.

Adding Corresponding Elements of Nested Vectors. The source code
for map map addpairs.Adl is shown in Fig. 3(a). This program uses a nested
map operation to add corresponding elements of two nested input vectors. The
translator code, the optimiser code and the handed-coded point-free version are
shown in parts (b), (c) and (d) respectively. The translator code distributes large
amounts of data to the inner map function to be accessed by index functions. The
optimiser code in part (c) has replaced all of the indexing operations by select
operations. The hand-coded version in part (d) has the same basic structure as
the code in part (c) but forms fewer intermediate tuples.

The performance of the three versions of point-free code, applied to a pair
of nested input vectors, is shown in Fig. 4. The translator code fares the worst
due to the cost of distributing aggregate values. The optimiser code exhibits
substantially better performance. The hand optimised version performs even
better, with a similar pattern of data allocation on a slightly smaller scale. Close
inspection of the code reveals that the optimiser has been more aggressive than
necessary in moving the # (length) function out of the inner-map function. This
resulted in extra code to transmit the output of the # that has now been moved
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main a: vof int :=

let
stencil x
= alx + a!(x-1) + a!(x+1);
addone x := x + 1;

element_index
:= map(addone,iota ((# a)-2))
in
map (stencil, element_index)
endlet

(a)

(- (- (1 (1, m2)°,
Pe(m -1, — - (m2,1)°)°)°,
Pe(m -, + - (m2,1)°)°)°) *
dist! - (id, 72)° - id-
(id, (+ - (2, 1)°) * dist! - (id, iota - — - (% - id, 2)°)°)°

(0)

(+ - (+ - m1,m2)°) * -zip:
(zip:
(select,
select - (71, (—) * -zip-

(id, repeat - (1,#)°)° - m2)°)°,
select - (71, (+) * -zip - (|d repeat - (1, #)°)° - m2)°)°-
(id, (4 - (id, 1)°) * -iota - — - (#,2)°)°

(©)

(4 (-, + - (w2 - w1, 72)%)°) -
zip - (zip - (71 - w1, M2 - M1)°, M2)°
((select,

select - (71, (4 - (id, 1)°) * -m2)°)°,
select - (71, (— - (id, 1)°) * -m2)°)°-

(-
(id, (4 - (id,1)°) * -iota - — - (#,2)°)°
(d)

Fig. 5. Source code - part (a), translator code - part (b), optimiser code - part (c), and
hand-crafted code - part(d) for finite diff.Adl

upstream. The movement wasn’t warranted in this case because the input vector
to this invocation of # had to be transmitted to the inner map function anyway.
This result indicates that there is scope for tempering the aggression of the
vector optimiser in certain cases.

A Simple Stencil Operation. The source code for finite diff.Adl is shown
in Fig. 3(a). This program applies a very simple stencil operation to a one-
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Fig. 6. Performance plots for finite diff applied to a short one-dimensional vector

dimensional vector. It is a good example of the use of multiple indexing opera-
tions into a single vector and the use of arithmetic operators on vector indices.
The translator code, the optimiser code and the handed-coded point-free ver-
sion are shown in parts (b), (c¢) and (d) respectively. Again the translator code
distributes surplus data through the distl operations. The optimiser code in part
(c) has removed this distribution. The hand-coded solution in part (d) is similar
to the hand-coded version but avoids the use of repeat.

Figure 6 shows performance of the three versions of point-free code. Again,
the translator code is the worst-performing. The efficiencies of the optimised
and hand-coded versions are very similar with the optimiser code very slightly
ahead on time and space performance. Close inspection of the code shows that
the optimiser code in part (c) has been more thorough in eliminating transport
of tuple elements in downstream parts of the code.

5.3 Point-Free Form and Optimiser Design

The performance of code produced by the optimiser in the experiments presented
here, and in other experiments we have carried out, is encouraging. In addition to
these results we make the following general observations regarding the influence
of point-free form on optimiser design.

First, pre-processing, using normalisation rules, is an essential part of auto-
matically processing point-free form. It is infeasible to write enough rules to
match code as-is, so code needs to be processed to match the rules. We applied,
and reused, normalisation rules quite frequently and in a variety of circumstances
to maximise the effect of other transformation rules.

Second, it pays to have interfaces. If there is a mismatch between the output
of one transformation component and the expected input of another, the cause
of the resulting error can be difficult to find. The use of interfaces, even on an in-
formal, ad-hoc, basis makes matching, and constructing compilation components
much less error-prone.
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Last, it is difficult to write intelligent rules. It is not easy to trace dependencies
through, and then alter, at a distance, point-free code. It is easier to propagate
dependencies by local transformations to the code itself.

6 Related Work

There is a large body of work exploring program transformation in functional
notations. [17] summarises many of the important issues that arise during trans-
formation. The use and transformation of point-free programs was espoused in
[3]. A broad range of rules and techniques applicable to both point-free and
point-wise programs were developed with Bird-Meertens Formalism[7] we used
a number of the algebraic identities developed in this work in our optimiser.

The idea of making programs more efficient by reducing the intermediate
data produced is strongly related to concept of program fusion. Automated
systems have been developed to perform fusion[14,10] in point-wise recursive
definitions. Our work, while using some of the rules derived by research into
fusion, is more specialised in its purpose. However, there remains broad scope
for further applications of techniques from the work above in refinements of our
optimiser.

Point-free notation has been used in a few experiments and implementations
including FP*[21] and EL*[16]. Some early experiments with transforming point-
free code are described in[12]. More recently a complete translation process from
recursive functions in Haskell to point-free form has been defined[5]. However,
none of these implementations perform data movement optimisation to the ex-
tent of the implementation described here®.

7 Conclusions and Future Work

We have described an optimisation process to reduce data movement through
point-free code. We have shown that this process is effective in significantly re-
ducing the flow of data through such programs. This process is incremental with
the program itself serving as the sole repository of the state of the transformation
process.

We envisage three major improvements to the implementation as defined so
far. First, the system could be made more extensible by the formal definition of
syntax interfaces for transformation components as in[19]. Second, the volume of
transformation rules may be significantly reduced by separating rule application
strategies from the rewrite rules themselves[20]. Last, an efficient mapping of
point free code to imperative code on sequential architectures needs to be defined,
work toward this goal is underway|[15].

5 FP* performs some optimisation as code is being mapped to an imperative language
but explicit data transfer information, useful for mapping to a distributed machine,
is lost in the process.
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To conclude, optimisation in point free form is a highly effective process that

requires different strategies to more traditional approaches. Like all optimisation,
this process is open-ended and much interesting work remains to be done.
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Abstract. This paper presents a syntax-directed non-uniform static
analysis of the stochastic w-calculus to safely approximate the amount of
time required before name substitutions occur in a process. Name substi-
tutions form the basis for defining security properties, like information
leakage. The presence of the quantitative and qualitative information
in the results of the analysis allows us to reason about the speed at
which sensitive information is leaked in a computing environment with
malicious mobile code. We demonstrate the applicability of the analysis
through a simple example of firewall breaches.

1 Introduction

Measuring the rate of propagation of malicious and intrusive mobile code is a key
factor in preventing and reducing the harmful effects of such code particularly,
given that over the past few years, the rate of propagation of viruses and worms
have increased dramatically. In one of CERT’s incident reports [1], it mentions
that “The speed at which viruses are spreading is increasing ... Beginning with
the Code Red worm (CA-2001-19, CA-2001-23) in 2001 up through the Slammer
worm (CA-2003-04) earlier this year [2003], we have seen worm propagation
times drop from hours to minutes”. In the case of the Sapphire/Slammer worm,
the main novelty of the worm was its speed of infection. According to [2], the
worm “achieved its full scanning rate (over 55 million scans per second) after
approximately three minutes”. Clearly, the moral behind such and other examples
is that the earlier the malicious code is discovered the higher the possibility of
protecting against its harmful effects.

Formal models of mobility, in particular message-passing process algebra such
as the w-calculus [3] and the ambient calculus [4], provide an attractive basis for
reasoning about qualitative and quantitative features of mobile systems due to
their inherent expressive power and simplicity. In fact, there have been sev-
eral extensions of these models targeted towards quantitative features of mobile
systems, for example stochasticity [5,6, 7], probability [8], semiring-based cost
[9,10,11] and time [12]. Nonetheless, most of these models only provide pure
quantitative reasoning; they do not state, for example, how the security of mo-
bile systems is affected by changes in the quantitative features of such systems.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 36-50, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The motivation for the work presented in this paper is to construct a static
analysis that provides approximate reasoning about the speed of information
leaks in processes modelled by the stochastic m-calculus [6]. More specifically,
we are interested in the amount of time, starting from the initial state of the
system, before a particular communication takes place. Such communications
are characterised by name substitutions in message-passing calculi and have
significant security implications. For the sake of brevity, we only deal with simple
properties like privacy breaches resulting from high-level names substituting low-
level input parameters. Other properties like authenticity and denial of service
may also be incorporated in the future.

The work presented here stems from previous works dealing with the static
analysis of mobile processes. Name substitution-based security properties were
defined for the m-calculus in [13] and for a semiring-based extension of the -
calculus in [9]. Aside from these works, there are a few other related works. In
[14], guessing attacks in security protocols are modelled in an extension of the
m-calculus which adopts a computational security model with random sampling
of new names. Also some works deal with simpler languages without mobility,
for example [15], in which a bisimulation-based confinement property is analysed
for a probabilistic version of CCS [16]. Similar approach is followed in [17] in
defining a non-interference-based information flow property for the probabilis-
tic concurrent constraint programming language [18]. Other frameworks include
PEPA [19] and EMPA [20], several analysis tools for which have been defined.
In general, frameworks like PEPA and EMPA do not cater for mobility aspects
like fresh name creation and message-passing.

The structure of the paper is as follows. In Section 2, we review the syntax of
the language of stochastic m-calculus. In Section 3, we define a domain-theoretic
model of processes and define a syntax-directed semantics of the language. In
Section 4, we extend the standard semantics to be able to capture name substi-
tutions and the elapsed time from the initial state of the process. In Section 5,
we introduce a couple of abstraction functions to limit the number of bound
names generated in the interpretation and to produce an abstract view of time.
In Section 6, we define the timed version of the information leakage property
and finally, in Section 7, we demonstrate the applicability of the analysis in a
simple example of firewall breaches.

2 The Stochastic w-Calculus

We recall here the syntax of the stochastic m-calculus.

Definition 1 (Stochastic m-calculus). Let N be the infinite countable set of
names, {a,b,c,x,y,z...}, then processes, P,Q, R, ... € P, are built as follows:

P:=0|(mr).P | (va)P | [z =yP| (P|Q)| P+ Q| IP

Where r € R is a positive real number and 7 is defined as m ::= z(y) | z(y).
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The syntax is quite similar to the standard m-calculus syntax [3], with which
we assume the reader to be familiar with, along with the notions of free/bound
names and name substitutions. The only syntactic difference is in (7, ). P, which
is a process capable of firing action, 7, with rate, r. These actions are either input,
z(y), or output, z(y). From now on, we only deal with normal processes.

Definition 2 (Normal Processes). A process, P, is said to be normal if it
has no occurrences of homonymous bound names' and bn(P) N fn(P) = {}.

3 A Domain-Theoretic Model

We follow the approach of [21, 13] (which was originally inspired by [22]) in defin-
ing a domain-theoretic model of the stochastic m-calculus. We start by defining
the following predomain equations, which describe the basic actions of processes:

1
2
3
4

Pi=1+P(Tau+ In+ Out)
Tau= R* x Piy

In=N x R" x (N — Piy)

Out=N x RT x (N x Pi;, + N — Pi )

—~ o~~~
—_ O ~—

These equations are explained as follows: Pi is the predomain of processes con-
structed from Plotkin’s powerdomain operation [23] applied to the sum of the
predomains Tau, In and Out and adjoined to the single-element domain, 1, as
in [24, Def. 3.4] to express terminated or deadlocked processes. The domain of
processes is formed by lifting Pi to Pi, where L p; represents the divergent or
undefined process. The predomain, Tau, of silent actions is defined as a pair: the
first element, RT, represents the rate of synchronisation (since silent actions in
our case occur solely as a result of synchronisations) whereas the second element,
Pi |, represents the residual process. The predomain, In, of input actions consists
of a triple: the first two elements, N x R™, are the channel of communication
and the execution rate whereas the third element is a function, N — Pi, , which
takes a name and yields the residual process. Finally, the predomain, Out, of free
and bound output actions consists of a triple: the first two elements, N x R*,
are the channel and the execution rate whereas the third element represents the
sum of free, N x Pi, and bound, N — Pi,, outputs.

Finding a solution to equations (1)—(4) consists in finding a definition of the
concrete elements of each of the (pre)domains involved. One such solution is
shown in Figure 1, where K is the set underlying any (pre)domain. The defini-
tion of N is trivial: N is a flat predomain, therefore its structure is similar to V.
The same applies to R'. In fact, in what follows, we abuse the set membership
operator and write z € N and r € R™ to mean z € K(N) and r € K(R™), re-
spectively. On the other hand, Pi is defined as a multiset of semantic elements,
where {|L[} is the bottom element representing the undefined process and ) is

! This implies that no two bound names are the same, a property that can be achieved
by applying a-conversion intintially.
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Elements of N :
zeN = z€K(N)

Elements of R" :
z € Rt = z€K(RT)

Elements of Pi, :
{L]} € K(Pip)

0e K:(Pll)
p,q € K(Piy) = pWqgeK(Piy)
p€K(PiL),r € RT = {tau(r,p)|} € K(PiL)
z,y € K(N),p € K(PiL),r € Rt = {in(z,r,\y.p)} € K(PiL)
x,y €K(N),p€ K(Pip),r € Rt = {out(zx,r,y,p)} € K(PiL)
z,y € K(N),p € K(PiL),r € Rt = {out(z,r,\y.p)} € K(Pi.)
z € K(N),pe K(Piy) = new(x,p) € K(PiL)
Definition of new :
new(x, 0) = 0
new(z, L) - f
) ife=y
new(z, {lin(y, r, Az.p)[}) - { n(y,r, Az.new(z,p))[}, otherwise
ifr=y
new(z, {lout(y,r, z,p)[}) = {|out y,r, Az.p)[}, ifr=2#y
{lout(y, r, z, new(z,p))[}, otherwise
ifx=y
new(z, Jout(y,r, Az.p)}) - {{]out (y,r, Az.new(z,p))[}, otherwise
new(z, {Jtau(r, p)}) = {tau(r, new(z, p))}
new(x, (p1 W p2)) =  new(xz,p1) W new(z,p2)

Fig. 1. Elements of N, R* and Pi

the empty multiset representing terminated or deadlocked processes?. Other el-
ements are defined as follows: W is the standard multiset union of two elements.
The singleton map, {| [}, takes tuples representing input, output and silent ac-
tions and creates a singleton multiset of each tuple. These tuples are in(z, r, Ay.p)
(input action), out(x,r,y,p) (free output action), out(z,r, Ay.p) (bound output
action) and tau(r,p) (silent action). In these tuples, = is the channel of commu-
nication, y is the message or input parameter, r is the rate of execution (syn-
chronisation) and p is the residual process. The use of A-abstraction to model
the binding effect in input and bound output actions implies that the actual
residual process is obtained only once its function is instantiated.

The effects of restriction are modelled by the new operator. In general, new
captures deadlocked situations arising from the attempt to communicate over
restricted non-extruded channels. It also turns a free output into a bound output
once a restricted message is directly sent over a channel (scope extrusion). In

? Following [22], we take { L[} C () and 0 is incomparable otherwise.
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(S1) S(0) p bs )
(82) S((x(y),r).P) p és = {in(ds(x),r, \y.RUPY & p) s)}
(83) S((w(y),r)-P) p ¢s = Jout(¢s(@),r, és(y), RUP} W p) )} ¥

¥ {tau(rayn, RUPY  plP [ (2).P']) éslz — ¢s@))D)

(2 (2),r2).P'€p: ps(z)=0¢s(z’)
where, rsy, = (r x (r + > ry) ) x (' x ( > r.) 1) x

(z(y),ry).PEp (x'(z),r2).PEp
min(( Y r+r), X T
(z(y),ry).-PEp (z'(2),r2).PEp
(S4) S(wa)P) pés = new(w, RUPY & p) bs)
(85) S([[m _ y]P]) p bs 'R([{|P|} W pD ¢s, :)ftﬁsr(‘m)se ¢$(y)
(S6) S(P1 Q) pos = ’R([{IP[} w 1Q} W ) és
(S7) S(P+Q) pos  =RUPY ) és & RUQD Y p) 65
(58) S(P) p bs — snd(fic F (0, {L[}))
where, = AMAG.p)-f (9= RUYAPIoD) & o) bs
then (j,p)

else ((7 +1), (R([(U {(P)alt) & p) ¢s)))

and, o = [bn:(P)/bn(P)], bni(P) = {z: | z'€ bn( )}
(RO) R(p) ¢s = Lg S(P) (P\PL) s

Fig. 2. The syntax-directed semantics of the stochastic m-calculus

all other cases, restriction has no effect and it is simply passed to the residue or
distributed over multiset union.

Using the semantic elements of Figure 1, it is possible to give a syntax-directed
semantics for the stochastic m-calculus as a function, S(P)) p ¢s € Pi, , defined
over the syntactic structure of P, as shown in Figure 2. In this semantics there
are two environments, p : p(P), which is a multiset of all the processes in parallel
with the current process being interpreted where rule (R0) is used to interpret
the contents of this multiset, and ¢s : N — N, which maps names to their
substitutions, where initially, YV € N : ¢so(z) = . The rules are described as
follows. In rule (S1), a null process is interpreted as the empty multiset. In rule
(82), input actions are interpreted as a singleton multiset of the corresponding
in semantic tuple. Note that no communications are considered in this rule and
are simply interpreted in the following rule, (S3), for the case of output actions.
In this rule, the meaning of a process guarded by an output action is interpreted
by either the corresponding out tuple, which is necessary to express the case
of no communications, and tau elements to express the case of communications
with matching input actions in p, where ¢gs is updated accordingly. In the lat-
ter case, the rate of synchronisation, rsyy, is computed according to [6, Eq. 1]
but adapted to suit the structure of the p multiset. In rule (S4), restriction is
interpreted directly using the new operator and in rule (§5), name matching
is resolved according to the equality of ¢s-values of the matched names. Rule
(86) interprets parallel composition by adding the parallel processes to the rest
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in p. On the other hand, non-deterministic choice is interpreted in rule (S7)
as the standard multiset union of the individual meaning of each process. Rule
(88) deals with the interpretation of replication in terms of the higher-order
non-recursive functional, F, whose fixed point meaning, fir F = Ffix F, is a
pair of elements, (4, p). The meaning of the replicated process is then taken as p.
The rule also attaches a subscript label to the bound names of each copy of the
replicated process signifying the number of that copy. This is needed in order to
maintain the normality of processes. It is interesting to mention that since the
semantic domain, Pi , has an infinite size, then the fixed point calculation is
not guaranteed to terminate.

4 Extended Semantics

The semantics of the previous section was designed in order to capture the
standard operational meaning of a process as an element of the domain, Pi, . In
this section, we extend the semantics to capture the time meaning of each name
substitution. More specifically, we capture the quantity, ¢, used to compute the
time duration a substitution induces according to Gillespie’s algorithm [25]:

t x In(n™1)

where n is some random number ranged over [0,1]. This quantity ¢, which we
call the exponential time factor, in fact turns out to be equal to r;yln as defined
in the standard semantics of the previous section (see [26, Def. 12]).

First, we define the special environment, ¢¢ : N x N — Rir, such that
¢s(x/y) = t means that the name substitution, z/y, occurred at some time,
t, from the beginning of the interpretation of the process. This time is in fact
the accumulation of the exponential time factors encountered through each flow
of control, over each side of W. For example, in the process:

(x(a), r1).(z(b), 72).P | (2(y), r1)-(x(w),75).Q

and assuming that the current time is to, the first synchronisation of z and =
has a rate of rgy,1 (as a parameter of r; and r1) and the second has a rate Tsyn2
(as a parameter of ro and 745), then the name substitutions a/y and b/w will
oceur at times (o + (r;,h,1)) X In(n™1) and (to + (roh,1) + (rohne)) X In(n™1),
parameterised by n, a random number?. In what follows, we ignore the random
element, In(n~!), and capture only the accumulated exponential time factors.
Initially, the ¢g environment is defined such that ¢go(z/y) = 0 if z = y,
otherwise ¢go(z/y) = L. In fact, since the extended semantics is a precise se-
mantics and we only deal with normal processes, then each input parameter can
be substituted with one name at most in the domain of ¢g¢, i.e. Vx,y,z € N :

3 In fact, n is a simplification of the random numbers, ni, nz and ns, since the actual
Gillespie’s algorithm would have computed times (¢t x in(n; ")) + (r.}, x In(ny'))

synl
and (t X In(ny ) + (royny X In(ng ")) + (rme X In(ng*)).
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x/z,y/z € dom(¢e) = x = y. The semantic domain of ¢¢ environments is then
defined as D| = N x N — RT with the following ordering:

Voer, 92 € D1t ¢e1 Ep, ¢e2 &  dom(pe1) C dom(pga)

where the bottom element is, L p, = ¢go. We also define the union of ¢¢ envi-
ronments as follows:

de1(x/y), if z/y € dom(per)
Vo,y € N, ¢e1,de2 € D1 : (¢e1 Ug ¢e2)(x/y) = § de2(x/y), if z/y € dom(de2)
1, otherwise

Using D, we can define an extended semantics for the stochastic m-calculus
through the semantic function, E(P]) p t ¢¢ € Piy x D, defined by the
rules of Figure 3, where ¢ is the total time expressed by accumulated expo-
nential time factors resulting from synchronisations in each flow of control. We

(E1) E(O) p t ¢e = (0, ¢¢)

(£2) E((z(y),r).P) pt ¢e = ({in(z’,r, Xy fsUR{P} & p]) t de))l}, de)
where, x' /z € dom(¢¢)

(€3) E((z(y),r).P) pt pe = ({lout(w,r,u, st (R P} W p) t ¢e))[t W

© {tau(rsyn, p)})),
V(z/(z),rz).P' €p,3z’: z/" Jx! " JrEdom(pg)

(¢e U ( Us b))
V(z/(z),r").P'€p,Iz’: x!" [Jx! " JxEdom(pg)
where, w/z € dom(¢e),u/y € dom(¢pe)
(0, 0%) = RUYPY & p[P' /' (2). P']) ¥ ¢elu/z =t +r5ym]
and Tsyn = (r X (r + > A I (N > r.) 1) x

(z(y),ry).PEP (x'(z),r2).PEp
m’m((( ( )Z) Pe " +T)7( ’( )Z) Pe TZ)
(1) E(Wa)P) ptge = new(z, SURIPLS p) t ge)), snd RUIP p) ¢ be)
(€5) Qe =yP) pt o = {Z;“;'P)'} Web b ge, 1 3e 25,2y € domlge)
(€6) E(P1Q) ptoe = RUPHS{QI o) t o
(E7) EP+Q]) pt e = (p1 ¥ p2), (¢1 Ugp ¢2)
where, (p1,é1) = R({IP} & p) ¢ ¢ and (pz, é2) = RUIQ} & ) ¢ p¢
(€8) E(P) pt o — snd(fi F (0, (L], Lp,)))
where, F = AfAG.e)f (f e =RUYIP)T) & ) t e
then (j,e)

else ((j +1), (R([(}:i)o{](PM}) W p) t pe)))
and, o = [bn;(P)/bn(P)], bn;(P) = {z; | x € bn(P)}
(RO) R(p) t ¢¢ = PL;J StEP) (P\{P]}) t ¢¢),

U, snd(E(P) (P\{PL}) t de)

Pep

Fig. 3. The non-standard semantics of the stochastic w-calculus
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explain here a few interesting rules. In rule (£2), and since communications
are only considered in the following rule (€£3), the ¢ environment resulting
from the interpretation of the residual process, P, is neglected because the
input action guarding P cannot be fired in this rule. In rule (£3), communi-
cations are dealt with by introducing the tau element and updating the ¢¢
and time information. The rate of synchronisation, 7y, is computed exactly
as in the standard semantics of the previous section. On the other hand, the
exponential time factor, 77\, which induces a time delay of (rg,, x In(n™"))
according to Gillespie’s algorithm, is added to the current value, ¢. The equal-
ity of the names of the synchronising channels is tested by finding a com-
mon name that substitutes both channel names in the domain of ¢¢. Finally,
rule (£8) deals with the case of replication using the subscript labelling of
bound names and a fixed point calculation over the higher-order non-recursive
functional, F. As in the case of the standard semantics, this calculation is
not guaranteed to terminate due to the infinite size of the semantic domain,
P’L.J_ X .DJ_.

In the following theorem, we show that the extended semantics is correct with
respect to the standard semantics of the previous section by proving that the
standard element of the former is equal to the latter and that any name substi-
tutions (excluding their time value) captured in the former are also captured by
the latter.

Theorem 1 (Correctness of the Extended Semantics).
VP eP,pt,ge,¢s,E(P) pt de = %), S(P) pds=p: p=p A
AP, p, ¢l : S(P') p ¢sep N (Vr,y € N :x/y € dom(ps) = ¢ds(x) =)

Proof sketch. The proof is by induction over the rules of both semantics. In
particular, we take care in noting that each time a substitution is recorded in
¢¢, then the same substitution is recorded in the corresponding ¢s. (I

5 Abstract Semantics

Despite the fact that the extended semantics of the previous section captures
the property of interest, i.e. name substitutions and the exponential time factor
which can be used to determine the point in time in which a substitution takes
place, the semantics is non-computable due to the infinite size of Pi; x D .
Therefore, it is necessary to introduce abstraction functions in order to obtain
a termination result. The abstraction we adopt is based on two ideas: First,
limiting the number of copies each bound name is allowed to have and sec-
ond, considering time as an abstract quantity instead of the infinite time span
of RT. Moreover, we remove elements of Pi; from the abstract meaning of a
process since these are not required anymore in the security properties defined
later.

Before introducing our abstraction, we define the flat predomain of tags, Tag,
ranged over by [,l’. These tags will be used to mark each message of an output
action in the specification. For example, x(yl>.z<yl/>.u<al”>.0. This tagging is
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necessary so that homonymous output messages are distinguished, for example,
the dual occurrence of y as a message above*. We also define the functions:

value of(l) =y
tags of(P) = {l1,...,ln}

where value of : Tag — N gives the name value corresponding to a tag and
tags of : P — p(Tag) gives the set of tags used in a process. So, in the above
example, we have that value of(l) = wvalue of(l') = y and value of(!") = a.
Also, tags of(z(y').z(y" ).u{a!").0) = {1,',1"}. Now, we define our name and tag
abstraction function.

Definition 3 (Name and Tag Abstraction Function). Define the abstract
function, ay : (N U Tag) — (N* U Tag"), as follows:

) Jug, ifu=u; NP>k
Yu € (N'U Tag) - ax(u) = {u, otherwise
The definition of a4, curried with respect to the positive natural number, k,
ensures that all copies of names and tags beyond k are abstracted to the k"
copy. As a result, the abstract flat predomains, N¥, Tagf, are defined as,

K(N®) = K(N)\{; | i > k}
K(Tag") = K(Tag)\{l; | i > k}

In the case where k = 1, the analysis becomes uniform. Otherwise, it is non-
uniform and the choice of k will determine the precision of the results. This
choice is dependent on the properties the analysis is designed for.

Next, we define the notion of abstract time durations as follows.

Definition 4 (Abstract Time Durations). We define abstract time dura-
tions as the set, T" = {long, medium, short}, ordered as follows:

short Ty medium Cpy long

We also define a function that estimates abstract time durations from concrete
exponential time factors as follows.

Definition 5 (Time Abstraction Function). Given two exponential time
factors, t1 and ta, we define the time abstraction function, By, 1, : Rt — T*%, as:

short, ift <ty
Vt € RT : By, 4,(t) = { medium, if t1 <t <ty
long, ifta <t

4 Such a distinction was not required in the concrete semantics of the previous sections
since a message was always going to instantiate at most one input parameter. This
is not the case in the abstract semantics.
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The time abstraction function, 3, +,, is parameterised by two times, ¢; and to,
which define the boundaries of short, medium and long time periods.

Based on the predomains N¥, Tag® and T*, we can define the abstract environ-
ment, ¢ 4 : Tagﬁ x N¥ — o(T*) |, to denote the fact that a particular substitution
of an abstract name by an abstract tag may occur at any point in abstract time
among a set of such points. Initially, V& € NI € Tag® : dao(l/z) = {} if
value of(l) = x, otherwise, ¢ 49(l/x) = L. Furthermore, we can define the ab-
stract domain, DY = Tag’ x N* — o(T*) |, with the following ordering;

Vo1, 042 € DY i da1 Cpy daz & dom(dar) C dom(da1)

where the bottom element is | ,; = ¢.40. We also redefine the union operation
L
over abstract environments as follows:

Voa1, 042 € Diw € N¥ 1€ Tag' : (pa1 Up da2)(1/7) = dpa1(l/z) U paz(l/2)

Given the abstract domain, DﬁL7 we define the abstract semantics of the stochas-
tic m-calculus as an element, A(P)) p t* ¢4 € DﬁL7 inductively over the structure
of processes as shown in Figure 4. The rules of the abstract semantics are ex-
plained as follows. Rules (A1) and (A2) do not change the ¢ 4 environment since
they do not induce any communications. Instead, communications are dealt with
in rule (A3), where the ¢ 4 environment is updated with the abstract time value
corresponding to a particular tag/name substitution and then added to the orig-
inal environment representing the no-communications case. Note that since the
semantics is approximate, a substitution may have a set (not just one element)
of abstract time values associated with it. The new time, t’#, resulting from the
synchronisation of the matching input/output channels will be joined to the cur-
rent time using the least upper bound operator. This is justified by the fact that
slower synchronisations have a stronger effect on the overall time in any flow of
control. The rest of the rules are straightforward, except for rule (A8), where
the fixed point calculation, unlike the case of concrete semantics, is guaranteed
to terminated in this semantics, as shown by the following result.

Theorem 2 (Termination of the Abstract Semantics). The calculation of
rule (A8) terminates.

Proof sketch. The proof relies on satisfying two requirements in the abstract
semantics: The first is that the abstract domain is finite, this can be shown from
the definition of Dul. The second is that the meaning of a process is monotonic
with respect to increments in the number of copies of P, i.e.

J Jj+1
RUHIPE) @ p) ¢ 4 Cps RUHHIPY W p) ¢ 64
=0 1=0

This latter property can be proven by showing that the extra copy of P can only
induce more communications, not less. O
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(A1) A(0) p t* a =¢ua
(A2) A((z(y),r).P) pt* pa = da
(A3) A((z(y"),r).P) pt* dpa = da Uy
( Us R{|P} w p[P' /' (2).P]) t* ¢4
V(z/(z),r").P'€p,3l: I/x',l/xcdom(da)
where, s = dalen(D)/an(2) s {£} U da(ax() /(=)
5 =8 U By a (1)
and Tsyn = (r X (r + > )Y x (' X ( > r.) 1) x

(z(y),ry).PEp (z'(2),rz).P€Ep
min(( 3. ry+r), X T:)
(z(y),Ty).PGp (z'(z),r2).PEp
(A4) A((vz)P) p t* ¢a =RUPL &) t* ¢a

RUPY @ p) t* da,
(A5) A(lz = ylP) p t* pa = if 302 1/ ax(x), 1/ ax(y) € dom(Pa)

¢4, otherwise

(46) A(P | Q) pt* ou = R{P} e Q) /) ¢ o
(AT) A(P+Q) pt* 6a = R{P} @) & 64 Us RUIQDH p) ¢ 4
(A8) AQ'P) p t* pa = snd(fix F (O,J_D;i))
where, F = MA(.0)-f (f 6 =RAUYIPIoD) & o) 1 64
then j, ¢ "

o = [bn:(P)/bn(P)][tags of ;(P)/tags of (P)], bn:(P) = {x: | x € bn(P)}
and tags of ;(P) = {z; | « € tags of (P)}
(RO) R(p) t* d.a = U, A(P) ()\P) t* ¢a

Pep

else (j +1), (R([(_LEJO{I(P)JI}) W p) ¥ $.))

Fig. 4. The abstract semantics of the stochastic w-calculus

The following safety result states that the abstract semantics always captures, in
an approximate manner, the same information captured in the concrete extended
semantics and therefore, the former is a safe abstraction of the latter.

Theorem 3 (Safety of the Abstract Semantics).
VP, p,dg, ¢a,k,t1,t2,,E(P) pt g = (p,de), A(P) p Bryp2(t) da = ¢y
(Jz,y € N : z/y € dom(ps) =
3l € Tag’,y € N* : 1/y* € dom(pa) A value of(l) = ar(z) A yt = ar(y) A
Brrt(0e(x/y)) € dall/y))
=
(Fz,y € N :z/y € dom(¢,) =
Jl e Tag,y e Nt : 1)yt € dom(¢'y) A walue of(l) = ag(z) A y* = ag(y) A
Brr (0 (x/y)) € $4(1/y))
Proof sketch. The proof of the theorem is by induction over the rules of the

abstract semantics and the extended semantics and relies on a lemma showing
that the Uy operation preserves a similar safety property. O
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6 Timed Information Leakage

Using the results of the abstract semantics of the previous section, we define in
this section the notion of timed information leakage as a property to measure
how quickly information may be leaked in a system.

6.1 Security Policies

We first define the notion of a security policy, written as £, to refer to a classi-
fication of the different data and input parameters using the well-known lattice
structures.

Definition 6 (Security Policy). Assume that S = (S,Cg,Mg,Us, Ts, Ls)
is a finite lattice of security levels ranged over by L,L' € SL, then a security
policy is a function, £ : N — S, such that £&(x) = L means that name x is
classified at security level L.

According to this definition, a security policy assigns to each name in a process
specification the security level of that name. For names occurring as messages,
this level is a reflection of the sensitivity of that message. On the other hand,
for names occurring as input parameters, the level reflects the sensitivity of the
process doing the input.

6.2 Information Leakage

An essential threat that arises once data/input parameters have been classified
in some security policy is the threat of information leakage; namely, a high-level
piece of data may be caught by some low-level input parameter. In our context,
we define the information leakage threat as follows.

Definition 7 (Information Leakage). Given a security policy, &, and some
abstract environment, ¢4, then a name, x, with security level, £(x) = L, is
leaked to another name, y, with security level, £(y) = Ly, if L, Ts Ly and the
following holds true:

¥ € Tag,y* € N ke N: IF/yf € dom(¢a) Avalue of(IF) = ap () Ay* = aw(y)

The property relies on name substitutions captured by a ¢ 4 environment, which
results from the analysis of some process. We shall write, leaked(z,y,&,d.A), to
say that the message, x, is leaked to the input parameter, y, given particular
definitions of ¢ 4 and &.

6.3 Timed Information Leakage

The presence of time information in ¢4 allows us to define a timed version of
the information leakage threat, as given in the following definition.
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Definition 8 (Timed Information Leakage). Given a security policy, £, and
some abstract environment, ¢ 4, the names, x and y, then we say that = is leaked
to y in abstract time, t¥, if:

leaked(x,y, &, At = M
(#,.8, d.a) ety
This definition adds the timed condition (t# = ['1 ) to the information
tepa(lt/y?)

leakage property. The abstract time, t*, is the shortest time among the times
estimated by ¢4 for the substation, z/y to take place. Taking the shortest time
(or the greatest lower bound of all times) is necessary in order to consider the
worst possible scenario.

7 Example: Firewall Breach

We discuss in this section a simple example to demonstrate the applicability of
the timed information leakage property as defined in the previous section. The
example consists of a Firewall with two secret names of gateways, gate and gate'.
Behind the firewall we have a private LAN containing some sensitive data and
outside the firewall there is a malicious Intruder, which is assumed to be able to
discover any channel’s name, use that name to inject a leak name and finally, use
that name to obtain sensitive date. The Intruder, Firewall and LAN processes
are given the following specifications:

Intruder ™ 1(obtain(ch), 5000).(ch{leak), 5000).(leak(mine), 5000)
Firewall™= ((gate(z), 7).(pgm{z), 5000) | (gate (z'), 5000).(pgm/ (z’), 5000))
LAN®E 1((pgm(y), 5000).(y{data), 5000) | (pgm/(y'), 5000).(y’{data), 5000))

In the first case, assuming that the intruder is only capable of discovering the
first gate’s name, gate, then the definition of the overall system would be:

System = Intrduer | (vdata)(vgate)(vgate')(vpgm)(vpgm')(
Firewall | LAN | (obtain{gate),5000))

Also, we assume a time abstraction function, $100,500. Performing a uniform ab-
stract interpretation, A(System]) {[} short ¢4, we obtain the following fixed
point value for ¢ 4:

gate/chy — {short}, leak/x1 — {long}, leak/y, — {long}, data/mine — {long}

In the second case, we modify the definition of the system so that now the in-
truder discovers both gateway names, gate and gate':

System = Intrduer | (vdata)(vgate)(vgate)(vpgm)(vpgm’)(
Firewall | LAN | (obtain{gate), 5000) | (obtain{gate’), 5000))
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Then, by re-performing the same abstract interpretation as above, we obtain the
following fixed point value for ¢ 4:

gate/chy — {short}, leak/x1 — {long}, leak/y; — {long},
leak/x) — {short}, leak/y} — {short}, data/mine— {long, short}

Assuming that we have a security policy, £, such that £(leak) Cg £(data), then
we find according to Definition (8) that in the first definition of our system, the
leakage of data to mine requires a long amount of time due to the fact that the
intruder can only interact with the slow action, gate(x). However, in the second
case, the same leakage now requires only a short amount of time since there
is a faster alternative to gate(x), with which the intruder can interact, namely
gate' (x'). Therefore, the worst case scenario for leaking data to mine will require
a short amount of time (equivalent to long M short).

Acknowledgements. Thanks for the useful comments of the anonymous refer-
ees on this paper. The work was supported by EPSRC.
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Abstract. Motivated by the proliferation and usefulness of Domain
Specific Languages as well as the demand for enriching well established
languages by high level capabilities like pattern matching or invariant
checking, we introduce the Formal Islands framework.

The main idea consists to integrate, in existing programs, formally
defined parts called islands, on which proofs and tests can be meaning-
fully developed. Then, Formal Islands could be safely dissolved into their
hosting language to be transparently integrated in the existing develop-
ment environment.

The paper presents this generic framework and shows that the prop-
erties valid on the Formal Islands are also valid on the corresponding dis-
solved host codes. Formal Islands can be used as a general methodology
to develop new DSLs and we show that language extensions like SQLJ—
embedding SQL capabilities in Java—, or Tom—a Java language exten-
sion allowing for pattern matching and rewriting—are indeed islands.

1 Introduction

At all the levels of our social and scientific organizations, the development of
formal proofs of program properties is recognized as a priority of fundamental
interest. But this faces at least three important difficulties. First is the lack of
formal environments for existing widely used programming languages like Java,
C or ML. Second is the scalability to allow for the proof of properties of large
programs. Third is the fact that on the enormous corpus of active software,
maintenance and adaptation should be conducted without having to rewrite or
deeply transform the existing running code. Therefore we are in need of having
language extensions, formally defined, adaptable to existing widely used pro-
gramming languages and that do not induce dependence on a new language.

To contribute to solve these problems given the above constraints, we propose
the concept of Formal Islands and show how it could be implemented and used.
Indeed, taking the geography metaphor as well as a terminology already used
for island grammars [11], we call Ocean the language of interest, typically C or
Java, and Island the language extension that we would like to define.

As shown in Figure 1, the island cycle of life is composed of 4 phases:

— anchor which relates the grammars and the semantics of the two languages,
— construction which inserts some island code in an ocean program,

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 51-65, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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In pictures

e _“:’—’“:_l?“‘rhﬂr ““_‘{“:_?;H? S e
Existing code  Anchor Construction Proofs Dissolution

For example

Java ADT Rewrite rules Termination Compilation

Fig. 1. Formal Islands in picture

— proofs or program transformations on islands,
— dissolution of the islands in the ocean language.

The anchoring step consists in defining the grammar and semantics of the
island language and in relating it to the existing ocean one. This step should
in particular take care of the data representation correspondence between the
island and ocean constructions.

The construction phase consists in writing a program in the combined
island and ocean languages. For example, we could consider, as it is al-
ready possible in Tom!, to define functions using matching constructs (of the
form %match pattern -> JavaCode) or using term rewrite rules (of the form
%rule term -> term). What is quite appealing at this level is the possibility to
mix both language constructions to ease either the expressivity or the references
to the existing ocean structures or functionalities.

Then comes the proof phase. It is not necessarily used, but defining for-
mally such a framework enables developers of language extensions to formally
check their well-formedness and properties. For example, defining in Tom a set
of rewrite rules on top of Java, one could check at that step the termination
of the rewrite system, therefore ensuring a better confidence in the program
behavior.

Last, the island should be dissolved. This means that the framework should
provide a compilation of island built programs (that may embed ocean subparts)
into pure ocean ones. For example again, in Tom, a set of rewrite rules will
be compiled into a Java program implementing the normalization process for
these rules. Of course the framework setting should ensure that the properties
proved at the island level are still valid after dissolution into the concerned ocean
code.

To achieve these goals, after introducing the basic notations in Section 2, we
present in Section 3 the anchoring mechanism, in Section 4 the dissolution one
and in Section 5 the island framework, making precise the properties that the
island should fulfill to be formal and to preserve proofs. From these definitions
and results, we illustrate in Section 6 how domain specific languages [14] can
be implemented in this Formal Islands framework. Finally, we present a main
application in the context of the Tom project.

! http://tom.loria.fr
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2 Preliminaries

When considering the problem of combining two different languages, we have to
understand the relationship that exists between the grammars of these languages,
the programs that can be written in these grammars, their semantics, and the
objects that are manipulated by these programs.

We assume the reader to be familiar with the basic definitions of languages
constructions and first order term rewriting as given for example in [2]. We briefly
recall or introduce notations for the main concepts that will be used along this
paper.

A grammar is a tuple G = (A, N, T, R) where A denotes the axiom, N and
T, disjoint finite sets of respectively, non-terminal and terminal symbols, and R
a finite set of production rules of the form N — (N UT)*. left(R) is the set of
left-hand sides of R. We note £(G) the language recognized by the grammar G.
When a grammar G is not ambiguous, to each valid program we can associate
abstract syntax tree representations. Assuming given such a representation, we
note AST(G) the set of all abstract syntax trees, and their subtrees.

In the following, we only consider unambiguous grammars. Therefore, we make
no distinction between the notions of grammars and valid programs p, and the
notions of signature and abstract syntax trees. We note p,s the abstract syntax
tree that represents p. Given a term t = past, t € AST(G), we note getSort(t)
its sort, which corresponds to the non-terminal generating p.

In addition to the definition of grammars, we use a big-step reduction relation
@ la Kahn, written —ys, to characterize the semantics of the ocean and the islands
languages. Given a set O of objects manipulated by a program, corresponding
to all possible instances of the data-model, an environment is a function from X
to O, where X is a set of variables. £nv denotes the set of all environments.
The reduction relation 4 is defined using a set of inference rules of the form:
(€,1) ps € with 7 € AST(G), and €, € € Env

In the following, we consider two languages il and ol, the island and the ocean
languages, to which correspond a grammar Gy (resp. Gol), a set of variables X
(resp. Xol), a semantics bs; (resp. bso) based on a set of objects Oy (resp. Oy),
and a set of inference rules Ry (resp. Ro).

3 Anchor

Given two languages il and ol, we introduce the notions of syntactic anchor and
representation function, which make a connection between il and ol in syntactic
and semantic ways.

3.1 Syntax

The syntactic anchor consists in associating ol non-terminals to il non-terminals,
to obtain ol programs with il parts. In Definition 1, we introduce two types of
anchors corresponding to two types of islands. One called simple island, corre-
sponds to pure il constructs and the other called islands with lakes, corresponds
to islands which can recursively contain ol constructs.



54 E. Balland, C. Kirchner, and P.-E. Moreau

Definition 1. Given two grammars Goi = (Aol NoyTol, Ro) and Gy =
(Ay, Ny, Ty, Ry), we define two kinds of syntactic anchors:

— A simple syntactic anchor is a function anch(Ge, Gi) € Noj — Ny where we
assume that (ToyN'Ty) = O A (NoyN Nyp) = 0,

— A syntactic anchor with lakes is a function anch(Go, Gi) € Noy — Ny where
we assume that (ToyNTy) = O A (NoyN Left(Ry)) = 0.

From this definition, the grammar Gy resulting from the combination of ol and
il, is defined by: Goiy = (AO/7 NoU Ny, Toy U Ty, RoyU Rjj U a,'nch(go/7 g,'/)) .

Therefore, the syntax of the language oil, combination of ol and il is function of
the grammars Gy and Gy, and of the syntactic anchor noted anch.

Example 1. As a first example, let us consider the two grammars, G, =
({4}, {A} {a}, {(A == a), (A == Aa)}) and Gy = ({B}, {B}, {b}, {(B == b)}).
The language £(Gol) is the set of sequences a, aa, aaa, ... The language L£(Gj
contains only b. By considering the simple syntactic anchor anch(Gol, Gi)
{(A ::= B)} we define the language £(Goi) which consists of words like a, b, aa,
ba and more generally of any sequence of a or b ended by a.

~—

For simple syntactic anchors, the condition Ty NTy) = ) A Noy N Ny = () ensures
that there is no conflict between the two grammars. But in some cases, it is
interesting to allow the embedding of ocean constructs inside island code. We
call lakes such constructs that are not modified by the dissolution phase. In term
of syntactic anchor, this means that the il grammar can use non-terminals from
Gol. For this notion of syntactic anchor with lakes, the non-conflict condition
becomes To NTh =0 A Noy N Lleft(Ry) = 0.

Example 2. To illustrate the notion of anchor with lakes, we now consider an
ocean language ol which allows to manipulate arrays of integers. The considered
island language il allows to manipulate lists of integers, where the notion of
integers comes from the ocean language: this is why it is considered as a lake.
The grammars of both languages are given in Figure 2.

In ol, an array can be allocated and filled with 0 using the construction
array(n). Given an array ¢ and an integer n, t[n] allows to read the contents
of t. Similarly, ¢[n] = i, with ¢ € N, allows to modify the contents of ¢.

In il, data structures are lists, which are classically defined by two constructors
nil and cons. This language defines islands with lakes since the non-terminal
(int) comes from G, . To interconnect the two languages, we define the anchor
anch = {((instr) ::= (instruction)), ({(array) := (list)), ((int) ::= (expr))}.

Using the grammar defined in Figure 2, the following program is valid in
the ocean language: t=array(5); t[0]=3; t[1]=7. This program can be ex-
tended by l«—cons(t[1],cons(t[2],nil)); x=1[1]; y=head(l). This shows
that a list of the island language can be considered as an array by the
ocean language (1[1]). The integer t[1] and t[2] are lakes in the island
l<cons(t[1],cons(t[2],nil)).
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The ocean language The island language
(instr) n= (instr); (instr) (instruction) ::= (varlist) «— (list)
| (vararray) = (array) (list) n=nil
| (varint) = (int) | cons({expr), (list))
| (array)[(int)] = (int) | tail({list))
(array) == array((int)) | (varlist)
| (vararray) (varlist) =z e kX
(vararray) :=x € X (expr) n= (int)
(varint) =z € X | head({list))
(int) n=1€N
| (varint)
| size({vararray)) The syntactic anchor relation
| (array)[(int)] (instr) = (instruction)
(array) ::= (list)
(int) == (expr)

Fig. 2. Syntax of the combination of the tool languages

3.2 Semantics

As for the syntax, we assume given a semantics definition for each language. In
the most general case, the objects manipulated by these two languages are not
of the same nature. For example, the ocean language can manipulate tuples and
the island language, algebraic terms. Before giving a semantics to the extended
language, we have to make precise the data-structure relation between island
and ocean objects (the representation and abstraction functions) and how the
data-structure properties in il are mapped to data-structure properties in ol (the
predicate mapping). The notion of representation and abstraction functions is
originally from data refinement theory [6, 1], used to convert an abstract data
model (such as lists) into implementable data structures (such as arrays). In our
framework, islands are considered as abstract comparing to ocean.

Definition 2. Given a set of island objects Oy and a set of ocean objects Oy, a
representation function [ | is an injective total function from Oy to Op and an

abstraction function | | is a surjective function (potentially partial) from O to
Op such that | |.[ 1= Ido,.

Ezxample 3. Suppose that we manipulate sets in the island and these sets are
represented by lists in the ocean. [ ] can associate to every set the list containing
the same elements in a determined order and | | can associate to every list from
ocean the set of its elements, which is not the inverse of [ 1.

Ezxample 4 (from example 2). Every list from the island language can be rep-
resented by an array in the ocean language which contains exactly the same
integers in the same order. We note this representation function map;. The
function mapf1 can be simply chosen as an abstraction. The second kind of
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objects manipulated by the ocean language is the integers whose representation
is the same in the two languages.

In Definition 2, representation and abstraction functions have been introduced
to establish a correspondence between data structures in the island and in the
ocean language. However, we did not put any constraint on the representation of
objects. In particular, the function [ ] does not necessarily preserve structural
properties of island objects. In practice, we need to consider mappings such
that properties are preserved. Therefore, for each language we consider a set
of predicates noted P, and Py corresponding to structural properties, and we
introduce the notion of predicate mapping.

Definition 3. Given a set of island predicates P and a set of ocean predicates
Poi, a predicate mapping ¢ is an injective mapping from Pj to Py such that
Vp € Py, arity(p) = arity(P(p)). This mapping is extended by morphism on first
order formulae, using the representation mapping:

VP € Pithlv . ‘atnu ¢(p<t17 v atn)) = ¢(p)(t/1, v 7t;z)
where t, = [t;] if t; € Oy and t; otherwise (i.e. when t; is a variable),

¢(Vx P) =V ¢(P), ¢(Jz P) =z ¢(P),
¢(PLV Py) = ¢(P1) V ¢(P2), d(PL A P2) = ¢(P1) A d(P2),
¢(=P) = =¢(P), (P — P) = o(P1) — ¢(P2).

Definition 4. Given a predicate mapping ¢, a representation function [ | is
said ¢-formal if Vp € Py,Vo1,...,0, € Oy with n = arity(p)

p(ol’ s "On) ~ ¢(p)([01—|7~ ) |—0n—|)

Ezxample 5. Consider the relations of equality =; and = as an example of
predicates respectively defined on lists and arrays, and the predicate mapping
@1 = {(=il,=0l) }. The representation function mapi, introduced in example 4, is
¢1-formal because two lists are equal with =; (composed by the same integers)
if and only if their representations are equal with =,;. As a counterexample we
consider the representation function map, that associates a list to an array, but
whose elements are in reverse order.

— eqhead(l, 1) = (head(l) = head(l")),
— eqen(t,t') = (¢[0] = t'[0])

When considering the predicate mapping ¢z = {(€qnead; €geit)}, the represen-
tation function maps is not ¢s-formal because we can construct two lists I; =
(1,2),ls = (1,3) such that egneada(l1,l2) is true but egey(mapa(ly), maps(la)),
which is equal to eger([2,1],[3,1]) is false.

Given a representation function [ | and an abstraction function | |, we can
simulate the behavior of il programs in the ol environment. Suppose we have
a big-step semantics for each language (with their respective reduction relation
bsol and bs; in their respective set of environments Enve and Enwvy).

To define the evaluation of il programs in an ol environment e, € Envel, we
need to translate €, in an il environment € € Env;. Therefore, we extend the
representation function to environments.
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Definition 5. The extension of the representation (resp. abstraction) function
to environments also noted [ | € Envy — Envy (resp. | | € Enve — Envyy) is
such that:

Ve € Env,-h Vo € X,’/, Yv € O,’/, <1'7U> € €<= <1'7 [v]} S |—6,'/~|

Even if [ ] is total and injective, | | € Envy — Envy can be partial. To obtain
a total function, we extend it with the empty environment for ol environments
that are not in its domain.

We simulate the reduction of il programs in an ol environment with the reduc-
tion relation of il by translating the ol environment with | |. The semantics rules
of ol, extended with mapped il rules, give a semantics to the extended language.

Definition 6. Given two semantics bsj and bse respectively defined by sets of
inference rules Rj and Roj, we define the semantics of oil as:

— the reduction relation bseiy = bso,
— the set of inference rules Roi = Rot U R} U {r1,ra} where
o Rl =R where (€,1) s, € is replaced by (€, 6,1) —ps, (€/,6) (6 € Envey
and €,¢" € Envjy),
e the inference rules ri and ry:

<|_€Jv7(€)7i> Fbsy <€/76> r <[6-| U 67i> b € o
(€,7) s, [€1US (€,6,4) —bs, (L€'],7(€))

where y(x) = x — [|x]] denotes the elements of ocean environment x
that do not represent an island object.

The function | | gives the corresponding il environment restricted to ol objects
which are island object’s representations, then the il construction is evaluated in
il semantics, we obtain a new environment that can be mapped by [ | to give the
target environment in ol semantics. The objects in € that cannot be represented
in the island (¢’ — [|€’]]) are given as parameter to island evaluation in case of
lakes. This is why €’ corresponds to the union of part of ¢ not represented in
the island but that can be modified by lakes (which corresponds to ¢) and the
representation in the ocean of the evaluation of il instructions (which corresponds
to [€').

The introduction of § in the rules of the il semantics is required for the re-
duction of lakes. Indeed, we need to keep track of ol environment when we
evaluate an island. Otherwise the lakes would be kept separated from ocean
constructs, and no reference to ocean variables would be possible. The inference
rule 1 and 79 link the two semantics: 71 is the bridge from ol to il semantics
for island evaluation and ry is the bridge from il to ol semantics for the lakes
evaluation.

We notice that in r1, [¢/] U é is a function only if dom([€']) N dom(§) = 0.
This condition means that a variable cannot represent both an island and ocean
objects in the same environment. The rule ro introduces a similar condition.
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From now on, we consider semantics that verify these two conditions. In practice,
it means that islands and lakes have to introduce fresh variables with respect to
both ol and il environments.

Finally, the semantics of the language oil, combination of ol and il, is func-
tion of big-step semantics bso and bs;, the representation function [ ] and the
abstraction function | |.

We can now use the island formalism to extend the ol language by new con-
structs. In the following, we will see how to implement this idea in practice: for
this new language, instead of building a new compiler from scratch, we consider
a dissolution phase which replaces islands constructs by ocean constructs. With
such an approach, an existing ocean compiler could be reused.

4 Dissolution

At the syntax level, the dissolution step consists of replacing all il constructs that
appear in the ol AST by ol constructs, in order to obtain a complete ol AST.

Definition 7. Given two grammars Gy and Goj, we call dissolution a function
dtss: AST(Q,,) — AST(QO/).

Such a function is said lake preserving when Vi € AST(Gy),Vl €
lakes(diss(i)), we have | € lakes(i), where lakes is a function that gives
the set of lakes contained in an AST (i.e an il construct).

The condition of lake-preserving authorizes dead-code elimination but ensures
that the remaining lakes have not been modified. In practice, it is verified by
constructing with the same strategy (for example top-down) a list of lakes in the
source and target program and the condition consists simply to compare the two
lists. Finding lakes in a dissolved program can be realized by marking generated
code during dissolution in order to distinguish lakes from generated code in the
target program.

Ezample 6. Considering again the previously introduced program:
t=array(5); t[0]=3; t[1]=7;
l—-cons(t[1],cons(t[2],nil)); x=1[1]; y=head (1),
we can distinguish three ol islands:
l—cons(t[1],cons(t[2],nil)), 1 (from 1[1]), and head(1).
The dissolution of these islands could (depending on the implementation)
result in the following program:
t=array(5); t[0]=3; t[1]=7; x=t[0];
l=array(2); 1[0]=t[1]; 1[1]=t[2]; x=1[1]; y=1[0];.

In term of semantics, the ol constructs that are generated must have the same
evaluation as the il constructs that they replace.

Definition 8. Given representation and abstraction functions [ 1,| |, a disso-
lution function diss is well-formed if:
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— for every i € AST(Gy), for every environment € € Envy, we have: {(€,1) —ps,,
e & ([€], diss(i)) —ups,, €,

— the ol program resulting from dissolution is syntactically correct. More for-
mally, Vi € AST(Gy), getSort(i) € anch(getSort(diss(i))),

— the dissolution function is lake preserving.

Figure 3 shows the link between the evaluation of an il instruction with il se-
mantics and the execution of the corresponding ol instruction (by dissolution).
The states after evaluation are the same.

Fig. 3. Reduction of an il dissolution in ol semantics

To summarize, an island language should fulfill the following requirements:

Definition 9. Given two languages ol and il described by a grammar, a big-step
semantics, a set of objects, and a set of predicates in these objects, il is an island
language for ol if there exist:

— a syntactic anchor anch, either simple or with lakes (Definition 1),
— representation and abstraction functions [ 1,| | (Definition 2),
— a dissolution function diss (Definition 7).

5 Formal Islands

Definition 10. Given two languages ol and il, il is a Formal Island over ol if:

1. il is an island for ol (Definition 9),

2. there exists a predicate mapping ¢ for objects (Definition 3) such that the
representation function [ | is ¢-formal (Definition 4),

3. the dissolution function diss is well-formed (Definition 8).

Condition 1 is purely syntactic and simple to verify. Condition 3 is similar to the
correctness of a compilation process and condition 2 is more specific to the island
formalism. This definition of Formal Islands allows us to ensure the preservation
of properties.
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The environment is extended by morphism on first order formulae:

Vp € P, Vi1, .. tn, €(p(te, ... tn)) = ep) (], ..., 1)
where t; = €(t;) if t; € X and t; otherwise (i.e. t; is an object),

e(Vx P) =V ¢(P), e(Fz P) = dx ¢(P),
G(Pl\/PQ):E(P1)\/€(.PQ)7 E(Pl /\PQ) :E(Pl)/\G(PQ),
e(—P) = —e(P), (P, — Py) =€(P1) — €(Pa).

From this definition, we note € = pre < e(pre).

Proposition 1. Given a Formal Island il over ol and pre,post two first order
formulae built over Py predicates, Vi € dom(diss), e € Envj, we have:

€ = {preti{post} < [e] = {d(pre)}diss(i){p(post)}

The proof of this proposition by induction on the structure of the formulae pre
and post is given in [3].

6 Domain Specific Languages Implemented by Formal
Island

A Domain Specific Language (DSL) is a programming language designed for a
very specific task or domain, contrary to general programming languages like
Java. A few papers give an overview on the Domain Specific Languages imple-
mentation methodology [13, 10, 14]. Summarizing the main ideas, this can be
achieved by language specialization (removing features of an existing language),
language extension (adding new features to an existing language), language in-
vention (designed from scratch with no commonality with existing languages) or
piggyback (using partially an existing language). Some works on modular and
extensible semantics [7] are well-tailored for DSL specifications.

In [13], Spinellis proposes eight recurring patterns to classify DSL design and
implementation. One of this pattern is the piggyback pattern which corresponds
informally to the design of island languages. The piggyback structural pattern
uses the capabilities of an existing language to be a hosting base for a new
DSL. Thus, the DSL shares common elements with an existing language and is
compiled in the host language.

In the classification of [10], the patterns correspond to different phases of
DSL development: decision, analysis, design and implementation. Formal Island
gets involved in two related phases of DSL development: the design and im-
plementation phases. Formal Islands correspond in terms of design patterns to
the Language exploitation (i.e. based on an existing language) and in terms of
implementation pattern to the Embedding and Preprocessor patterns.

MetaBorg [4] proposes a general method to provide concrete syntax for domain
abstractions to application programmers and thus promotes APIs to the lan-
guage level (for example SQLJ would have been easily implemented in Metaborg).
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This method is based on SDF for the syntax and Stratego language for the as-
similation. The concept is very similar to Formal Islands. However, the data-
structures manipulated by the domain-specific-language and the host language
are identical. MetaBorg can therefore be seen as an implementation technique
for purely syntactic Formal Islands.

To illustrate the link between DSL and Formal Islands, we will detail the
language SQLJ [5, 9], an example of DSL implemented using the piggyback
pattern. SQLJ is an interface to the JDBC domain-specific-library hiding the
complexity of the API.

To avoid grammar conflicts and make identification of constructs easier, each
SQLJ constructs starts with #sql token (which is not a legal Java identifier).
The simplest SQLJ executable clauses consist of the token #sql followed by a
SQL statement enclosed in curly braces. For example, the following SQLJ clause
may appear instead of a Java instruction.

public void honors(float limit) {
#sql{
SELECT STUDENT AS "name", SCORE AS "grade"
FROM  GRADE_REPORTS
WHERE SCORE >= :1limit
}
}

The SQL statements can contain variable names that correspond to Java vari-
ables (the variable 1imit for example). These variables are prefixed by a colon
and they correspond to the notion of lake introduced previously.

Syntactic anchor. If we have a grammar of Java where (Statement) and
(Instruction) are Java non-terminals, we can define the following simple syn-
tactic anchor anch = {((Statement) ::= (Declaration)), ({Instruction) ::=
(ExecutableStatement))}. The non-terminal (Declaration) corresponds to
SQLJ declarations used to initialize a JDBC connection. As illustrated above,
(ExecutableStatement) corresponds to embedded SQL queries.

Data-structure anchor. In SQLJ, the representation and abstraction functions
between SQL objects and Java objects are given by conversions from SQL types
to Java types. For example, the SQL CHAR type is converted into a Java String.
Therefore, the results of a SQL query have to be translated into Java objects
before being stored in Java variables.

Dissolution. In the SQLJ formalism, the SQL language is not really the embed-
ded language because this is not the SQL requests which are dissolved in Java,
but rather the SQLJ instructions which contain SQL requests. The SQLJ pre-
processor provides type-checking and schema-object-checking to detect syntax
errors and missing or misspelled object errors in SQL statements at translation
time rather than at runtime (like in JDBC). Programs written in SQLJ are,
therefore, more robust than JDBC programs. We just give the intuition of the
translation step by giving the dissolution in Java of the program given previously:
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public void honors(float limit) {
java.sql.PreparedStatement ps = recs.prepareStatement (
"SELECT STUDENT, SCORE "
+ "FROM  GRADE_REPORTS "
+ "WHERE SCORE >= 7 ");
ps.setFloat (1, limit);
ps.executeQuery();

}

The object recs is a JDBC connection of type java.sql.Connection. The
SQLJ translator verifies that in the SQLJ statement, 1imit is of type float in
order to be compared with SCORE, whose SQL type is REAL.

In the case of SQLJ, there is no formal property given for the mapping between
types or for the compilation of the SQLJ instructions. We cannot ensure that
the Java compiled code is consistent. Our framework is a base to formalize DSL
implemented using the piggyback pattern. It gives conditions to ensure that
properties established at the DSL level are preserved by compilation.

7 Tom: A Formal Island for Pattern-Matching

An other example of island language is Tom, which adds pattern matching
facilities to imperative languages such as C and Java. Indeed, it is in this
context that we identified the need to have a notion of Formal Island frame-
work. This helps us to understand how properties of Tom can be preserved by
compilation.

As presented in [12], a Tom program is written on top of a host language and
extended by several new constructs. It is out of the scope of this paper to present
the language in detail and it is sufficient here to consider that Tom provides three
main constructs:

— %op allows to define an algebraic signature (i.e. names of constructors with
their profile),
— Y%match corresponds to an extension of switch/case, well known in func-
tional programming languages,
— ¢ allows to build an algebraic term from the host language.
Therefore, a program can be seen as a list of Tom constructs (the islands) inter-
leaved with some sequences of characters (the ocean). During the compilation
process, all Tom constructs are dissolved and replaced by instructions of the host
language, as it is usually done by a preprocessor. From this point, we consider
that the ocean language is Java and we call JTom this specialized version of Tom.
The following example shows how a simple symbolic computation (addi-
tion) over Peano integers can be defined. This supposes the existence of
a data-structure and a mapping (defined using %op) where Peano integers
are represented by zero and successor; for instance the integer 3 is denoted
suc(suc(suc(zero))).
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public class PeanoExample {
%op Term zero() { ... }
%op Term suc(Term) { ... }

Term plus(Term t1, Term t2) {
Ymatch(t1l, t2) {

x,zero —> { return ‘x; }
x,suc(y) -> { return ‘suc(plus(x,y)); }
}
}
void run() {
System.out.println("plus(1,2) = " + plus(‘suc(zero), ‘suc(suc(zero))));
}

}

In this example, given two terms ¢; and to (that represent Peano integers), the
evaluation of plus returns the sum of ¢; and to. This is implemented by pattern
matching: ¢; is matched by x, to is possibly matched by the two patterns zero
and suc(y). When zero matches tz, the result of the addition is x (with x = {1,
as instantiated by matching). When suc(y) matches to, this means that to is
rooted by a suc symbol: the subterm y is added to = and the successor of this
number is returned, using the ¢ construct. The definition of plus is given in
a functional programming style, but the plus function can be used in Java to
perform computations. This example illustrates how the %match construct can
be used in conjunction with the considered native language. We can notice that
JTom programs contain lakes (the right part of a rule is a Java statement). Note
also that lakes can contains islands, introduced by ¢ for example.

From the definition of Formal Islands (Definition 10), we define for JTom the
syntactic anchor, the representation function, the predicate mapping, and gives
the intuition of the dissolution function which corresponds to the Tom compiler
task.

7.1 Syntactic Anchor
In the case of JTom, the syntactic anchor anch is defined as follow:

({Statement) ::= (OpConstruct)),
anch = ({Instruction) := (MatchConstruct)),
((Expression) ::= (BackQuoteConstruct))

7.2 Data-Representation Anchor

In JTom, the notion of term can be implemented by any data-structure. Once
given such an implementation, the data-representation anchor can be defined.
Let us consider that terms are implemented using a record (sym:integer,
sub:array of term), where the first slot (sym) denotes the top symbol, and
the second slot (sub) corresponds to the subterms. It is easy to check that the
following definition of the predicate mapping provides a formal anchor:
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eq(t1,t2) = [t1].sym = [t2].sym AVi € [1..ar([t,].sym)],
eq(t1.subli], ta.subli])
is fsym(t,f) = [t].sym = [£]

The first definition says that two terms are equal if the representations of
their root symbol are equal and the subterms are respectively equal. The second
definition says that a term ¢ is rooted by f if the representation of ¢ (which is a
record) has the representation of f as first element.

7.3 Dissolution

Due to lack of space, we cannot give in detail the complete definition of the
dissolution function which corresponds to the compilation phase. Therefore, we
just give the intuition of the translation step by illustrating the dissolution of
the PeanoExample program given previously.

public Term plus(Term t1, Term t2) {
if (is_fsym_zero(t2)) {
return ti;
} else if (is_fsym_suc(t2)) {
return make_suc(plus(tl,subterm_suc(t2,1)));
}
}

With these definitions, Tom is an island for Java. We have proved that the
anchor is formal. The last condition to obtain a Formal Island is the proof that
the dissolution is well-formed. As shown in [8], a first step in this direction is the
development of a certifying compiler which proves, for each compilation, that
the dissolution preserves the semantics of the pattern matching.

8 Conclusion and Future Work

We have defined the notion of Formal Island to provide a formal framework al-
lowing language designers to base their languages extensions. For this framework
to back-up properties proofs, e.g. about safety or security, we have shown that
under sufficient conditions, properties established at the island level are pre-
served once dissolved into the host language. We have then shown application
of this framework to DSL like SQLJ and to Tom.

Amongst the many applications that we envision, the safe treatment of XML
transformations, via appropriate Java based islands, is particularly promising
and is currently under development. Of course such a framework should be closely
linked to proving tools adapted to the properties to be checked: another direction
that we are also investigating.

Acknowledgments. We sincerely thank the anonymous referees for their valu-
able and detailed comments that led to a substantial improvement of the paper.
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Abstract. We propose two characterizations of complexity classes by
means of programming languages. The first concerns LOGSPACE while the
second leads to PTIME. This latter characterization shows that adding a
choice command to a PTIME language (the language WHILE of Jones [1])
may not necessarily provide NPTIME computations. The result is close
to Cook in [2] who used “auxiliary push-down automata”. LOGSPACE is
obtained through a decidable mechanism of tiering. It is based on an
analysis of deforestation due to Wadler in [3]. We get also a characteri-
zation of NLOGSPACE.

We propose a contribution to the program of Jones [1]: “We maintain that Com-
putability and Complexity theory, and Programming Language and Semantics
[...] have much to offer each other, in both directions.” ; we give characterizations
of complexity classes by means (of restrictions) of programming languages.

The present contribution belongs to a largely wider program (see [4,5,6])
where we have shown the interest of that kind of characterization. Let us recall
it briefly. From a practical point of view, a static analysis allows an evaluation
of the bounds on the resources before computations are effectively performed.
It can be used by an operating system to manage processes. In particular, it
avoids the monitoring of memory usage. Maybe more interestingly, it can be
used by the compiler to deal with memory management, and so, to optimize
the complexity of programs. Such analyses are the theoretical core of projects
like Amadio’s CRISS project! whose objective is to control resources—time and
space—for synchronous systems.

We propose a characterization of LOGSPACE. It is obtained with respect to
a kind of tiering discipline. This fruitful approach has been initially considered
by Bellantoni and Cook in [7] and Leivant and Marion [8] who characterized
PTIME. Leivant and Marion showed that such a stratification could be used for
other complexity classes, see [9,10]. Following Bellantoni-Cook, Neergaard [11]
has shown what restrictions of the language B leads to LOGSPACE. The current
proposition differs from the preceding ones in the following way. The role of
tiering is not to control recursion but rather to restrict the width of the call
graph. It is essentially based on the work of Wadler [3] and Jones [1].

! http://www.pps. jussieu.fr/~amadio/Criss/criss.html

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 66-80, 2006.
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Among space characterizations, we mention the work of Hofmann [12, 13] who,
in particular, showed how to compile functional programs to malloc()-free C.
Applications of these techniques are to be found in the Embounded Project?
whose aim is to quantify and certify resources for real-time embedded systems.
An other approach, based on linear logic, was carried on by Baillot and Terui,
see [14]. In the vein of Leivant, Oitavem proposed an interesting characterization
of small complexity classes in [15, 16].

The second characterization we propose deals with non determinism. We show,
and the result is surprising, that adding some choice command in the language
WHILE of Jones does not change the class of computed functions. Naively, one
would have expected to characterize NPTIME. Indeed, if one considers — as
does Jones — the class of functions computed in polynomial time in WHILE, one
gets PTIME. Adding the choice command, one gets NPTIME. Since WHILE-cons-
free programs characterize PTIME, adding the choice command “should” have
resulted in NPTIME. It is not the case, and we show that such a system char-
acterize PTIME. The result is all the more surprising that for the corresponding
space characterization, that is of LOGSPACE, adding the choice command leads
to the corresponding non-deterministic complexity class NLOGSPACE. We men-
tion here the work of Cook [2] whose characterization of PTIME by means of
auxiliary pushdown automata is in essence close to us. The main difference lies
in the fact that we have an implicit call stack (for recursion) where Cook has an
explicit one.

The upper bound on the complexity of functions computed in LOGSPACE
is obtained through a mechanism of compilation. The syntactical restrictions
make the method sound. Two points. First, we do not explicitly compute time
or space bounds. We know that they exist as a consequence of Jone’s analysis of
life without cons. Second, the proposition enters the field of implicit complexity
as one has to compile the program in order to stay within LOGSPACE. Computing
in the original framework leads to polynomial time computations.

The structure of the paper is as follows. In Section 1, we define the two pro-
gramming languages we will consider, namely the language WHILE of Jones and
a functional language. We define also some syntactical restrictions on them, in
particular, we present our tiering discipline. In Section 2, we show the LOGSPACE
characterization. At that point, we show how tiering can be used for the evalu-
ation of programs. Section 3 deals with non-determinism, choice command and
the corresponding complexity classes. We give a polynomial time procedure for
computing non-deterministic WHILE-cons-free programs.

1 Programming Languages

We introduce two programming languages, WHILE programs, and FOFP programs.
We suppose from now on, that we are given a signature Cns, that is, some
symbols with their arity. These symbols are called the constructor symbols.
The signature defines a term algebra 7 (Cns) on which computations will be

2 http://www.embounded. org/
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performed. We suppose that among these symbols one is nil of arity 0. The
expression nil serves as “false”. Any other value is “true”.

For each constructor symbol c, we define a set of destructor functions dc x
which map c(t1,- - ,t,) — t. Finally, we suppose, for any constructor symbol
c, we are given a pattern matching function p. that tells whether a term has
the form c(tq,- - ,t,) or not.

1.1 The WHILE Language

Let us begin with the syntax, which is due to Jones [1], except that we authorize
more than one input. This is only for convenience.

Definition 1. A WHILE program is given by the following grammar:

P : Program n=read X1,...,Xn;C;write Y
C : Command w=Z:=E
| C1;Co

| if E then C; else Cy
| while E do C done
E: Expression =12
| D
| C(El,EQ, . 7Ek)
| der E
| pc E
X,Y,Z: Variable := X0 | X1 | ...
D : Data — value := 7 (Cns)

We note Var(p) the variables appearing in a program p.

The semantics are given by Jones. We recall it informally. A store for a pro-
gram p is a function P : Var(p) — 7 (Cns). The initial store given the input
data dj,dy,...,dy is the store of(ds,...,dn) = [X1 — di,...,Xs — dpn,Z —
nil,..., Y — nil]. Commands have the intuitive meaning. For instance, in an
expression if E then C; else C,, one tests if E = nil, in which case one executes
Ci1. Otherwise, one executes Cy. Assignments modify the store.

Definition 2. Given a program p, its execution induces a partial function [p] :
T (Cns)* — T(Cns) which maps d1,da,...,dy to o(Y) if the program terminates
and where o is the last store of the computation, otherwise it is undefined.

Definition 3. A program is called cons-free, if it does not use an expression of
the form c(Ey,...,Ey). We note WHILE®®™™ 7€ the set of cons-free programs.

Theorem 1 (Jones [1]). The set of decision problems computed by cons-free
programs is exactely LOGSPACE.

Definition 4. The recursive extension of WHILE is described as follows. To
WHILE, we add the instruction call that calls some sub-procedure. A program
18 given by
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globalvariable U_1, ..., U_u;

procedure P1; localvariable P11, ..., Plv;
Ci;

procedure P2; localvariable P21, ..., P2w;
C2;

read Ul; call P1; write Ul

Variables appearing in Ci belong to the local variables of the procedure or to
the global variables. The semantics are briefly as follows. Fach time one calls
a new procedure, one stacks some fresh local variables. Then, one executes the
instructions until one reaches the end of the procedure (modifying the fresh local
variables and the global ones). At this point, just forget the local variables. We
note WHILE"¢¢—cons—free the set of such programs.

Theorem 2 (Jones [1]). The set of decision problems computed by
WHILET®eeonsfree programs is exactly the set of PTIME decision problems.
1.2 FOFP

We define a generic first order functional programming language. The vocabulary
X = {Chns, Op, Fct) is composed of three disjoint domains of symbols. The set of
programs is defined by the following grammar.

Programs Sp = di, - ,dn
Definitions 3 d:= f(xq, -+ ,2,) = €'
Expression>e = x |op(ei, - - ,e,) | fle1, - ,en)
| cler, - ,en)
| if e; then e; else eg
| let x = e in es
| case 1, ,x, of p1 —e1...p0 — €y
Patterns 5 p u= x| clp1, - ,pPn)

where x € Var is a variable, ¢ € Cns is a constructor, op € Op is an operator,
f € Fctis a function symbol, and p; is a sequence of n patterns. Throughout,
we generalize this notation to expressions and we write e to express a sequence
of expressions, that is e = eq,...,e,, for some n clearly determined by the
context.

Throughout the proofs which follows, we make no distinction between oper-
ators and function symbols. We have introduced operators only for convenience
when writing the examples.

The set of variables Var is disjoint from X. In a definition, ef is called the
body of £. A variable of ef is either a variable in the parameter list z1,--- ,z,
of the definition of f or a variable which occurs in a pattern of a case definition.
In a case expression, patterns are supposed to be non overlapping. We will come
back to this Hypothesis in the Section on non determinism.



70 G. Bonfante

Given a function symbol £, we say that an expression e is f-free if there is no
occurrences of f in e. We call functional an expression of the form g(e1,- - , ep,).

Lastly, it is convenient, because it avoids tedious details, to restrict our atten-
tion to programs without nested case ,let ,if expressions within functional ex-
pressions. This is not a severe restriction as one can easily transform programs to
avoid this nesting. For instance, one transforms £(...,if e; then e; else es,...)
into if e; then f(...,eq,...) else £(... e3,...).

Definition 5. Rules for evaluation are given by Fig. 1. A function f : T (Cns)*
— T(Cns) is computed by a program p if there is a function f € p such that
vVt € T(Cns)k: f(t) | f(1).

From now on, we suppose that the programs that we consider are terminat-
ing. Any method for proving their termination can be considered, for instance
Recursive Path Orderings, Dependency Pairs, and so on.

t € T(Cns) e1 lvi...en | vn f(3£1,~~-,xn):ef

tlt fler, - ,en) v

et [x: — ] [ v

e1 ltt ex]w e1 | ff es | v

if e; then e; else e3 | v if e¢; then e; else e3 | v

erlu exx—ullv exr lur Jdo, i : pio=u eoclv

. —_ 1 ¢
let x=e¢;in ez | v case ty, - ,tho,of p1 —e ...pg — € |w

Fig. 1. Call by value semantics of a program p

Definition 6. We say that a program p is cons-free if the definitions do not use
the rule c(e1, - - ,ey,) of the grammar. In other words, there are only constructors
in patterns. The set of such cons-free programs is noted FOFpeons-free,

Definition 7. A definition f(x1, - ,2,) = el induces a relation on function
symbols. Say that f calls g if g appears in the body of f. We note this relation —.
The reflexive-transitive closure of this relation induces a pre-order on function
symbols, noted . The corresponding equivalence relation ~ is defined by f ~

9= (59N g=F). The corresponding strict partial order is noted <. We have
g=fe (Fogn-(f=9).

Definition 8. We say that an expression e is tail-recursive w.r.t. a function
symbol f if

1. e=ux,
2. e=g(er, - ,en) where for all h € e, h < f,
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3. e:f(xlﬂ"' 7$n);
4. e =if e; then ey else es and ey is f-free and both eo and es are tail recur-

sie wrt f,
5. e =case x of p; — ey...p; — ey and for all i < 0 the expression e is tail
recursive.
A definition f(z1,--+ ,xn) = ef is tail recursive if ef is tail recursive wrt f. A

program is tail recursive if any definition is tail recursive. The set of such tail
recursive programs is noted FOFPY". We note FOFPY-coms-free the set of programs
that are both tail recursive and cons-free.

The following is due to Jones [17].
Theorem 3

1. The set of decision problems computed by FOFP™$~IT¢¢ programs is exactly
the set of PTIME decision problems.

2. The set of decision problems computed by FOFP!—cons—free nrograms is ea-
actly the set of LOGSPACE decision problems.

In the following, we reinforce Definition 8 to allow nesting of functions. We
propose a finer discipline on programs that stays within LOGSPACE.

Ezample 1.
r1 < x9 = case r1,xs of T1 — X9 = case 1, T of
21,0 — ff x},0 — xq
/ /
0,s(zh) — tt 0,25, —0
/ / / / / / / /
s(z1),s(75) — 27 < x5 s(71),8(x5) — 7 — 75

pgcd(z1, z2) = case zo of
0— I
s(xh) — if 1 < 2o
then pgcd(zz,z1)
else pgcd(r) — x2, x2)

Here the first two definitions are tail-recursive. This is not the case of the third
expression. Note that it cannot be directly handled by Wadler’s approach, see [3],
as there is some composition of function symbols. Note also that there is more
than one occurrence of pged in the right hand side of the second rule. In the
following, we show how to compute pgcd in LOGSPACE.

Definition 9. An expression is strongly tail-recursive if it follows Definition 8
except that clauses (2) and (3) are replaced by clauses

2. e=g(e1, -+ ,en) and for all the i < n, e; is f-free. Here, g may be equal to
I

6. e=let x =eq in es where ey is f-free and ey is strongly tail-recursive.
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This extends to the definition of function symbols and to programs. We note the
set of such programs FOFPS~",

One may observe that the above definition of the pgcd respects the strong-tail re-
cursiveness condition. The next Section shows that programs in FQFpsr-cons+free
can be computed within LOGSPACE.

Theorem 4. The set of decision problems computed by FOFPS—tr—cons—free g
grams is exactly the set of LOGSPACE decision problems.

Finally, we propose a notion that goes beyond strong tail-recursion.

Definition 10 (Linear programs). Given a function symbol f, the level of an
expression is given by the inductive rules:

- lUlf
- l'UZf
- lUlf
- l'UZf
- lUlf
- l'UZf

x) =0,

gler, -+ yen)) =1+3 -, lulg(er) where g=~ f,

gler, - en)) =Y ke, Luls(er) where g < f,

let  =e; in ex) = Lvlg(er) + Lulg(es),

if e; then ey else e3) = luls(er) + max(luils(es), Luls(es)),
case x of p1 —eq,...,pp — ep) = max(lvlg(er),..., Lul(ey)).

NN N N N

We say that a definition f(z) = el is linear if lvlg(ef) = 1. A program is
linear if any definition has level 1. The set of such programs is noted FOFP/™.

Theorem 5. Decision problems decided by linear cons-free programs are exactly
LOGSPACE decision problems.

Example 2. The following program is not strongly-tail-recursive but linear.

pred(z) = case z of half(z) = case z of
0—0 0—0
s(z') — o/ s(0) — 0
incr(z,y) =y — pred(y — x) s(s(z’)) — incr(half(x), )
log(z) = case z of
0—0

s(z') — incr(log(half(z)), z)

2 Compiling FOFP Programs

The proofs of the Theorems 4, 5 involve the same argument. We compile pro-
grams in FOFps—tr—cons—free and in FOFPY"—cons—free to WHILE-cons-free. As
a consequence, function computable in these two languages can be computed
within LOGSPACE due to Theorem 3. The converse part, that is to show that
all LoGsPACE decidable problems can be computed by strongly-tail-recursive
programs or linear-cons-free programs is a direct consequence of the fact that
FDFPtrfconsffree C FDFPsftrfconsffree C FOFPlinfconsffree.
We first begin with a few observations.
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Proposition 1. Given a program in FOFPO™s—free  for any constructor terms
t, and any expression e, suppose that e[x; — t;] | v, then, v is a subterm of one
of the t;.

Corollary 1. For a FOFP®"*~f7¢¢ program, the height of the evaluation tree (cf.
Fig. 1) is bounded by a polynomial in the input.

Proof. Given a term ¢, the number of subterms of ¢ is linear in the size of .
Suppose we are given a constant d. Consider the set C, = {s1,--+,s, | n <
dA (Vi <n:3j <n:s <t;)}. Then, this set has polynomial size in the size
of t. Now, take d to be the maximal arity of a symbol, the polynomial bound
together the property of termination of programs and the preceding proposition
gives the result.

Proposition 2. Suppose that f,,...,f;, are FOFP programs which are LOGSPACE
computable. Then any function f(xi,...,x,) = e with ef a composition of
the functions fy,..., f, is computed by a WHILE-cons free program, and so, is
LOGSPACE. Given an expression e, we note the corresponding code Ce.

Proof. The proof is by induction on the expression ef. Suppose that we are given
for each function f; a WHILE-cons-free program read Xfil,Xfi2,...,Xfik; Cs;;
write Y; that computes it. We suppose w.l.o.g that these programs do not change
de values of the input variables. Suppose that ef = zy, it is computed by:

read X1, X2, ..., Xn;
Y := Xk;
write Xk;

Suppose now that ef = g(e). Then, by induction we can suppose that e;
is computed by Ce,. In that case, the following WHILE-cons-free program com-
putes f.

read X1, ..., Xn;
Cel;

Xlg = Y;

Ce2;

X2g = Y;

Cek;

Xkg = Y;

Cg;

write Y;

Remark 1. Tt is well known that if f and g are LOGSPACE, so is f o g. Since the
output of functions are subterms of the inputs, we have a much easier proof of
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the composition. Furthermore, we use the construction throughout the paper.
This is why we give an explicit construction.

2.1 Strongly-Tail-Recursive Programs
We prove now Theorem 4. First of all, let us eliminate the let construction.

Proposition 3. Consider the program transformation that maps let x=e; in ey
to es|x «— ey]. It preserves the semantics of the program. Furthermore, if a
program is strongly-tail recursive, so is its transform.

As a consequence, we may consider w.l.o.g only programs without the let con-
struction.

For each definition, we build a WHILE-cons-free program that computes it. We
proceed by induction on the ordering <. For the sake of the proof, to avoid a
tedious case analysis, we suppose that for all symbols g € ef, either g = f or
g < f. In other words, we avoid mutual definitions.

For minimal elements, observe that their definitions are tail-recursive. So, one
applies Theorem 3 to get a WHILE-cons-free programs that computes them.

Now, we suppose that we are given an expression ef that computes £. We
suppose by induction that we have a program computing any function g #
f involved in the definition of f. As a consequence, applying Proposition 2,
one gets for each composition of such functions some program that computes
it.

We now perform an induction on the structure of the definition of f. In the
following compiling procedure, we suppose (by induction) that we are given for
any sub-expression e some program read Xgq, ..., Xen; Co; writeY; where the X,
are the variables of e; .

By compositions of pattern expression p. as well as destructors d¢, we build
for each pattern p a code P, € WHILE®"*~/" that returns tt if the inputs
verify the pattern. We suppose given the code for the unification of variables in
patterns. So, after X/ :=;, X, the variables in the patterns are supposed to have
their value after pattern matching.

Given an expression e, Table 1 gives rules to build the code De.

Table 1. Compilation rules

Dcase x of pi—ei,....px—ex Dif e; then e, else e3 Df(el"" sen) Dg(e)
P .
iy -
then X}/M =p, X;Del; C..: 1 _ )
else Pp,; £ o
b if Y X2:=Y;  Cee)s
i / then De,; . R:=1f;
then Xy, :=p, X;Desi  e1se Dy, ;
: Cey;
X/ Xk = Y,

P ::pg X7 Dek;
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What do these programs do? If the expression is f-free, that is if we reached
the end of the recursion, Y is assigned the value of the computation. In that case,
the flag variable R is turned to tt. Otherwise, it computes the arguments of the
next call of £, and continues the process.

So, the function f is computed by the following program:

read Xy, - ,Xy;
R:=tt;

while R do
Def;

write Y;

2.2 Linear Programs

The rationale behind the compilation of linear programs is the following. In the
first part of the computation, we just compute the arguments of the intermediate
calls of £ and forget the context in which they appear. At the end of the process,
one knows two crucial points.

First, one knows the exact number of nested calls of f, moreover, due to
Corollary 1, this number is polynomial in the size of the input. As a consequence,
it is representable in log-space. Second, one knows the value of the function f
on its terminating call.

In the second part, you just redo what has been said above except that at
each step you compute one less nesting of calls of £ and reuse the last result of
the loop to compute the value of £ in its full context.

Contrarily to what happened for strong-tail-recursion, we cannot get rid
off the let construction. Indeed, the transform does not preserve linearity. A
counter-example is the definition £(z) = case z of (0 — 0,s(z’') — let y =
f(2') in g(y,y)) where g is an already defined binary function. So, don’t forget
we have to cope with let .

Proof. As above, we proceed by induction on the < order. For minimal elements,
the definition is tail-recursive. For those, we have already seen that we have
a procedure. Suppose now that we are trying to compute function £ whose
definition is f(x1, - ,2,) = ef. As above, we suppose that there is no symbol
equivalent to f in ef (except for £ of course!). We suppose that we have built for
any function g < f some WHILE-cons-free code that computes it. Moreover, using
Proposition 2, we suppose that we are able to compute any expression composed
of such symbols.

Now, suppose we are given a functional term h(e) of level 1. It contains one
occurrence of f. It can be seen as C[f(e’)] where the context C' can be seen as an
expression over the variables of h(e) plus an extra variable F that corresponds
to the call of £. We can suppose that for any of these expressions, we have
some code that computes them. We use a similar notation to that of the proof
above.
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To compute the value of the last call, we build a code analogous to what we
have done for strong-tail recursion. The rules are somewhat different.

— For the case construction, we use the construction of Table 1.

— The if case splits into two sub-cases. When 1vl¢(e;) = 0, we use the rule

of Table 1. The other case, is shown below.

The let construction also splits into two parts that are considered be-

low.

— The last case correspond to the functional expressions. When the functional
expression has level 0, we use the rule of Table 1. The other case is presented

below.
Dif e; then e; else e3 Dlet v=e; in ey Dlet v=e; in e, Dc[f(e/)]
when 1vlg, (e1) = 1 when 1vle(e;) = 0 when 1vls(ey) =1
Ce;;
Xl = Y,
o Cega
€1 X2 == Y,
De: V=YD, De: .
Cel'(;
Xk :=Y;

Given an expression e, we define now (by induction) a code E. that computes
the value of f given that F contains the value of the sub-call of f.

Ecase x of pi—eq,...,.px—ex Eif e; then e, else es Elet v=e; in e,
when 1vls(e;) = 0 when 1vlg(e;) =0
Ppl;
ify
then X;l =p, X;Eey; Co,:
else Py,; Y Ce,;
i V:i=Y;
ity then E,; B .
then X, :=p, X;Ee,; else E,,; )

! — . .
X! =p, X;Ee,;

Ec[f(e/)] Eif e; then e; else e3 Elet v=e; in ey
when 1vl¢(e;) = 1 when 1vlg(e;) =1

Ee1;
Ee,;
ify v
Cc; V:i=Y;
¢ then Ce,; o ’
€29

else Cg,;
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We can now compute £ by the following code:

read X1,07 ey Xn,O;
X; :=Xi0;//a copy of the inputs
R:=tt;
while R do
Der;incr N;
done; N := pred N;
while N # 0 do
X; = Xi,0;
M=N;
while M # 0 do
Det; M := pred M;

done;

N := pred N;

Ees; F =1,
done;
Y:=F;
writeY;

Some last words about this code. Our management of the counters N and M is
licit, even the incrementing, since we have a polynomial bound due to Proposi-
tion 1 on the two counters. We refer to Jones [17] who extensively discusses how
to carry this out.

3 Non-determinism

This part of the paper introduces some “non-determinism” to the languages.
To WHILE, we add a new command choose. We propose non-confluence as a
functional correspondence of this instruction.

Definition 11. Following Jones, to WHILEwe add the expression choose C; Cs
whose operational semantics is to evaluate either Cy or Co. A program induces
now a relation between inputs and outputs. We say that a decision problem f
is computed by a program f if for all inputs t, the value of f(t) is true iff one
execution of f on t reaches tt. We note WHILE" the set of programs with this
extra instruction. WHILE"PY"¢ denotes the set of (non deterministic) programs
working in polynomial time, etc.

Theorem 6 (Jones [17]).

1. WHILE™P¥™me — NPTIME;
2. WHILE" !09—space — NLOGSPACE.

Definition 12. We consider here some FOFP programs without the confluence
property, that is, patterns may overlap each other. A normal form is one possible
result of the computation. Following Grddel and Gurevich [18], the value of any
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term is the maximal normal form of the term (for a given order on terms).
Notice that this includes the usual definition for decision problem by choosing
true > false. We add the superscript n to denote the fact that we include non-
deterministic programs.

Theorem 7.

1. WHILEn—cons—free — pgppn—lin—cons=free — NLOGSPACE;
2. WHILEn—rec—cons—free — FDFPn-cons—free — PTIME.

This latter fact is surprising as it breaks a similarity (similarity that holds for
logspace):

WHILEnfrecfconsffree # WHILEn—ptime = NPTIME
\ v v
WHILErecfconsffree = WHILEptime = PTIME

This result is analogous to that of Cook [2] Th.2 p7. He gives a characterization
of PTIME by means of auxiliary pushdown automata working in logspace, that is
a Turing Machine working in logspace plus an extra (unbounded) stack. It is also
the case that the result holds whether or not the auxiliary pushdown automata
is deterministic.

3.1 Bound on FQFp»-Cons-Free

We propose a proof for FOFP-programs. The case of WHILE-programs is similar.
The key observation is that Proposition 1 remains true in the context of non-
confluent programs. As a consequence, following a call-by-value semantics, any
arguments in subcomputations are some subterms of the initial inputs. From
that, it is possible to use memoization, see [17]. The original point is that we
have to manage non-determinism.

So, the crucial point is that the arguments of functions are subterms of the
input and moreover, that the cardinality of this set is polynomial as was shown
in Proposition 1. A second point is that normal forms are also subterms of the
input. It means that, for each defined symbol, the induced relation can be stored
in polynomial space. This leads to a procedure where we remember the normal
forms of each (already computed) function on arguments and reuse it when
necessary.

Suppose we are given a program f which is n-cons-free. Given input ¢1,-- - , t,,
let us note I = {t <¢; | i <n}. We have I < O(Jt1,- -, tn]).

We consider a 3D table. The first dimension corresponds to F, the second
to I (where A is the maximal arity of a symbol), that is the arguments of
functions. The third to I, the possible values of the relation. The entries of the
table are boolean, and TI[g][t][v] is (intended to be) true iff g(t)>v. This table
has a polynomial size w.r.t. the inputs.

Consider the following algorithm (at the beginning, the entries of table
Tlgl [t]1[v] are false):
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var r Term;
for i := 1 to |[F| * O(|tl,..., tn|"A) = O(|tl,...,tn|)
for g in F do
for t in I"A do
for v in I do
rl, , rn := find(g,t);
for 1 := 1 to n do
Tlgl[t][v] = T[g][t][v] [ compute(ri,t,v);
end
end;
end;
end;
end;

)

find(g,t) is charged to give the list of all rules that can be applied on t. There
are finitely many of these. This can be done in linear time.

compute(ri,t,v) is charged to see if the rule ri given by find may lead to
value v. That is, to see if the subcalls (with the corresponding inputs) in r have
been already computed, choose for all of them the already computed values and
finally turns the table cell to true if one of these choices leads to the value v. This
process is easily proved polynomial by a simple induction on the construction of
the rule ri. So, the instructions inside the loop take polynomial time.

For each loop on i, one will fulfil some of the T'[g][¢][v]. As a consequence, the
bound on the exterior loop is enough to get the result. So, the fixpoint is reached
within a polynomial in the number of entries in the table. This algorithm works
in polynomial time, hence we obtain the following corollary:

Corollary 2. FOFpn—cons—free C PTIME.

Concerning the counterpart of the proof. In the case of PTIME, one may note
that FOFPeens—free C FOFP"—co"s—fre¢  As a consequence, w.r.t. Theorem 3, it
is PTIME complete.

3.2 FOFPn-Lin-Cons-Free

First, proving that WHILE™°95Pace ~ WHILE" "~ /7€ can be achieved following
Jones’s proof that WHILE'°95Pa¢¢ ~ WHILE®™$~/7¢¢ Here, non-determinism plays
no special role.

For the case of non-deterministic linear programs, one may note that the rules
for the case analysis can be transformed to take into account the fact that more
than one pattern applies. At this point, use the choice operator to decide which
pattern to take.

As a consequence, the analysis of Section 2 can be used here. So, by the remark
at the beginning of the subsection, the global process can be performed within
NLOGSPACE.

Acknowledgment. This work has been largely inspired by “life without cons” of
Jones.
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Abstract. Code obfuscation and software watermarking are well known tech-
niques designed to prevent the illegal reuse of software. Code obfuscation pre-
vents malicious reverse engineering, while software watermarking protects code
from piracy. An interesting class of algorithms for code obfuscation and soft-
ware watermarking relies on the insertion of opaque predicates. It turns out that
attackers based on a dynamic or an hybrid static-dynamic approach are either
not precise or time consuming in eliminating opaque predicates. We present an
abstract interpretation-based methodology for removing opaque predicates from
programs. Abstract interpretation provides the right framework for proving the
correctness of our approach, together with a general methodology for designing
efficient attackers for a relevant class of opaque predicates. Experimental evalua-
tions show that abstract interpretation based attacks significantly reduce the time
needed to eliminate opaque predicates.

1 Introduction

The aim of malicious reverse engineering of software is to understand the inner work-
ings of programs in order to identify vulnerabilities, to make unauthorized modifica-
tions or to steal the intellectual property of software. Code obfuscation is a well-known
low cost approach to prevent malicious reverse engineering of software [2, 3]. The basic
idea of code obfuscation is to transform programs so that the obfuscated programs are
so difficult to understand that reverse engineering becomes too expensive in terms of
resources or time. Software piracy refers to the illegal reproduction and distribution of
software applications, whether for business or personal use. The aim of software water-
marking is to dissuade illegal copying and reseal of programs. Software watermarking
is a program transformation technique that embeds a signature into the software in order
to encode some identifying information about it [4, 22].

1.1 The Problem

A predicate is opaque if its value is known a priori to a program transformation, while it
is difficult for attackers to deduce it [2]. Opaque predicates can be used both for obfus-

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 81-95, 2006.
(© Springer-Verlag Berlin Heidelberg 2006
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cating and watermarking programs. In the case of code obfuscation, a class of obfuscat-
ing transformations known as control code obfuscators act by masking software control
flow. Control code obfuscators often rely on inserting opaque predicates. Consider for
example the insertion of a branch instruction controlled by an opaque predicate that
always evaluates true, i.e., the true path is always followed. Attackers are not aware
of the constantly ¢true value of the opaque predicate, and have to take into account both
true and false paths. On the other side, Monden et al. [22] store the watermark in a
piece of dead code and then they make the watermark potentially reachable by insert-
ing a true opaque predicate whose false branch transfers the control to the dead code
containing the watermark. Therefore, a static analysis-based dead code removal does
not eliminate the watermark, while the dead code itself is never executed. A different
approach by Myles and Collberg [23] instead encodes the watermark in the constants
used in opaque predicates. The resilience of an opaque predicate to attacks measures
the resilience of the corresponding obfuscating/watermarking transformation. Here, we
consider opaque predicates from number theory [1,5,23] such as Va € Z : n|f(z), i.e.,
the function f always returns a multiple of . More in general, we consider opaque pred-
icates Vo € Z : f(x) C P, i.e., the result of the function f always satisfies the property
P. An attacker is a malicious user that wants to reverse engineer or copy a program for
unlawful purposes, thus to succeed it has to defeat expected software protection tech-
niques such as opaque predicate insertion. Once an opaque predicate is inserted in a
program, it is possible to further protect the code using transformations meant to mask
the opaque predicate itself. For example, hiding constant values by use of address com-
putations or using bit-level operations to hide arithmetic manipulations are obfuscating
transformations that mask the inserted opaque predicates. The de-obfuscation of these
additional transformations and the opaque predicates detection are problems that can
be studied independently. In the following we study a general and efficient methodol-
ogy for disclosing opaque predicates, assuming that potential additional transformations
have already been handled. We introduce a novel and efficient methodology of attack,
based on Cousot and Cousot’s abstract interpretation technique [7, 9], for eliminating
opaque predicates. The present approach builds over the semantics-based view to code
obfuscation introduced in [10, 11].

1.2 Main Results

We analyze two different approaches to opaque predicates detection. The first one is
based on purely dynamic information, while the second one is based on hybrid sta-
tic/dynamic information [16]. Experimental evaluations on a limited set of inputs show
that a dynamic attack removes any opaque predicate, but it has the drawback of classify-
ing many predicates as opaque, while they are not. Thus, dynamic attacks do not provide
a trustful solution. Randomized algorithm may be used to eliminate opaque predicates,
in this case the probability of precisely detecting an opaque predicate can be increased
by augmenting the number of tries [14]. However randomized algorithms do not give
an always trustful solution, but an answer that has an high probability of being precise.
On the other hand, experimental evaluations on hybrid static/dynamic attacks show that
breaking a single opaque predicate is rather time consuming, and may become unfea-
sible. We then introduce a novel methodology, based on formal program semantics and
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semantics approximation by abstract interpretation, to detect and then eliminate opaque
predicates. Experimental evaluations show the efficiency of this new method of attack.

Attackers are malicious users that observe the behavior of the obfuscated program
at different levels of abstraction with respect to the real program execution. The basic
idea is to model attackers as abstract interpretations of the concrete program behaviour,
i.e., the concrete program semantics. In this framework, an attacker is able to break an
opaque predicate when the abstract detection of the opaque predicate is equivalent to its
concrete detection. For opaque predicates as Vo € Z : n|f(z) andVax € Z : f(z) C P,
this can be formalized as a completeness property of the underlying abstraction with
respect to the function f. Completeness for an abstraction A with respect to some se-
mantic function f means that no loss of precision is accumulated in the abstract com-
putation of f on A with respect to its concrete computation. Abstract interpretation
provides a systematic methodology for minimally refining an abstraction in order to
make it complete for a given function. Thus, it turns out that completeness domain re-
finements provide here a systematic de-obfuscation technique that drives the design of
abstractions, i.e., attackers, for disclosing opaque predicates.

2 Background

Notation. If f : X™ — Y is any n-ary function then its pointwise extension f? :
(X)" — o(Y) to the powerset is defined as fP(S1, ..., Sn) = {f(x1,...,zn) | 1 <
i <n,x; €85} (L,<,V,A, T, L) denotes a complete lattice with ordering <, least
upper bound (lub) V, greatest lower bound (g/b) A, greatest element T and least element
1. Given an ordered set L the downward closure of S C Lis | S = {z € L|3y €
S.z < y}, while the upward closure 7 is dually defined. For = € L, | z is a shorthand
for | {z}. Given S C L, max(S) = {z € S|Vy € So <y = 2 = y} is the set
of maximal elements of S. Given any two functions f,g : X — L, f T g denotes
pointwise ordering, namely for any = € X, f(z) < g(x).

Abstract Interpretation. The basic idea of abstract interpretation is that the program
behaviour at different levels of abstraction is an approximation of its formal semantics.
The (concrete) semantics of a program is computed on the (concrete) domain (C, <),
i.e., a complete lattice which models the values computed by programs. The partial
ordering < models relative precision between concrete values. An abstract domain
(A, <4) is a complete lattice which encodes an approximation of concrete program
values. Abstract domains can be related to each other w.r.t. their relative degree of
precision. Abstract domains are specified either by Galois connections (GCs), i.e., ad-
junctions, or by (upper) closures operators [7,9]. Two complete lattices C' and A form
a Galois connection (C, o, v, A), when o : C' — A and v : A — C form an adjunc-
tion, namely Va € A,Ve € C : «a(c) <4 a & ¢ <¢ v(a). a and ~ are called,
respectively, abstraction and concretization maps. An (upper) closure operator on C,
or simply a closure, is an operator p : C' — C' which is monotone, idempotent, and
extensive. We denote by uco(C') the set of closures on C. When C' is a complete lat-
tice then (uco(C),C, M, U, \x. T, Az.z) is a complete lattice as well, where p1 T po if
and only if p2(C) C p1(C), meaning that the abstract domain specified by p; is more
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precise than the abstract domain specified by po. Let us recall that each closure p is
uniquely determined by the set of its fixpoints, given by its image p(C). Aset X C C
is the set of fixpoints of a closure operator if and only if X is a Moore family of C,
ie, X =M(X) = {AS|S C X}, where A@ = T € M(X). Given a GC (C, , v, A),
p = v o « is the closure corresponding to the abstract domain A.

Let (C,a,7,A) be a GC, f : C — C a concrete function and f* : A — A an
abstract function. f* is a sound, i.e., correct, approximation of f if cvo f <4 f%o a.
When the soundness condition is strengthened to equality, i.e., when a o f = ff o a,
the abstract function f* is a complete approximation of f in A. This means that no loss
of precision is accumulated in the abstract computation through f*. Given A € uco(C)
and a semantic function f : C' — C, the notation f4 = a o f o ~ denotes the best
correct approximation of f in A [9]. It has been proved [12] that, given an abstraction
A, there exists a complete approximation of f : C — C in A if and only if the best
correct approximation f“ is complete. This means that completeness is an abstract
domain property, namely that it depends on the structure of the abstract domain only. In
particular, when an abstract domain is specified by a closure p € uco(C'), we have that
pis complete for f iff po fop = po f (soundness is instead encoded by po f T po fop).
It turns out that an abstract domain p € wuco(C) is complete for f if Vo € p(C):
max(f~1(] z)) € p(C), i.e., if p is closed under maximal inverse image of f. This
leads to a systematic way for minimally refining an abstract domain in order to make
it complete for a given semantic function [12]. The complete refinement of a domain p
with respect to a function f is given by R (p) = gfp(AX. prM(Uyexmax(f~1(] y))).
It turns out that R (p) returns exactly the most abstract domain extending p and which
is complete for f [12]. Thus, the completeness refinement adds the minimal amount
of information needed to make the abstract domain complete. When f has more then
one argument, for example when f : C x C' — (|, the maximal inverse image, i.e.,
f~1(x,y) is obtained by the union of the maximal inverse images of f for each fixed
value of z and y [12]. For a set F' of semantic functions, Rz (p) denotes the complete
refinement of p for any function f € F.

Opaque Predicates. A predicate is opaque if its outcome is known at embedding
time, but it is hard for an attacker to deduce it [2,3]. The basic idea is that the in-
sertion of opaque predicates in a program makes the program control flow difficult
for an attacker to analyze. Opaque predicates find interesting applications not only in
code obfuscation techniques [15], but also in software watermarking [23] and tamper-
proofing [24]. There exist two major kinds of opaque predicates: true opaque predi-
cates, denoted by P”', that always evaluate true, and false opaque predicates, denoted
by P, that always evaluate false. Opaque predicates can be derived from number the-
ory [3], alias analysis [2], concurrency [6], etc. We focus here on opaque predicates
based on number theory of the form Vz € Z : n|f(z). These predicates are applied
in some major software protection techniques as code obfuscation [3], software wa-
termarking [23], tamper-proofing [24] and secure mobile agents [19]. Moreover, this
class of opaque predicates is used in recent implementations such as PLTO [25] — a bi-
nary rewriting system that transforms a binary program preserving the functionality —
Loco [17] — a tool for binary obfuscating and de-obfuscating transformations — and
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SANDMARK [5] — a tool for software watermarking, tamper proofing and code obfus-
cation of Java programs.

3 Dynamic Attack

Dynamic attackers execute programs with several (but of course not all) different inputs
and observe the paths followed after each conditional jump. Thus, a dynamic attacker
classifies a conditional jump as controlled by a false/true opaque predicate if, during
these executions, the false/true path is always taken. Therefore, a dynamic attacker de-
tects all the executed opaque predicates, but, due to the limited set of inputs considered,
it may classify a predicate as opaque while it is not, called a false negative. Let us
measure the false negative rate of a dynamic attacker. We execute the SPECint2000
benchmarks (without adding opaque predicates) with the reference inputs, and then we
observe the conditional jumps. We use DIOTA! [18] to identify conditional jumps that
always follow the true path, the false path or take both of them.

Table 1. Execution after conditional jumps

% only fith % only jump % both ways
bzip2 42 23 35
crafty 24 19 57
lgap 39 21 40
gcc 36 18 46
lgzip 36 24 40
mcf 43 32 25
parser 29 14 57
perlbmk 45 23 33
[twolf 39 21 40
ortex 59 26 15
pr 42 21 38

brerage | s 2 = » |

The benchmarks are listed in Table 1. For each benchmark, the percentage of reg-
ular conditional jumps that look like false/true opaque predicates are annotated in the
first/second column, while the percentage of regular conditional jumps are reported in
the third column. Benchmarks do not contain opaque predicates, so that the opaque
predicates detected by dynamic attack are false negatives. This experimental evalua-
tions show that a dynamic attacker has an average of false negative rate of 39% and
22%, respectively for false and true opaque predicates. An attacker can improve these
results using its knowledge of the program functionality in order to generate different
inputs that are likely to execute different program paths. This will be very time con-
suming. Another way is to generate dynamic test data to improve the condition/decision
coverage (CDC)?. For complex programs, the CDC is at most 58% [20], so 42% of all
conditions will be seen as opaque predicates or dead code by the attacker which is of
course incorrect. This leads us to conclude that dynamic attacks are too imprecise.

! DI0TA: a dynamic instrumentation tool which keeps a running program unaltered at its original
location and generate instrumented code on the fly somewhere else.

% Condition/decision coverage measures the percentage of conditional jumps that are executed
true at least once and false at least once.
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4 Brute Force Attack

In this section we study an hybrid static/dynamic brute force attack acting on assembly
basic blocks?, where the instructions of the opaque predicate are statically identified
(static phase) and are then executed on all possible inputs (dynamic phase). Let us con-
sider the following opaque predicate Vo € Z : 2|(x® + x). Let us remark that the
implementation of this opaque predicate decomposes the function 2 + z into elemen-
tary functions such as square 22 and addition 2 + y. We make the assumption that the
instructions (that is, elementary functions) corresponding to an opaque predicate are al-
ways grouped together, i.e., there are no program instructions between them. The static
phase aims at identifying the instructions corresponding to an opaque predicate. Thus,
for each conditional jump j the attack considers the instruction ¢ immediately preceding
j. The dynamic phase then checks whether ¢ and j give rise to an opaque predicate. If
this is the case the predicate is classified as opaque. Otherwise, the analysis proceeds
upward by considering the next instruction preceding ¢, until an opaque predicate is
found or the instructions in the basic block terminate. In this latter case, the predicate
is not opaque. The computational effort, measured as number of steps, of the attack
is n? % (2*)", where n is the number of instructions of the opaque predicate, r is the
number of registers and w is the width of the registers used by the opaque predicate.
Consider for example the above true opaque predicate compiled for a 32-bit architec-
ture. The predicate is executed with all possible 232 inputs. This compiled code is then
executed under the control of GDB, a well known open-source debugger?, with all 232
inputs. In particular 2|(z2 + x) can be written in five x86 instructions, so that for this
architecture the computational effort to break this opaque predicate will be 5% * 264,
During the hybrid attack, two variables are needed as input for the addition, so that
there are at most 2 registers taken as input during the attack, i.e. r=2, and the width of
these registers is 32 bits, i.e. w = 32.

It would be interesting to measure the time needed by this attack to detect an opaque
predicate. Let us consider the opaque predicate Vz € Z : 2|(z + «) and measure the
time needed to detect it. In assembly, this opaque predicate in a 16-bit environment con-
sists of three instructions. The execution under control of GDB of these three assembly
instructions with all 2'6 inputs takes 8.83 seconds on a 1.6 GHz Pentium M proces-
sor with 1 GB of main memory running RedHat Fedora Core 3. In this experimental
evaluation, the static phase has been performed by hand, meaning that the starting in-
struction of the opaque predicate was given. This leads us to conclude that the hybrid
static/dynamic approach is precise although it is noticeably time consuming.

5 Breaking Opaqueness by Abstract Interpretation

We introduce an approach based on abstract interpretation for detecting opaque pred-
icates. This novel technique leads to a formal characterization of a class of attack-
ers that are able to break a specific type of commonly used opaque predicates, i.e.,

3 A basic block is a sequence of instructions with a single entry point, single exit point, and no
internal branches.
* http://www.gnu.org/software/gdb/
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Va € Z : n|f(x). This result can then be generalized to a wider class of opaque pred-
icates, i.e., Vo € Z : f(x) C P where P is a generic property of integer numbers.
In this case, we provide a methodology for designing efficient attackers. Experimental
evaluations show how this abstract interpretation-based approach significantly reduces
the computational effort of the attacker.

5.1 Modeling Attackers

Attackers have different precision degrees, according to the accuracy they have in ob-
serving program behaviours. We show that abstract interpretation turns out to be a suit-
able framework for modeling attackers and for classifying them according to their level
of precision [10, 11]. Let {p(Z), C) be the concrete domain for an integer program vari-
able. An attacker can be modeled by an abstract domain A € uco(p(Z)), which may
precisely represent the level of abstraction of an attacker. In the following, A denotes
an abstract domain with partial ordering relation < 4, abstraction/concretization maps
as:p(Z) — Aand y4 : A — p(Z). For example, the following well-known abstract
domains Sign = {Z, Z>0,Z<o,0, @} and Parity = {Z, even, odd, @} can model
different attackers. Modeling attackers by abstract domains allows us to compare them
with respect to their level of abstraction. Consider two attackers Aq, Ay € uco(p(Z)).
If A is an abstraction of Ay, i.e., A; T Ao, then the attacker A; is more precise (i.e.,
concrete) than the attacker A5 in observing the obfuscated program. In our model, an
attacker A breaks an opaque predicate when the abstract detection of the opaque pred-
icate is equivalent to its concrete detection. Abstract domains can encode a significant
approximation of the concrete domain. Accordingly, we will show that abstract detec-
tion of opaque predicates may result significantly simpler.

Attackers for Predicates nn| f (). Let us consider numerical true opaque predicates of
the form: Va € Z : n|f(x), namely the function f : Z — Z always returns a value that
is amultiple of n € Z. This class of opaque predicates is used in major obfuscating tools
such as SANDMARK [5] and Loco [17], and in the software watermarking algorithm
by Arboit [1], recently implemented by Collberg and Myles [23].

In order to detect that the predicate n|f(z) is opaque one needs to check the con-
crete test CTY £z € Z : f (z) € nZ, where nZ denotes the set of integers that
are multiples of n € Z. Our goal is to devise an abstract interpretation-based method
which allows to perform the test of opaqueness for f on a suitable abstract domain. We
are therefore interested in abstract domains which are able to represent precisely the
property of being a multiple of n, i.e., abstract domains A € uco(p(Z)) such that there
exists some a,, € A such that y4(a,) = nZ. Let f¥ : A — A be an abstract function
that approximates f on A. Then, the abstract test on A is defined as follows:

ATJ{;ﬁ Ve eZ: fflaa{z}) <aan

Definition 1. AT is sound (complete) when AT} = CT! (AT{ < CTY).

When AT};li is complete we also say that the attack (A, f*) (or simply A when f* is
clear from the context) breaks the opaque predicate Vz € Z : n|f(x).
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Theorem 1. Consider A such that there exists a,, € A: ya(an) = nZ, then:

(1) If f* is sound approximation of f on the singletons, that is ¥Yx € Z, aa({f(z)})
<a fYaa({z}))), then ATI{in is sound.

() If f* is complete approximation of f on the singletons, that isVx € Z, as({f(x)})
= fHas({x})), then ATI{in is complete.

Thus, the key point is to design a suitable abstract domain A together with a complete
approximation f# of f.

Abstract Functions. We already observed in Section 4 that a function f : Z — Z
is decomposed into elementary functions, i.e. assembly instructions within some ba-
sic block. Following the same approach, let us assume that the function f can be ex-
pressed as a composition of elementary functions, namely f = Az.h(¢1 (z, ..., x), ..., gk
(x,...,x)) where h : Z¥ — Zand g; : Z™ — 7. More in general, each g; can be further
decomposed into elementary functions. For example, f(x) = 22 + x is decomposed as
h(g1(x), g2(z)) where h(z,y) = x+y, g1(7) = 2% and go(x) = x. Let us consider the
pointwise extensions of the elementary functions, which are still denoted, with a slight
abuse of notation, by h : p(Z)* — ©(Z) and g; : p(Z)" — @(Z), and let us denote
their composition by F = AX.h(g1(X, ..., X), ..., gr(X, ..., X)) : p(Z) — p(Z). For
example, for the above decomposition f(z) = 22 + x = h(g1 (), g2()), we have that
F : o(Z) — p(Z) is as follows: F(X) = {y*> + 2z | y,2 € X}. Observe that F' does
not coincide with the pointwise extension f? of f, e.g., F({1,2}) = {2,3,5,6} while
fP({1,2}) = {2,6}. Let us also notice that F' on singletons coincides with f, namely
for any = € Z, F({x}) = f(z). Thus, the concrete test CT can be equivalently for-
mulated as Vo € Z : F({z}) C nZ.

Let A € uco(p(Z)) be an abstract domain such that there exists some a,, € A
with v4(ay,) = nZ. The attacker A approximates the computation of the function F' :
©(Z) — p(Z) in a step by step fashion, meaning that A approximates every elementary
function composing F. Thus, the abstract function F* : A — A is defined as the
composition of the best correct approximations At and g:* on A of the elementary
functions, namely:

F¥(a) = aa(h(ya(aa(g1(ya(a), ., y4(a))), s va(@a(gr(ya(a), .., 74(a))))))

When the abstract test ATf : for F¥ on A holds, the attacker modeled by the abstract
domain A classifies the predicate n| f(z) as opaque. It turns out that F'* is a correct ap-
proximation of " on A, namely vy o F' C 4 F?o a4, and this guarantees the soundness
of the abstract test AT" .

Corollary 1. ATE" is sound.

Consider for example the opaque predicate Vo € Z : 3|(2®—x), and the abstract domain
As in the figure below. As precisely represents the property of being a multiple of 3,
i.e. 3Z, and its negation, i.e. Z \ 3Z.
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In this case, f(z) = 2 — 2 = h(g1(x), g2(x)) where h(z,y) = x — y, g1(x) = 23
and go(z) = z, so that F' : p(Z) — p(Z) is givenby F(X) = {y> — 2 | y,2 € X }.
Hence, it turns out that F*(3Z) = 37 while F*(Z ~ 3Z) = Z. Here, the abstract
test ATf; is sound but not complete, because F* : A3, — Az, is a sound but not
complete approximation of f on the singletons. In fact, for {2} € p(Z), it turns out that
aa,, ({f(2)}) = aA%({G}) = 3Z while F*(a,, ({2})) = F¥(Z ~ 3Z) = Z. Thus
the abstract test ATY, , ie., Vo € Z : F*(aa,, ({x})) < 3Z does not hold even if
CT7 does. Thus, in general ATY * is sound but not complete, meaning that the attacker

(A, F'*) is not able to break the opaque predicate Va € Z : n|f(z).

Recall that abstract domain completeness is preserved by function composition [12],
i.e. if an abstract domain is complete for f and g then A is complete for f o g as well.
As a consequence, if an abstract domain A is complete for the elementary functions
h and g, that decompose F' then A is complete also for their composition F'. It turns
out that completeness of an abstract domain A w.r.t. the elementary functions compos-
ing F guarantees that the attacker A is able to break the opaque predicate Vo € Z :

n|f(x).
Corollary 2. If A is complete for the elementary functions h and g; composing F' then
(A, F*) breaks the opaque predicate Vx € 7. : n|f(x).

Let us consider the opaque predicate Vo € Z : 3|(z® — z) and the abstract domain
3-arity represented in the following figure.

Z
\
32 1+4+3Z 2+3Z

/

16}

The function f(x) = 23 — x is decomposed as h(g; (), g2(x)) where h(z,y) = x —y,
g1(z) = 23 and go(x) = x. It turns out that the abstract domain 3-arity is complete
for the pointwise extensions of h, g; and ga, i.e. A(X,Y).X — Y, AX.X? and A\ XX,
and therefore, by Corollary 2, the attacker 3-arity is able to break the opaque predicate
Vz € Z: 3|(2® + x).

Lemma 1. 3-arity is complete for \X. X3, AX.X and \(X,Y).X —Y.

Experimental Results. A prototype of the above described attack based on the abstract
domain Parity has been implemented using LOCO [17], a x86 tool for obfuscation/de-
obfuscation transformations which is able to insert opaque predicates. This experimen-
tal evaluation has been conducted on the aforementioned 1.6 GHz Pentium M-based
system. Each program of the SPECint2000 benchmark suite is obfuscated by inserting
the following true opaque predicates: Vo € Z : 2|(2? + z) and Vz € Z : 2|(z + x).
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It turns out that Parity is complete for addition, square and identity function, thus by
Corollary 2, the abstract domain Parity models an attacker that is able to break these
opaque predicates. In the obfuscating transformation each basic block of the input as-
sembly program is split into two basic blocks. Then, LOCO checks whether the opaque
predicate can be inserted between these two basic blocks: a liveness analysis is used
here to ensure that no dependency is broken and that the obfuscated program is function-
ally equivalent to the original one. In particular, liveness analysis checks that the regis-
ters and the conditional flags affected by the opaque predicate are not live in the program
point where the opaque predicate will be inserted. Moreover, our tool also checks by
a standard constant propagation whether the registers associated to the opaque predi-
cate are constant or not. If constant propagation detects that these are constant then the
opaque predicate can be trivially broken and therefore is not inserted. Although liveness
analysis and constant propagation are noticeably time-consuming, they are nevertheless
necessary both to certificate functional equivalence between original and obfuscated
program and to guarantee that the opaque predicate cannot be trivially broken by con-
stant propagation. The algorithm used to detect opaque predicates is analogous to the
brute force attack algorithm described in Section 4. Fig. 1 describes the basic block, by
pseudo-code, which implements the opaque predicate Vz € Z : 2|(2? + z).

_w X=even y=even
y=x*x % v x=even y=o0dd
Z=X+y

cond=z%2 <} -
) R z=even
jump if zero ™\ 7=odd

Fr N

Fig. 1. Breaking Vz € Z, 2|(z* + z)

IATATA]

Let us describe how our de-obfuscation algorithm works. For each conditional jump
J, Jump if zero in the figure, we consider the instruction ¢ which immediately
precedes j, cond=z%2 in the figure. The instructions j and ¢ are abstractly executed
on each value of the abstract domain (i.e. the attack). In the considered case of the
attack modeled by Parity, both non-trivial values even and odd are given as input to
cond=z%2. When z evaluates to cven, cond evaluates to 0 and therefore the true
path is followed. On the other hand, when z is evaluated to odd, cond evaluates to 1
and the false path is taken. Thus, ¢ does not give rise to an opaque predicate, so that we
need to consider the instruction z=x+y which immediately precedes ¢. The instruction
z=x+Y is binary and therefore we need to consider all the values in Parity x Parity. This
process is iterated until an opaque predicate is detected or the end of the basic block
is reached. In our case, the opaque predicate is detected when the algorithm analyses
the instruction y=x*x because whether x is evaluated to even or odd the true path
is taken. The number of computational steps needed for breaking one single opaque
predicate by an attack based on an abstract domain A is n? x d”, where n is the number
of instructions composing the opaque predicate,  is the number of registers used by
the opaque predicate and d is the number of abstract values in A. The reduction of the
computational effort of the abstract interpretation-based attack with respect to the brute
force attack can therefore be huge since the abstract domain can encode a very coarse
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approximation. In the considered example, the number of steps for detecting Va € Z :
2|z + x through the abstract domain Parity results to be 32 * 22, In fact, the opaque
predicate consists of 3 instructions, uses 2 registers and Parity has 2 non-trivial abstract
values. In Table 2 we show the results of the obfuscation/de-obfuscation process on the
SPECint2000 benchmark suite. The first and second columns report respectively the
number of opaque predicates inserted in each benchmark and the time needed for such
obfuscation, while the third column lists the time needed to de-obfuscate. It turns out
that the Parity-based de-obfuscation process is able to detect all the inserted opaque
predicates. Let us recall that the brute force attack took 8.83 seconds to detect only one
occurrence of the opaque predicate Vx € Z : 2| + x in a 16-bit environment, while the
abstract interpretation-based de-obfuscation attack took 8.13 seconds to de-obfuscate
66176 opaque predicates in a 32-bit environment.

Table 2. Timings of obfuscation and de-obfuscation

# opaque pred time obf time deobf

bzip2 442 0.53 0.13
crafty 3298 35.18 0.47
gap 6659 8.59 1.02
gcc 28006 476.33 3.11

gzip 734 0.44 0.1

mcf 189 0.29 0.06
parser 2543 2.48 0.31
perlbmk 10255 42.71 1.23
ltwolt 3575 1.88 0.48
vortex 8269 8.79 0.91
vpr 2206 1.44 0.3

6 Designing Domains for Breaking Opaque Predicates

This section shows how the completeness domain refinements can be used to derive
models of attackers which are able to break a given opaque predicate. Let us consider
the opaque predicate YV € Z : 3|(x® — x) and the attacker A3 = {Z, 37}, that is the
minimal abstract domain which represents precisely the property of being a multiple
of 3. Recall that the function f(z) = 2® — x is decomposed as h(g1(z), g2(z)) where
h(z,y) = 2 —1y, g1(x) = 22 and go(x) = . It turns out that A3 is not able to break the
above opaque predicate, since F'¥ : A3 — Aj is not a complete approximation of f on
singletons. In fact, consider {2} € ©(Z), it turns out that aca, ({f(2)}) = aa,({6}) =
3Z while F¥(aa,({2})) = F*(Z) = Z. Corollary 2 does apply here because Aj is
complete for g; and g2 but not for h. However, as recalled in Section 2, completeness
can be obtained by a domain refinement. We thus systematically transform As by the
completeness domain refinement w.r.t. A = AMX,Y).X — Y. We obtain the abstract
domain Ry, (A3) that models an attacker which is able to break Vz € Z : 3|(z% —
x). As recalled in Section 2, the application of the completeness domain refinement
adds to Aszy the maximal inverse images under h of all its elements until a fixpoint is
reached, that is for any fixed X C Z and a belonging to the current abstract domain, we
iteratively add the following sets of integers: max{Z C Z | Z — X C a}. Itis not hard
to verify that the following elements provide exactly the minimal amount information
to add to A3 in order to make it complete for h.
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- if X = {0} then: max{Z C Z| Z — X C 3Z} = 3Z
—if X = {1} then: max{Z C Z| Z — X C 3Z} = 1+ 3Z
—if X = {2} then: max{Z C Z| Z — X C 3Z} = 2+ 3Z

Therefore, Ry, (As) = {Z,3Z,1+3Z,2+ 3Z, 2} = 3-arity. Let us notice that we were
able to systematically obtain the attacker 3-arity, which is able to break the opaque
predicate, through a completeness refinement of the minimal abstract domain As.

It turns out that given n € N, the abstract domain n-arity, in the figure below, is
complete for addition, difference and, for & € N, k-power (i.e., AX. X k). Therefore, by
Corollary 2, the attacker n-arity breaks the opaque predicates Vo € Z, n|f(x), where
f is a polynomial function. Observe that the abstract domain n-arity is an instance of
Granger’s domain of congruences [13].

Theorem 2. The attacker n-arity breaks all the opaque predicates of the following
form:Nx € Z : n|f(x), where f(x) is a polynomial function.

Z

nZ 1+nZ 2+4+nZ ... (n—1)+nZ

6.1 Breaking Opaque Predicates P(f(x))

Let us now consider the wider class P(f(x)) of opaque predicates where each predicate
has the following form: f(x) C P, with P C Zand f : Z — Z.1tis possible to general-
ize the results of the previous sections, in particular Theorem 1, Corollary 1 and Corol-
lary 2, to opaque predicates in P(f(x)). This is simply done by replacing the property
nZ of being a multiple of n, with a general property P over integers. This allows us to
provide a formal methodology for designing abstract domains that model attackers able
to break opaque predicates in P(f(x)). LetVa € Z : f(x) C P be an opaque predicate
and let us consider the minimal abstract domain Ap that represents precisely the prop-
erty P,ie., Ap o {Z, P}. As above, we assume that the function f can be expressed as
a composition of elementary functions, namely f = Az.h(g1(z, ..., z), ..., gr(z, ..., x))
where h : ZF — Z and g; : Z™ — 7. Then, we compute the completeness do-
main refinement of Ap w.r.t. the set of elementary functions composing f, namely
gx (Ap). It turns out that the refined domain is able to break the opaque predi-
cate Ve € Z : f(x) C P.

Theorem 3. The attacker modeled by the abstract domain Ry, g, ... g, (Ap) breaks the
opaque predicate Nz € 7. : f(x) C P.

Thus, completeness domain refinements provide here a systematic methodology for
designing attackers that are able to break opaque predicates of the form: Vz € Z :
f(z) C P.

The previous result is independent from the choice of the concrete domain Z and can
be extended to a general domain of computation Dorm.
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Corollary 3. Consider an opaque predicate Vx € Dom: f(x) C P, where  : Dom
— Dom, f = h(g1(z,....,x),...,g9k(x,...,x)), and P C Dom. The abstract domain
Rhg1.....q. {Dom, P}) is able to break opaque predicate.

7 Conclusion and Future Work

In this work we propose an abstract interpretation-based approach to detect opaque
predicates. It turns out that, considering opaque predicates of the form: Vo € Z :
n|f(x), the ability of an attacker, i.e., an abstract domain, to break opaque predicates
can be formalized as a completeness problem w.r.t. function f. Consequently complete-
ness domain refinement can be used to derive efficient attackers. In particular it turns
out that the abstract domain n-arity breaks the opaque predicate Vo € Z : n|f(z),
where n ranges over N and f is a polynomial function. This result is then generalized
to a wider class of opaque predicates of the form Va € Z : f(x) C P, where the at-
tacker able to break the opaque predicate is obtained by completeness refinement of the
abstract domain Ap = {Z, P}.

The insertion of an opaque predicate code creates a path that is never taken. Notice
that when the false path of a true opaque predicate contains another opaque predicate
the degree of obfuscation of the transformation increases. The two opaque predicates
interact with each other, and this dependence adds more confusion in the understanding
of the original control flow of the program. Thus the insertion of dependent opaque
predicates can be seen as a novel obfuscation technique.

if(1=0 \

)
T& F

if (1=0)
I
I B AT

Fig. 2. Dependent opaque predicate

?
X

Consider for example the true opaque predicates P1 : Vo € Z : 2|(z? + x) and
P2 :Vz € Z : 3|(x® — z) that interact with each other as depicted in the above figure.
On the left-hand side we have the opaque predicate P1, while on the right-hand side
we have P2, expressed in terms of elementary functions, i.e., assembly instructions.
Observe that the false branch of predicate P1 enters the second basic block of predicate
P2 and vice versa. The attacker modeled by the abstract domain Parity should be able
to break opaque predicate P1. The problem is that Parity cannot break P2 and therefore
we have an incoming edge on the second basic block of opaque predicate P1 coming
from P2. This gives the idea of why we are no longer able to break opaque predicate P1
with the Parity domain. Therefore when there are opaque predicates that interact with
each other the attacker needs to take into account these dependencies. Our guess is that
a suitable attacker to handle this situation could probably be obtained by combining the
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abstract domains breaking the individual opaque predicates. The main problem is that
one opaque predicate which is not breakable by our technique could protect breakable
opaque predicates by interacting with these opaque predicates.

It would be also interesting to consider abstract domains that are more complex than
the ones considered so far. Program properties that can be studied only on more complex
domains could lead to the design of novel opaque predicates. Since these properties
derive from a more complex analysis the corresponding opaque predicates should be
more resilient to attacks. Consider for example the polyhedral abstract domain [8] and
the abstract domain of octagons [21] for discovering properties of numerical variables.
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Abstract. We present DO-CASL, a new member of the CASL family of
specification languages. It is an extension of CASL-LTL and it supports
a methodology for conveniently writing loose specifications of observers
on dynamic sorts. The need for such constructs arose during the de-
velopment of a CASL library for distributed systems. Indeed, we have
frequently used the same pattern of specification, in order to solve a gen-
eralization of the frame problem while using observers. The constructs
we propose make the resulting specifications more readable, concise and
maintainable. The semantics of our extension is given by reduction to
standard CASL-LTL, which is, in turn, reducible to standard CASL when-
ever temporal logic is not used. A small prototype of the pre-processor
from DO-CASL to CASL-LTL has been implemented as well.

1 Introduction

Middleware is widely and successfully used to support programmer productivity,
by providing solutions to the most common tasks and abstractions of low-level
concepts. Many software projects are developed by writing mainly “glue code”,
connecting the functionalities made available from middleware. Thus, the use-
fulness of a programming language or environment is greatly influenced by the
quality and quantity of available libraries.

We argue that this is also true for specification languages. That is, besides
libraries for standard datatypes (such as lists, sets or integers), software speci-
fications also need libraries for middleware primitives. This way, the developer
is lifted from the burden of axiomatization of components that can sometimes
be very complex. Moreover, they are part of the context, not to be implemented
anew for each system development.

Our work stems from the definition of a CASL-LTL library for decentralized
distributed systems.

We decided to use one of the CASL family of languages, because of its large
acceptance in the scientific community. Among them, we selected CASL-LTL, as
it provides an intuitive representation of label transition systems and hence of
dynamic systems.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 96-110, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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Our library supports a model driven development®: our specifications abstract
away from concrete middleware to propose coherent sets of functionalities which
are implemented, in most cases, by several infrastructures. Technically, this
means that our specifications are loose. In order to allow different implemen-
tations and to get flexibility for further extensions of each given specifications
by other primitives, we adopt an observer oriented style of specification. Ob-
servers are used to hide details of the internal states, which are only partially
known in this layer of abstraction. Since we assume our knowledge of the needed
observers to be incomplete, we do not deduce equality of two states from all the
current observers yielding the same result on both.

Though our specifications are loose, we want to state the observable properties
of the primitives, for the user to build upon them. Therefore, in this context loose
does not mean underspecified.

For instance, in a specification of the primitives for connection to, and dis-
connection from the network, we want to axiomatize not only that
immediately after a connection (disconnection) the system is connected (dis-
connected), but also that each connection is standing till the next (explicit)
disconnection.

This is a very simple example of a common problem. It is, indeed, often the
case that only a small subset of the transitions may affect the result of an ob-
server. Therefore, the specifier should explicitly axiomatize the frame assumption
(which, roughly speaking, is “nothing changes unless explicitly required”) for the
observers, in order to be able to deduce that their results are unaffected by most
transitions. This problem is further complicated by the need for flexibility. In-
deed, the definition of an observer may be in a specification, while that of some
specific transitions affecting its result may be in another specification, extending
or using the first one.

In this paper, we present an extension of CASL-LTL providing constructs to
solve these problems, by automatically adding the axioms to capture the frame
assumption. Thus, it enables a readable and compact style for the development
of observer-oriented dynamic specifications. Our proposal is highly modular,
because the information needed to state that some transition possibly affects
the result of an observer are colocated with the definition of the transition itself.
Thus, adding new transitions do not require to change the specification of the
observer.

The semantics of the language we propose, DO-CASL (for Dynamic Observer-
based CASL), is given by reduction to CASL-LTL. Among the different possible
way to translate the language, we selected one that yields standard CASL if the
input DO-CASL specification does not contain temporal logic axioms. We think
this choice to be more readable for the average user and it surely allows to reuse
the existing tools for CASL in most cases, while no tools for the temporal logic
extension exist so far.

! Actually, the library includes specifications in different layers of abstraction, in order
to support more detailed design, even committed to a specific technology. But, here
we focus on the more abstract layer.
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Paper Structure. Section 2 introduces the preliminaries about CASL, Sec. 3
describes the style of specifications adopted, Sec. 4 presents DO-CASL, and
finally Sec. 5 shows how the language may be used in an extended example.

2 Casl and Casl-Ltl

The CAsL algebraic specification language has been developed as central part
of the CoFI initiative?. It provides constructs for declaring basic and structured
specifications, whose semantics is a class of partial first-order models, and ar-
chitectural specifications, whose semantics is, roughly speaking, a (higher-order)
function over the semantics of basic specifications. Thus, the natural semantics
of CASL specifications is the loose one: all the partial first-order structures sat-
isfying its axioms are models of a basic specification. However, the models may
be restricted to the initial (free) ones, by means of a structuring construct, so
that methods based on initial semantics may be accommodated as well.

The building blocks of basic specifications are declarations of (sub)sorts,
operations and predicates, giving a signature, and axioms on that signature.
Operations may be total or partial, denoted by a question mark in the arity.
CASL also accommodates subsorting; here, anyway, we do not explicitly use it.

The structuring operators are the usual in algebraic specification languages,
like sum, (free) extension, renaming and hiding. We will use mostly union, ex-
tension and generic specifications. The latter being less standard, let us discuss
a bit its semantics and usage. A generic specification is named and consists of

— a list of formal parameters, which are place-holder specifications to be re-
placed, in the instantiation phase, by more detailed specifications, the actual
parameters, possibly using a fitting morphism to connect the symbols used
in the formal parameters to those in the actual parameters;

— a list of imports, which are specifications to be used as they are, for instance
that of integer numbers;

— a body specification, describing the features to be added to the parameters
and the imports by the specification.

The result of an instantiation is, roughly speaking, the enrichment of the union
of actual parameters and imports with the body, where body and parameters
are translated using the fitting morphisms, if they exist.

For a complete description of CASL, we refer to [1].

Casl-Ltl and Generalized Labeled Transition Systems. It is important
to note that CASL is one of a family of languages, sharing common constructs
and their semantics. For instance, there are restrictions of CASL without partial
functions, and/or subsorting, and/or predicates, so that the resulting languages
may be translated in other less rich languages in order to reuse specialized tools.
On the converse, there are extensions of CASL by constructs and corresponding

2 See http://www.brics.dk/Projects/CoFI and http://www.cofi.info/
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semantics to deal with specific problem. For instance, there is higher-order CASL
(see e.g. [2]) and state-based CASL (see e.g. [3]).

In the sequel we will use CASL-LTL (see [4]), which is designed to describe
generalized labeled transition systems (glts from now on).

A glts may be used to represent the evolution of a dynamic system. It consists
of a set of states of the system, one of labels, one of information and finally the
transition relation, representing the evolution capabilities of the system. Any
element of the transition relation is a tuple consisting of the starting and the
final states, a label, capturing what is relevant to the external world, and an in-
formation, for what is relevant only to the system itself. For instance, if a system
is keeping track of the number of sent messages, the transition corresponding
to sending all the messages in a queue will have the message list coded in the
label and the number of sent messages in the info part, to be used to update the
internal counter. Any state of the system corresponds to the process having an
evolution tree determined by the transition system itself, where each branch is
given by a transition of the system and represents a capability of moving of the
parent state.

A glts may be specified by using CASL-LTL. Indeed, CASL-LTL allows to
declare dynamic sorts, using the construct dsort ds label [ ds info i ds.
This CASL-LTL construct semantically corresponds to the declaration of the sorts
ds, | ds, and i ds for the states, the labels and the information of the glts, and
of the transition predicate preds ::@ — :4 ds X ds x [ ds x ds, as well.

Thus, each element s of sort ds in a model M (an algebra or first-order struc-
ture) of the above specification corresponds to a process modelled by a transition
tree with initial state s determined by the glts (i ds™, ds™, [ dsM, :: — M)3,

The most important extension of CASL-LTL w.r.t. CASL is the enrichment of
the logic by constructs from a branching-time CTL-style temporal logic, which
effectively increase the expressive power of the language (see [5] and [4]).

In the sequel we will use an obvious shortcut when either the label part or the
information one are irrelevant, dropping any reference to the immaterial aspect
using transition predicates such as — :dsxldsxdsand = —

1 ds X ds x ds. The general case is computed from the shorter version, by adding
a sort with just one element for the missing component and decorating all the
transitions with that element.

3 Lessons Learned from Developing a Library for
Distribution

Our CAsL-library for distribution, as motivated in the Introduction, is hierarchi-
cally organized in a directed acyclic graph of refinements*, where all the nodes are
loose specifications, having as models all those middleware implementing some

3 Given a X algebra A, and a sort s of X, s* denotes the interpretation of s in A;
similarly for the operation and predicates of Y.

4 Here, refinements has the traditional meaning of model-class inclusion. This property
is guaranteed in our specifications by the use of the extension construct.
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set of functionalities. Thus, the refinement in this context corresponds mostly to
adding functionalities, not to making implementation decisions (though we also
provide a few detailed specifications representing an individual middleware).

In order to achieve this result, we adopt an observational style, in the sense
that we introduce functions and predicates to extract from the elements (rep-
resenting internal states of the subsystems) the values of some of their aspects,
which we regard as relevant for the applications to be built upon our infrastruc-
ture. However, we are not relying on the observers to distinguish elements, as in
most observational approaches.

Indeed, by the nature of our library, the set of observers is continuously ex-
tended, as new aspects of the nodes and networks are introduced by the library
specifiers and end-users. Thus, the fact that the current set of observers cannot
distinguish between two elements is not a clue of their equality; it could as well
be an indication of some aspect still to be taken into account. Therefore, our
approach has in common with more traditional observational approaches (e.g.,
the pioneering [6]; we defer to [7] for further references) only the intuition of the
black-box approach and the use of the word observer.

For instance let us consider the case of the most basic specification in our
library, the one of peer, as a paradigmatic example of the difficulties we encoun-
tered in the development of the library and the solution we propose.

A peer is the abstraction of any node in a net. It has a persistent identity, the
capability to connect to a net using a given address and to disconnect from the net.
Thus, we leave underspecified how elements of the peer sort are made and intro-
duce functions extracting the identity, address (possibly undefined if the peer is not
connected), and online status from such elements, as in the following signature®:
sort Peerld, Address
dsort Peer label PeerL
ops online: Address — PeerL

offtine :— PeerL

id : Peer — Peerld

addr : Peer —?7 Address
preds isOnline : Peer

where we have (static) sorts, describing data types, like for instance the (to-
tally unspecified) sort for peer identifiers, Peerld, or that for the labels of their
transitions, PeerL. Moreover, we also have the dynamic sort Peer, representing
the states of the nodes. Analogously, we have operations building some sort,
like for instance online and offline, which denote particular labels, and we have
observers, both operations like id and addr, and predicates like isOnline, used
to extract, or observe, aspects of the peer states.

Now, we need to state two different kinds of axioms. First of all, we have the
standard axioms, describing the effects of operations and transitions, such as
asserting that after going online with an address a, the peer is actually online
and its address is a. But, we also have to state that no transition is affecting
the value of id, as the identity is persistent, that the only transitions affecting

5 Notice the obvious adaptation to the case with silent information.
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1sOnline are those actually taking the peer on and off line, and that the address
is persistent for each connection, so that it can change only if some connection
or disconnection has taken place. These are quite different from the previous
ones, from a logical point of view, because they express a property that the
users usually implicitly assume: each aspect of the status of the system changes
only if forced to, by a transition explicitly modifying it. But, there is no such a
thing as an implicit assumption in specifications. Unless some axiom is imposed
to guarantee it, there are models which do not satisfy it. In other words, we have
to state a sort of frame assumption (see e.g. [8]) for some observers.

However, there are two important differences from standard frame assumption
in our approach. First of all, we want to explicitly state that some properties of
the system change and some do not for a given transition, but leave most of them
underspecified, changing or not depending on the individual models. Thus, the
frame assumption would hold only for a subset of the functions and predicates
on the dynamic sorts, those we call observers.

Moreover, we need a flexible way to state the frame assumption to accom-
modate further refinements of the specification. Let us for instance consider the
problem of stating the persistency of the address in each continuous connection.
If we simply add the axiom®

Y | : PeerL; ¥V p,p’ : Peer; o addr(p) = addr(p’) if
(p Lp' A (Va : Address.—l = online(a)) A =l = offline)

then we forfeit the capability to add in an extension of this specification a label
representing another way of connecting, for instance the connection without
explicit address, for those cases where the address is dynamically provided by a
server. Indeed, even if we add such labels, they cannot change the address of the
peer, being different from online and offline.

This would be clearly unacceptable in our approach, where new refinements
of the specifications can be added to represent richer middleware or to support
more demanding applications. Following our observational approach, instead of
stating that only transitions using some individual labels may affect an observer,
we describe abstract properties on the labels and require that only the labels
satisfying them can affect the predicate. For instance, in our example, the prop-
erty of being online may be influenced by all the labels representing a connection
or a disconnection, but by no others. Thus, we use again predicates on the labels
and info to describe the category of actions they are representing and use these
predicates in turn to state our weak form of frame assumption. In this way we
achieve a separation of concerns and a higher level of modularity: at the mo-
ment when observers are introduced, the specifier has to decide with categories
of transitions may change the observation. But, it is only at the moment of the
definition of each individual transition, that is, of its label and info, that the
decision about which are its categories has to be made.

It is worth noting that the actual labels become superfluous and can be
dropped from the specifications of the abstract behavior of the middleware

5 This approach is similar to the expansion of “not changed by other events” in [9].
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classes. The actual labels appear, together with the axioms categorizing them
w.r.t. the observers, in the lower level specifications, those representing indi-
vidual middlewares and in the end-user specifications, where they are used to
describe the moves of the system at the applicative level.

Thus, our toy example should be changed as follows

sort Peerld, Address
dsort Peer label PeerL
ops id: Peer — Peerld
addr : Peer —? Address
preds goesOnline : PeerL
goesOffline : PeerL
isOnline : Peer
V 1: PeerL; p,p’ : Peer
e id(p) = id(p) if p — p'
o addr(p) = addr(p') if (p == p’ A ~goesOnline(l) A —goesOffline(1))
o def(addr(p)) if p LA goesOnline(l)

Though, technically, this is satisfactory, from a methodological point of view it
is not. Indeed, the end user is required to add lots of trivial axioms of the form
o obs(d) = obs(d') if (i:d L @' A —caty (L) A ... A —caty(l,4)) to  state
that the transition (s)he is introducing does not affect the result of most ob-
servers. But, the user should be more encouraged to focus on the pairs “transi-
tion + observer” where the transition is relevant to that observer, than on those
where, being no relationship between the two components, things are not going
to change and hence the corresponding axiom has to be issued.

We need a mechanism to clearly separate the axioms stating which category
of transitions affects which observer, from those describing the effects and, more-
over, to automatically add the axiomatization of the default behavior, where the
observer values are not changing unless some transition affecting the correspond-
ing aspect takes place.

4 DO-Casl

Let us introduce a syntactic short-cut, which does not require any change in the
semantics, because the terms introduced by this new construct reduces to terms
in standard CASL-LTL, and then CASL in the case no temporal logic is used in
the specification. In the choice of the restrictions for such a construct, we have
been guided by pragmatic considerations, choosing a generality sufficient to deal
with all the cases in our library and, at the same time, not so extreme to make
the translation in standard CAsL difficult.

We start by adding a new production for the SPEC non-terminal of the gram-
mar of the abstract syntax. The terms generated by this production will cor-
respond to the dynamic specifications using observers, that is a special case of
CAsL-LTL basic specifications including one or more observer blocks.
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Any observer block refers to a dynamic sort and encapsulates the definition of
observers on that sort, together with categories of transitions which may affect
them and axioms to express this dependency.

Definition 1. The context free grammar of DO-CASL adds to that of CASL-
LTL the following productions (terminal and non-terminal symbols):

SPEC = ... | DSPEC
DSPEC ::= dyn-spec DBASIC-ITEMS*
DBASIC-ITEMS ::= BASIC-ITEMS | OBS-BLOCK
OBS-BLOCK ::= obs-block DSORT-DECL OBS-ITEMS*
OBS-ITEMS ::= OP-ITEMS | PRED-ITEMS | CATEGORY-ITEMS |
VAR-ITEMS | CAT-AXIOM-ITEMS
CATEGORY-ITEMS ::= category PRED-DECL+
CAT-AXIOM-ITEMS ::= axiom-items CAT-FORMULA+
CAT-FORMULA ::= CAT-QUANTIFICATION | CAT-IMPLICATION
CAT-QUANTIFICATION ::= quantification universal VAR-DECL CAT-IMPLICATION
CAT-IMPLICATION ::= implication PREDICATION AFFECTS |
implication AFFECTS AFFECTS
AFFECTS ::= affects VAR VAR PREDNAME |

affects VAR VAR OPNAME
The concrete syntax is as close to CASL-LTL as possible.

Definition 2. The concrete syntax for DO-CASL is the same as that of CASL-
LTL for the terms common to both languages. For the newly added terms, the
concrete syntax is as follows:

a DSPEC starts with the keyword dspec and ends with end dspec 7 ;

an OBS-BLOCK starts with the keyword observe and ends with end obs;

a CATEGORY-ITEMS starts with the keyword cats;

— the concrete syntax for CAT-AXIOM-ITEMS, CAT-QUANTIFICATION,
CAT-FORMULA and CAT-IMPLICATION is the same as for the corresponding
languages in CASL;

— (1,3) affects o is the concrete syntax for a term of the form affects 1 i o.

Besides the static correctness of standard CASL, we also impose a few
requirements.

Definition 3. For an observer block referring to a dynamic sort dsort ds label
I ds info i ds to be statically correct, we require that:

— all the enclosed operations and or predicates must have ds as (unique) source;
in the following we will call them observers on ds;

— all declarations of predicates in a CATEGORY-ITEMS section must have
I ds x i ds as source; in the following we will call them categories on [ ds x
i ds;

— in each axiom,

" Mandatory, to simplify parsing.
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o the predicate symbols in a PREDICATION must be declared as categories
within the same block and their arguments must be local variables of
appropriate sort;

e the operation and predicate names in an AFFECTS must be declared as
observers within the same block;

o the variables in an AFFECTS must be of sort | ds and i ds, respectively.

Since the source for observers and categories must agree with the static require-
ments, they could be deduced from the observer block head. Though requiring
them to be explicitly stated is then redundant, and a possible source of error,
we prefer to use this verbose syntax, because it is closer to the standard CASL
declarations of functions and predicates and hence, supposedly, easier for the
end-users. Specialized editors could be easily devised, which automatically sup-
ply the deducible sorts in the declaration of observers and categories, to save the
users the pain of writing them.

Let us consider as an example the peer specification, using the syntactic sugar
introduced so far to represent the observers. Notice that the operations online
and offline have been dropped, because their role is filled by the corresponding
predicates. Moreover, we give here the full specification, with also the axioms
external to the block. Finally, note that the specification is parametric over the
definition of the addresses (e.g., IPv4, IPv6, JXTA or Chord identifiers, etc.)

spec PEER [sort Address|=

dspec
sort Peerld
observe Peer label PeerL
ops id: Peer — Peerld
addr : Peer —7 Address
preds isOnline : Peer
cats goesOnline : PeerL
goesOffline : PeerL
V [: PeerL
o goesOnline(l) = 1 affects isOnline
o goesOffline(l) = [ affects isOnline
o [ affects isOnline = [ affects addr
end obs
YV 1: PeerL; p,p’ : Peer
o isOnline(p’) if p LA goesOnline(1)
o —isOnline(p’) if p LA goesOffline(l)
o def (addr(p)) if isOnline(p)
end dspec

Now, let us define the semantics of our constructs, by reduction to CASL-LTL.
The basic intuition is to translate categories to standard predicates and to add
a predicate ad hoc to represent the capability of affecting a given observer.
Moreover, we want to keep only those models where such ad hoc predicates
are minimal with respect to the axioms given in the observer block and the
interpretation of the categories on the individual model. To get this result, we
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will intersect the models of the translated specification with those of a free, and
hence minimal, specification for the ad hoc predicates.

Definition 4. For a correct observer block obs blk®
observe ds label [ ds info i ds

ops f1:ds =7 815 ... fn:ds =7 sy

preds pi,...,pm : ds;

cats pty,...,plx 2l ds x i ds

1 ny . . oy Nk . .
Vars Tp,...,T; 1815 . 3T ..., Tyl Sk
P1...Ph
end obs

its expansion, denoted DOCASL2CASL (obs blk), is the following basic specifica-
tion
dsort ds label [ ds info i ds
ops fir:ds —7s1; ... fn:ds =7 sp;
preds pi,...,pm :ds; pti,...,ptx 2 1l ds X i ds
aff fi,..., aff fu, aff p1,..., aff pm : 1 ds X i ds
Vi:lds;i:ids;d,d :ds;
%% transitions not affecting f7. .. fn,p1. .. pn leave the observer result unchanged

(= aff fi(l,i)) Ai s d = d' = fi(d) = fi(d')

(= aff pu(L) Aid = d' = (pn(d) & pn(d)
Moreover we will call free aff(obs blk) the 4-tuple

(SSp(obs blk), CSp(obs blk), OSp(obs blk), ASp(obs blk))

where

— SSp(obs blk) is sorts | ds,i ds

— CSp(obs blk) is preds pty,...,pty : 1 ds X i ds

— OSp(obs blk) is preds aff f;,..., aff f,, aff p;,..., aff p,, : 1 ds x i ds

— and ASp(obs blk) is ¥ x 1 ds : I ds;z i ds : i ds; trans(p;)...trans(pp),
where trans drops any variable quantification and transforms each occurrence
of (I, 1) affects o into aff o(z [ ds,z i ds), wherez | ds and z i ds are fized
variable names.

A correct dynamic specification including observer blocks obs blk;. .. obs blky,
translates to the specification given by leaving all the BASIC-ITEMS unaffected,
by replacing each obs blk; by DOCASL2CASL(obs blk;) and adding at its end, the
following fragment:

and {
SSp(obs blky)...SSp(obs blky)
CSp(obs blky)...CSp(obs blky)

then free {OSp(obs blk;)...OSp(obs blk,)
ASp(obs blk;)...ASp(obs blkn)}}

The models of the final fragment are first-order structures on a signature with
as set of sorts all the sorts for labels and info from some observer block, no

8 We are using only partial functions for simplicity, but total functions are allowed as
well, of course.
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operations, and as predicates both those representing categories and those in-
troduced to translate the AFFECTS atoms. The models of this fragment may
have any interpretation for the sorts and the predicates representing categories
because these sorts and predicates are declared within the block with no axioms
or operations. But, by definition of freenes, it has the minimal interpretation
of the predicates representing the AFFECTS atoms compatible with the explicit
axioms stated in the observer blocks. Since the axioms used in the free construct
are all positive conditional (see e.g. [10]), this block is guaranteed to be consis-
tent. By making the intersection of this model class with that of the expansion of
the specification (which could be empty if the axioms imposed by the users are
inconsistent), we get only those models where the common algebraic structure
is interpreted in the same way. Thus, the label and info sorts and the category
predicates satisfy the explicit axioms in the specification.
Let us see what is the expansion of our running example.

spec PEER [sort Address|=
sort Peerld
dsort Peer label PeerL
ops id: Peer — Peerld
addr : Peer —?7 Address
preds isOnline : Peer
goesOnline, goesOfftine : PeerL
aff id, aff addr, aff isOnline: PeerL
V 1 : PeerL; ¥ p,p’ : Peer
o saffid(l) Ap =5 p' = id(p) = id(p')
o = aff addr(l) A p — p’ = addr(p) = addr(p’)
o — aff isOnline(l) A p L= (isOnline(p) < isOnline(p"))
o 1sOnline(p’) if p L' A goesOnline(1)
o —isOnline(p’) if p LA goesOffline(1)
o def (addr(p)) if isOnline(p)

and {
sorts PeerL
preds goesOnline, goesOffline : PeerL
then free {
preds aff id, aff addr, aff isOnline : PeerL
V [ : PeerL;
e goesOnline(l) = aff isOnline(l)
o goesOfftine(l) = aff isOnline(l)
o aff isOnline(l) = aff addr(l) } }

Note that atoms of the form (I,7) affects o are well-formed only inside the
observer block(s) where o is introduced. Thus, the information about which
category of actions may change the value of an observer must be collected in the
same block where the observer is declared. If the same observer obs is declared in
two or more blocks (which must refer, then, to the same dynamic sort) within the
same dynamic specification, then the resulting semantics is equivalent to having
the two blocks merged in one. Indeed, the minimality of the predicate aff obs is
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described by the collection of all the free aff(obs blk;) and hence it is immaterial
in which block a category, or an axiom is given. On the contrary, if the same
observer obs is declared in two or more blocks in different dynamic specifications,
then the first occurrence completely defines the semantics of aff obs and the
further definitions are either useless or harmful, if introducing inconsistences.

What does not need to be co-located with the observer first declaration, is
the definition of the validity of the category predicates. Thus, labels and info
introduced further on in the specification can affect an observer already defined.

A simple tool implementing the semantics given in Def. 4 is available on the
web?. Such tool does not check syntax requirements; thus, it is only guaranteed
to work on statically correct DO-CASL input. If the input specification does not
contain any temporal logic formula, the result is a standard CASL specification,'°
which can be handled by CASL tools such as HETS!!.

5 Writing DO-CASL Specifications

In this section we will extend the already seen PEER specification, in order to
give an example on how specifications in DO-CASL can be written.

We will show a simple specification of a P2P application where nodes can send
messages each other. Received messages will be accessible in an “inbox” until
they are deleted. We are making use of the CASL standard library (see e.g. [1])
for the Set and Map structured data types.

spec BASEPEER = PEER [sort Address ]

The BASEPEER specification is just a shortcut. It is used in parametric specifica-
tions, which could otherwise get quite unwieldy when using a parametric specifi-
cation as a parameter. We will systematically use this scheme in the following.

spec NET [BASEPEER |=
SET [sort Peerld fit Elem — Peerld ] and
MAP [sort Peerld fit S +— Peerld |[sort Peer fit T — Peer | and
MAP [sort Peerld fit S — Peerld |[sort PeerL fit T — PeerL ]

then dspec
sort Net = Map [Peerld, Peer |; NetI = Map [Peerld, PeerL ];
observe Net info Netl
ops dom : Net — Set[Peerld)
end obs
Vid : Peerld;n,n’ : Net;i: Netl
o dom(i) C dom(n) if i ::n — n’ %% shortened notation with no label

9 http://www.disi.unige.it/person/DellamicoM/do-casl

1% The tool also expands the dynamic sort declarations from observer blocks. Thus,
using the equivalent form observe ds label [ ds info i ds end obs to represent
ds label [ ds info i ds, it may be used also as a preprocessor for CASL-LTL,
which is currently not supported at all, for specifications without temporal axioms.

Y http://www.informatik.uni-bremen.de/agbkb/forschung/formal methods/
CoFI/hets/
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o lookup(id,n) M lookup(id,n’) if i :: n — n’ A id € dom(3)

o lookup(id,n) = lookup(id,n’) if i :: m — n' A —id € dom(i)
end dspec

spec BASENET = NET [BASEPEER ]

The NET specification models a network of peers which are part of it even if
transiently offline.

Since a network is a closed system with no interactions with the outside world,
its transitions are decorated with info only.

A Net is a mapping from peer identifiers to peers; in this way, it is guaranteed
that no two nodes can have the same identifier within the same network. Anal-
ogously, Net transitions are mappings from node identifiers to peer transition
labels, associating each moving node to the label decorating its local transition.
Idle nodes do not belong to the domain of the Net transition.

We describe the dom operation on Net as an observer that is not influenced
by any category of labels. This succinctly ensures that the identifiers represented
in a network never change during the evolution of a network.

Our library handles a more general case, with nodes dynamically entering
and leaving the network, by defining categories that influence the peers in the
network.
spec MESSAGES [BASENET |=

SET [sortMsg fit Elem — Msg |

then dspec
observe Peer label PeerL
op inbozx: Peer — Set[Msg]
cats receives, deletes : PeerL
V [ : PeerL
o recetwes(l) = 1 affects inbox
o deletes(l) = 1 affects inbox
end obs
ops orig, dest : Msg — Address;
sent, received : PeerL — Set[Msg]
VYm : Msg;p,p’ : Peer;l: PeerL;id : Peerld;n,n’ : Net,i: Netl
o received(l) = {} if —receives(l)
o deleted(l) = {} if —deletes(l)
o inbox(p’) = (inbox(p) — deleted(l)) U received(l) if p Ly
o isOnline(p) if p L' A isNonEmpty(received(l) U sent(l))
o dest(m) = addr(p) if p L p Ame recetved(l)
o orig(m) = addr(p) if p Lp Ame sent(l)
o m € received(lookup(id, i))
if i :n — n' Alerange(i) A m e sent(l) A id € dom(n)
A addr(lookup(id, n)) = dest(m)
end dspec

spec BASEMESSAGES = MESSAGES [BASENET |

This specification enriches the peers with the capability of sending and receiv-
ing messages. Messages carry information about addresses of the sender and the
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recipient, respectively via the orig and dest operations. Whenever a peer sends a
message, the destination immediately receives it (the recipient node has to be on-
line, otherwise the sending operation cannot be executed). The sent and received
operations are meant to extract the sent and received messages in a transition.

Moreover, an inbox observer has been defined. Received messages remain in
it until they are erased, possibly after a command from a user. While a node can
only send and receive messages while it is online, it can erase messages from its
own inbox at any time.

In the MESSAGES specification we have adopted a different style in order to
define the value of observers w.r.t. PEER. Indeed, in PEER the observers were

defined with axioms of the form obs(p’) = ... if p LI p’ A cat;(l), for each
cat; affecting obs. This style is safe, in the sense that no inconsistency with the
minimality of the aff obs predicates having some cat; (1) in the premises may be
introduced, but it is quite verbose.

In MESSACES, the inbox observer is specified differently. Indeed, the axiom
giving its value is not guarded by a receives(l), nor by a deletes(l). Thus, it could,
potentially, introduce an inconsistency. However, since received and deleted yield
the empty set on label not satisfying receives nor deletes, for such labels the
axiom is equivalent to stating that the value of the observer in the source and
target state is unchanged, as required by the frame assumption. This style of
specification is more readable and concise, though more error prone.

Both styles are convenient in different settings and DO-CASL allows to use
both.

spec FINALMESSAGES = BASEMESSAGES
then
free generated type Peerl ::=
online(Address) | offline | send(Msg) | recv(Msg) | del(Msg)
V1 : PeerL; a : Address;p,p’ : Peer;m : Msg
o goesOnline(l) < (Ja : Address « | = online(a))

o addr(p’)=aif p —>0’/ZZZ7'L€(0.) p’

o goesOffline(l) < | = offline

o sent(send(m)) = {m}

o recetwes(l) < (Im : Msg ¢ m = recv(m))
o received(recv(m)) = {m}

o deletes(l) < (Im : Msg e m = del(m))

o deleted(del(m)) = {m}

We have concluded this section with an oversimplified example of a final
definition of the transition labels. In this case, a transition can only be a simple
operation like going online, offline, sending, receiving or deleting a message.

Notice that all the tedious axioms, such as received(offline) = {} or addr(p) =

del(m
addr(p’) if p _gekm), p’, are inherited from the interplay between the, so to

speak, global statements of BASEMESSAGES and the local definition of the cat-
egory validity.
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6 Conclusions and Further Work

We have introduced a specification style and some syntactic sugar supporting it
in the CASL language, motivated by our experience with the definition of loose
dynamic specifications.

The use of the resulting language, DO-CASL, is supported by a small proto-
type, compiling it in CASL, so that standard tools can be used on the resulting
specifications.

Though we have fully developed the semantics of DO-CASL and, we hope,
given convincing examples of DO-CASL usefulness in interesting realistic exam-
ples, the language itself has not been submitted formally as a CASL extension
yet. We plan to do it if it is well received by the scientific community.
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Abstract. Model transformations are an integral part of OMG’s stan-
dard for Model Driven Architecture. Model transformations are advo-
cated to be behaviour preserving: platform specific models should adhere
to platform independent descriptions developed in earlier design stages.

In this paper, we deal with models consisting of several views of a
system. Often, in such a scenario, model transformations change just one
view, and, although the overall transformation of all views is behaviour
preserving, it is not behaviour preserving in isolation. To tackle this
problem we develop a proof technique (and show its soundness) that
allows one to consider just the view that has changed, and not the entire
system. We focus specifically on one particular class of view-crossing
transformations, namely on transformations conjunctively adding new
constraints to a model.

1 Introduction

The Object Management Group’s standard for model-driven architecture (MDA)
defines models to be the core concept in software development. Model transfor-
mations are intended to provide the means for getting from high-level platform
independent (PIM) to lower level platform specific models (PSM). Model trans-
formations are expected to be behaviour preserving: lower-level models should
preserve the behaviour of higher-level models. For complex systems, modelling
usually has to take many different aspects into account [FKN192, ZJ96]. A com-
plex system has to fulfill several orthogonal requirements: on the static behaviour
(data and operations), on its dynamic behaviour (adherence to protocols, sce-
narios), its timing behaviour, etc. Thus a model of a complex system will usually
consist of descriptions of several views. Consequently, different kinds of model
transformations operate on different views.

In this paper, we are interested in proving correctness of model transforma-
tions with respect to the intended property of behaviour preservation. To this
end, we will look at models written in a formal specification language and give
a formal definition of behaviour preservation. There is much recent activity on
using formal notations to guarantee behaviour preservation, especially in the
area of refactorings [MS04, MT04, PR03, SPTJ01, KHK03]. These approaches
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either directly start with a formal model or operate on UML models, using a
formal semantics for some of the UML diagrams. While most of these approaches
define specific model transformations, we will take the contrary approach here
and develop a technique for a posteriori verifying the correctness of a given
transformation.

An ideal starting point for verifying model transformations in a formal context
is the notion of refinement, used as the development method in formal meth-
ods [DBO01, dE98]. Designed with the intention of guaranteeing substitutability,
refinement is a suitable correctness criterion for model transformations. Most
formal approaches to model transformations only apply to a single specification
formalism, i.e., a single view in the model. The same is true for refinement. For
models or specifications consisting of multiple views specified in different for-
malisms, different refinement concepts have to be applied in combination. This
has led to extensive work on understanding how different notions of refinement
fit together [He89, Jos88, BD02, DB03]. For example, one can show that a joint
usage of data refinement (on a static view) and process refinement (on a dy-
namic view) guarantees behaviour preservation for models incorporating both
views.

However, not all model transformations can be neatly divided into smaller
transformations operating on a single view. Some transformations go across
views, e.g., aspects are being moved between views or changes on one view
are based on properties of other views. Such transformations will be the focus
of this paper.

We encountered this problem in a project where UML was used to generate
first a formal model, and from this Java code [MORWO04] was developed. The
translation to Java usually first necessitated alterations to the formal model,
particularly the state-based view which made up most of the Java program.
These transformations often turned out not to be refinements anymore (and
thus not, individually, behaviour preserving), but — in connection with the other
views — still were behaviour preserving. There was, however, no suitable proof
technique for showing this at hand (besides those of computing the complete
semantics of both models and directly comparing them). The purpose of this
paper is to develop such proof techniques.

The particular formal notations we use here are Object-Z [Smi00] for data-
oriented modelling (the static view) and the process algebra CSP [Hoa85, Ros98]
for the dynamic view and for architecture specification. Our platform indepen-
dent models are thus written in languages which allow abstract specification
(nondeterminism, underspecification etc.) and leave out implementation details.
For the platform specific models we use the same formalisms but then impose
restrictions on the specification (no nondeterminism, bounded data types only,
etc.) which mimic platform specific features found, e.g., in Java. We also use
UML diagrams to describe the architecture of the overall system. Using the
translation proposed in [MORWO04], the proof technique for transformations de-
veloped here is thus also transferable to UML models when written in the profile
employed in [MORWO4].
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The paper is structured as follows. Section 2 starts with a motivating exam-
ple of transformations incorporating more than one view. The transformations
that we deal with are changes on the static view which conjunctively add new
constraints to the model. Section 3 presents our notion of correctness for model
transformations. Section 4 explains the technique used for showing behaviour
preservation for transformations incorporating multiple views, which consists of
two aspects: a check for i/o independence of the new constraint and a trace
check on projected components. Section 5 describes some tool-support for the
technique, and in particular for the trace inclusion. Finally, Section 6 concludes
and discusses related and future work.

2 Case Study

Our running example is the holonic manufacturing system [Weh00]. This system
processes workpieces (initially stored in some in-store) by a number of machines
and finally stores them in an out-store. The transportation of workpieces in
the factory is carried out by autonomous (also called holonic) transportation
units (abbreviated HTS = holonic transportation systems). Transportation is
not regulated by a central control but achieved via negotiation between stores,
machines and HT'S’. Once a store or machine has a workpiece to be transported it
asks the transportation units for offers about the costs of such a transportation.
Having obtained all offers it chooses the one with the smallest cost and orders it.
Our model shows just one small part of the case study concerning this negotiation
(which we further simplify to ease readability).

2.1 Model 1 — PIM

The initial model consists of three views: A static view describing (just one) class
with attributes and methods, a dynamic view describing a protocol of interac-
tions for this class and a composite structure diagram describing the architecture
of the system.

Static view. The static view is given in Object-Z, an object-oriented state-based
specification formalism. The role of Object-Z in our model is similar to that
played by class diagrams with OCL constraints in UML models: it describes
variables and methods of classes with class invariants and pre- and postcondi-
tions. A class specification starts with a definition of the interface of the class,
followed by a declaration of its state (its variables) together with an init schema
giving restrictions on initial values of variables. After that a number of method
schemas define the methods of the class. Here, primed and unprimed variables
refer to the after and before states respectively; input and output parameters are
decorated with 7 and ! respectively, and are undecorated if they are used for ad-
dressing objects. The predicates appearing in the schemas of methods (com ...)
state pre- and postconditions of methods (in UML, this would be specified in
OCL). The precondition acts as a guard for method execution; outside the pre-
condition method execution is refused (i.e., it is blocked).
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Machine

method offer : [h : Hts; cost? : Cost]
method order : [h : Hts]

local chan choose

Init
offers : seq(Hts x Cost) offers = ()
orderTo : Hts
com offer com order
Aloffers) Aloffers)
h : Hts, cost? : Cost h : Hts

offers’ = offers ™ ((h, cost?)) h = orderTo A offers’ = ()

com choose
A(orderTo)

Ji: 1. #offers,n : Cost e
offers i = (orderTo’,n) AVj # 1 :n < second(offers j)

This specification defines a class Machine which includes two public methods
offer and order and a private method choose. It has a variable offers storing
the name of the offering HTS’ together with the cost, and a variable orderTo
describing the destination HTS. The type Hts is the names of transportation
units and Cost a fixed range of natural numbers. Method offer changes the
variable offers (denoted by having offers in its delta-list), and appends the next
offer to the end of the sequence. Method order orders the transportation unit
which is currently assigned to attribute orderTo and empties sequence offers.
Method choose chooses the HTS with the cheapest offer in the sequence and
assigns it to orderTo. The static view also contains a number of classes for
stores and transportation system, these are elided here.

Dynamic view. In the dynamic view every class in the system may, in addition,
have a protocol regulating the allowed ordering of method invocation. For class
Machine it is the following, given as a CSP process description®.

main = FindHts; main
FindHts = |||nems offer.h; choose — order — SKIP

! Alternatively, we could also have used a simple state machine for describing this
protocol (and translate it to CSP in order to verify the model transformation later).
Such a translation is employed in [RWO03].
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This process description specifies the protocol for class Machine to be a repeated
execution of getting offers, followed by choosing an offer and ordering it. In
the CSP, main defines the dynamic behaviour of Machine, ||| is the parallel
interleaving operator, offers are obtained from the HTS’ in parallel; — and ;
are sequencing operators; SKIP denotes termination. Again we elide methods
of Machine that were not included in the above class specification (e.g., those
concerned with loading, unloading and processing workpieces).

Architecture. As a third view on our system we incorporate a UML 2.0 composite
structure diagram (Figure 1) in our model. It describes the architecture of the
system, again just giving the interconnections for Machine, which communicates
with objects of class Hts via two ports corresponding to methods offer and order.
The structure diagram also fixes the number of components in the system: here
two machines and three transportation units.

System

hts=hl Ih2lhi

hts:Hts[3] |- :Machine[2]

Fig. 1. Partial architecture of manufacturing system

These three specifications make up our first model.

2.2 Model 2 - PSM

Next, we modify our first model in order to improve its implementability in
a programming language, i.e., we make a transformation towards a platform
specific model. The target language in the project that motivated this work was
Java, however, here we just assume that our target language requires

— methods to be deterministic,
— methods to be totally defined, and
— data types to be bounded.

This necessitates three changes in our model. The private method choose is non-
deterministic since it chooses an arbitrary HTS out of those with the smallest
number, and it is only partially defined since its predicate just fixes an out-
come for nonempty sequences. The sequence offers used to store offers coming
from transportation units is furthermore unbounded. We thus need the following
transformations:
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1. Determinism. The change necessary to make choose deterministic is the
addition of n = second(offers j) = i < j to its predicate. If more than one
HTS has given a minimal offer, the first one in the sequence offers is chosen.

2. Total methods. For making choose total, we have to state what should happen
in case that choose is called when the variable offers is empty. Here, we
simply specify non-emptiness of offers to be a precondition for choose and
thus add offers # () to the schema.

3. Bounded data types. Finally, we have to fix an upper bound for the size of
offers. We do so by adding a class invariant to the specification restricting
the size of offers to three (we will soon see why three is sufficient): #offers <
3. Note that we thus implicitly specify method offer to be blocked once the
sequence has reached size three.

The dynamic view and the architecture remain unchanged. The resulting plat-
form specific model thus consists of the following new class specification together
with the same CSP process main and the same structure diagram.

Machine2

offers : seq(Hts x Cost)
orderTo : Hts

H#offers < 3

com choose
A(orderTo)

offers £ )
Ji: 1. #offers,n : Cost e
offers i = (orderTo’,n) AV j # i : n < second(offers j)
A n = second(offers j) =i < j

This completes the specification of our platform independent and platform spe-
cific model. Next, we are interested in showing correctness of the employed model
transformation.

3 Behaviour Preservation and Refinement

For a formal proof of correctness of model transformations (which we aim at)
we first of all need two things: a formal semantics for our models and a notion
of correctness, based on this semantics.
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Semantics. Each individual (Object-Z, CSP, etc) formal modelling notation has
its own semantics. However, these notations are combined, and thus we need to
determine how the semantics of the individual views make up the semantics of
the entire model. In fact, this is constructed in two steps (see [Fis97, OWO05] for a
more detailed description) as follows. First, every Object-Z class is translated to
CSP and combined with the CSP term of its protocol via parallel composition.
The parallel composition is acting as a kind of conjunction here, both restric-
tions on the behaviour from the Object-Z and from the CSP are conjoined. The
Object-Z part provides the data-dependent restrictions on the behaviour (and is
thereby implicitly specifying possible orderings of method executions), whereas
the CSP part focuses on data-independent orderings. Then, as the next step,
the thus constructed CSP processes are combined according to the structure
laid down in the structure diagram. For example, here we get

Ma = CSP(Machine) ||{order,offery main

as semantics of class Machine. The synchronisation set {order, offer} attached to
the parallel operator fixes the joint communication between the CSP processes.
Assuming a definition of class Hts we then get the following out of the struc-
ture diagram as the semantics for the complete platform independent model
(following a translation proposed in [FOWO01]):

System = (Hts(h1) ||| Hts(h2) ||| Hts(h3)) ||{ofer,ordery (Ma(1) ||| Ma(2))

In the same way we can obtain the semantics of the platform specific model
which we refer to as System2.

Correctness criterion. Given the semantics of the combined model, we need to
choose a suitable correctness criterion to determine which are acceptable model
transformations. Specifically, model transformations are expected to preserve
the overall behaviour of upper level models in platform specific models. While
certain details are added, the changes made should still be unobservable to users
of the system. This can either be achieved if the semantics of the two models
are equivalent or by requiring the platform specific model to be a refinement of
the platform independent model. Unless the added details result in equivalent
models, it is likely that refinement will be the most suitable notion.

Furthermore, refinement is the notion of correctness employed in a formal
development of programs. Refinement (provably) achieves the above required
substitutability: if two models are in a refinement relationship, users cannot de-
tect whether the original model or its refinement has been used. Refinement is
therefore a suitable correctness criterion for evaluating model transformations
in this context.

The modelling notations used for the static and for the dynamic view are
both equipped with a well-defined theory of refinement. The notion of refine-
ment associated with Object-Z (and Z, B, VDM etc) is data refinement [DB01],
which allows changes of data types and operations as long as the change remains
unobservable to a user of the system. We write A T, C if the Object-Z class C
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is a data refinement of class A. Note that the more abstract specification is on
the left hand and its refinement on the right hand side.

The associated refinement concept for the dynamic view (CSP) is that of
process refinement (failures-divergences refinement [Ros98]), denoted P C, @
if @ is a process refinement of P. It basically allows to reduce nondetermin-
ism in a process specification while keeping the required functionality. Like data
refinement it guarantees substitutability and thus is suitable for model trans-
formations. The semantic basis for the architectural view is CSP as well, thus
process refinement is also applicable for changes on the architectural view. Both
notions of refinement are moreover transitive which allows for a safe composition
of model transformations.

So far this gives us refinement concepts for every individual view. Since the
semantic domain for the entire system is CSP (or, to be precise, its seman-
tic domain), behaviour preservation from one model to another is defined as a
process refinement relationship between the models. The compositional way of
defining the semantics allows for a smooth integration of the different refinement
concepts, namely the following holds:

AC, C = CSP(A)C, CSP(C),  and

PiC,Prand Qi T, Qo= P || P25y Q1 || @2

This allows us to separately use data refinement as the correctness criterion for
model transformations on the static view, and process refinement for the dynamic
and structural view while still achieving a process refinement relationship for the
complete model.

This compositionality is sound, but not complete. That is there are valid
transformations which cannot be studied in isolation in the individual views.
This is the case for our example. We again look at the three changes made to
our static view.

1. Determinism. The first change was introduced to make a method determinis-
tic. This is a classical change allowed by data refinement: the nondeterminism
in a specification is reduced and one possibility out of a number of possible
outcomes of a method is chosen. The transformation can safely be qualified
as being correct.

2. Total methods. The second change introduced a precondition for a method.
This change modifies the behaviour of the class: while the method was always
executable before (though with an undefined outcome in some cases), it is
now sometimes refused. If the class is considered in isolation this change is
observable by a user and not covered by data refinement.

3. Bounded data types. The third change is observable as well: the length of the
sequence offers has been restricted and thus executability of method offer
has implicitly been altered.

Of these three sub-transformations on individual views, only the first one (in the
static view) is covered by the standard refinement concept. Hence Machine [Z4
Machine2. In the following we will specifically treat the two problematic changes.
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Both changes are of the same type: We have conjunctively added a new constraint
(in our modelling language, a predicate) to the static view. Moreover, the changes
are behaviour preserving when considered not in isolation but in connection
with the two other views. The architectural view fixes the number of HTS’ in
the system (to be three) and the dynamic view for class Machine limits the
number of offers without an intervening order (which empties the sequence) to
the number of HTS’. It furthermore allows choose only after some preceding
offer, thus it will never be called on an empty sequence anyway. Thus when
combining all views, model 2 does preserve the behaviour of model 1, that is,

System &, System?2

indeed holds.

In the next section we develop a technique to tackle such cases. In particular,
the technique avoids one having to compute the semantics of the two complete
models (on which a comparison could of course show behaviour preservation),
and instead just compares certain parts of the models. We thus aim to regain a
certain degree of compositionality.

4 A Technique for Single View Transformations

In the sequel, our setting is always the following. We are given two models, both
consisting of one or more? classes specified in Object-Z (static view) together
with protocol descriptions in CSP (dynamic view) plus a structure diagram
fixing the components in the system and their interconnections. We will consider
changes to the static view which are conjunctive (as those above), i.e., which
conjunctively add new restrictions to the static view. Denoting the class in the
higher level model A and its corresponding class in the platform-specific model
C we thus have transformations of the type

A

U
C:AN Con

where Con is an additional constraint (e.g., we generated Machine2 from
Machine by conjunctively adding a constraint to its methods). Constraints can
appear as pre- and postconditions in method specifications, as class invariants
or as constraints on the initial state. The dynamic view and architecture stay as
before. We let Prot denote the CSP process description for the protocol of class
A. The role of the architectural view here is the instantiation of components:
it fixes the number and names of components that the CSP part may refer to.
We denote this instantiation by writing Prot(arch). (In our example, the CSP
process is parameterised in the set Hts which is instantiated to {h1, h2, h3} by
the structure diagram.) The problem to be tackled is thus the following:

2 In case of more than one class, the technique simply has to be applied to every class.
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Find conditions on A, Con and Prot(arch) such that the following holds
CSP(A) || Prot(arch) C, CSP(A A Con) || Prot(arch)

Our main theorem below isolates two conditions, C1 and C2 which are sufficient
for this to hold.

In our case study the overall models were behaviour preserving since, al-
though the static view changed, the CSP forbids the "new behaviour” anyway.
To apply this type of argument in general, the conjunctive change has to be
i/o-independent. A formal definition of i/o-independence based on a transition
system semantics for Object-Z is given below, however, intuitively, a change is
i/o-independent if the new behaviour does not depend on values of parameters
of method invocations. This is sufficient to show that the overall models are be-
haviour preserving since the CSP part is not making restrictions on inputs and
outputs of methods and can therefore not rule out i/o-dependent new behaviour.

The formal definition is the following, where for a trace tr : Events* over a
set of method names M we first define tr [ M to be the sequence obtained by
stripping off the values for parameters. For tr = (offer.h1.5, offer.h2.8, order.h1)
we for instance have tr [ M = (offer, offer, order).

Definition 1. Let A and C be two Object-Z class specifications such that C =
AN Con. Let T(A) = (Qa,— 4,Ina) and T(C) = (Qc, — o, Inc) be their
transition systems. (By construction of the semantics and C being A A Con we

have Qc C Qa).
Con is i/o-independent iff the following holds for all traces tr : Events*,
methods m of the class and possible parameters i and o:

Vg € Inc, qn € Q_C :
qo i>C Gn, Gn 25 c Nn A
=Vq) € Inc, ¢, € Qc,i', 0, tr' : Events* :

a o, ¢ nstr [ M=t'M=q, mile, c

m.s.0

This definition relies on the on a transition system semantics for Object-Z and
CSP specifications. For Object-Z specifications, this can either be derived from
their corresponding CSP processes or given directly. For a CSP process P the
transition system is derived via an operational semantics (see [Ros98]), i.e.,
T(P) = (Lesp, —, {P}) with the states Logp being the set of all CSP terms, —
derived by the rules of the structured operational semantics and P itself being
the initial state. The semantics for the combination of both parts is obtained
by combining the semantics of the two views via CSP parallel composition, syn-
chronising on all events in the intersection of the alphabets of the individual
views. This has the effect that both the Object-Z and the CSP restrictions on
the behaviour of the class are obeyed in the combination.

There is a proof technique which can be used to show i/o-independence of
a conjunctive change of an Object-Z classes without computing the transition
systems, namely by defining a simulation like relation between the two classes.
States are equivalent in this relation if they are reached by the same method
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calls (regardless of i/o-parameters). One then has to check that on related states
Con only blocks method calls due to their name, and not their i/o-parameters.
For example, in our case study states are related if offers has the same size: the
size of the sequence in a particular state does not depend on parameters of pre-
vious offers (and also not of order and choose), it just depends on the number
of method executions. The addition of Con = #offers < 3 then means that the
ability to do an offer, order or choose method does not depend on the para-
meters of the methods, but just on which method is attempted. That is, if one
offer.h.c is blocked, they all are. The added precondition (offers # ()) is similar.

In fact for our case study, we can syntacticly check this condition: with the
methods given every predicate that only refers to the size of a sequence is i/o-
independent (note that this does for instance not apply to sets?). Thus both new
constraints #offers < 3 and offers # () are i/o-independent.

Once this has been established the check to be carried out is whether the CSP
part sufficiently restricts the behaviour of the class so that the constraint does
not introduce new behaviour. This is the case if

traces(Prot(arch)) | M C traces(CSP(C)) | M

holds. Here, M is the set of all method names, traces(P) the set of all traces,
i.e. sequences of events, that a CSP process P can perform and | a projec-
tion operator on traces which removes all parameters from the events (e.g.
(offer.h1.5, offer.h2.8, order.h1) [ M = (offer, offer, order)). If the protocol only
allows a subset of the traces of the constrained class C' anyway, then the new be-
haviour of C' (its new refusals) is not new when conjoining it with the protocol.
Note that we only have to compare the projections of the traces here (omitting
parameters) since we required i/o-independence.

These two conditions together are sufficient for checking correctness of such
model transformations.

Theorem 1. Let A, C be Object-Z classes such that C = A N Con, and let
Prot(arch) be the CSP protocol description for the classes, instantiated accord-
ing to some architectural specification. If

(C1) Con is i/o-independent and

(C2) traces(Prot(arch)) | M C traces(CSP(C)) | M

then CSP(A) || Prot(arch) T, CSP(C) || Prot(arch).

This gives us a technique for proving model transformations on the static view
of the type A = A A Con to be behaviour preserving: check condition C1 on
A, C and Con and condition C2 on Prot and C. Whereas the first condition
can be checked on a single view, the second condition is a check across views.
The next section explains a tool-supported way of checking this condition and
exemplary shows this for our case study.

3 Whereas the size of a sequence essentially depends on the number of elements ap-
pended to or removed from the sequence the size of a set depends on the actual
elements that have been put in.
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5 Checking Condition C2

A tractable way of checking condition C2 is by actually carrying out the transla-
tion of the Object-Z class to CSP, and afterwards using the CSP model checker
FDR [FDRO7] for checking trace inclusion. The translation of Object-Z to CSP
follows an approach outlined in [FW99]. The class is translated into a CSP
process (e.g., Machine2 becomes: process 0Z(offers,orderTo) given below)
parameterised with the variables of the class. The behaviour of this process is
a choice (in CSP [1) over all possible method executions followed by a recur-
sive call to the process possibly with modified instantiation of variables. The
precondition of a method acts as a guard to the method execution (denoted &).
The definition of data types (HTS) is derived from the structure diagram. This
generic process is then instantiated with initial values as given by the Object-Z
specification. The check for trace inclusion can be performed by FDR provided
the state spaces of both processes (the protocol and the translated Object-Z
class) are finite.

Below, the CSP specification of both the protocol and the Object-Z class can
be found in the syntax of the FDR model checker.

-- declaration of data types
datatype HTS = hl | h2 | h3
Hts = {h1,h2,h3}

Costs = {1..5}

-- declaration of channels

channel offer : Hts.Costs

channel order : Hts

channel choose

channel offerProj -- channel offer without parameters
channel orderProj -- channel order without parameters

—-- CSP process of protocol
main = FindHts; main
FindHts = (||| h : Hts @ offer.h?x -> SKIP); (choose -> order?x -> SKIP)

-- CSP process of class Machine2
Machine2 = 0Z(<>,h1)
0Z(offers,orderTo) =
(offers != <> & let
ot = first(min(offers))
within choose -> 0Z(offers,ot))
[1 (length(offers) < 3 & offer?h?c -> 0Z(offers~<(h,c)>,orderTo))
[1 (order'!orderTo -> 0Z(<>,orderTo))

-- projections of main and Machine2 to method names (by renaming)

mainProj =
main[[offer.h.c<-offerProj,order.h<-orderProj|h<-Hts,c<-Costs]]

Machine2Proj =
Machine2[[offer.h.c<-offerProj,order.h<-orderProj|h<-Hts,c<-Costs]]
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Projection is defined by renaming all channels to ones without parameters. The
check for trace inclusion can be carried out by asking FDR to verify the following
assertion:

assert Machine2Proj [T= mainProj

This returns a positive answer. Hence we have now succeeded in showing both
condition C1 and C2 for the two ”"non-refinement” changes on the static view.
Thus the model transformations are valid according to our chosen notion of
behaviour preservation and can - due to transitivity of refinement - safely be
combined with any data refinement change, as for instance our first change to
the model (determinism of method).

6 Conclusion

The aim of this paper has been to derive techniques whereby model transforma-
tions can be verified even if the sub-transformations on the individual views are
not behaviour preserving. We have placed this work in the context of combina-
tions of Object-Z and CSP, however, it should be clear that the techniques we
have discussed could be transferable to other integrations. In particular, they are
applicable to (parts of) UML models, e.g. when written in the profile proposed
in [MORWO04]. The work presented here covered the class of conjunctive changes,
and this can be combined with changes of type data refinement and process re-
finement. Thus, more complex model transformations can be verified as well if
they can be shown to be composed out of smaller, correct transformations.

Related work. Research on refinement and on model transformations is a very
broad field. In relation to our work it might best be classified using the following
two criteria. The first one is the number of views treated. There are (a large number
of) approaches to refinement /refactoring/model transformations treating a single
view only (or multiple views, but separately), e.g. [LB98, MS04, MT04, PRO3],
[SPTJ01, KHK"03, BHTV04, KHE03, Whi02] and all classical definitions of
refinement, but there is only a small number of approaches treating multiple
views together [BPPT03, DS03, TS02]. A second criterion for classification are
the techniques employed. While a lot of a work is carried out on defining model
transformations, most with the ultimate goal of automating them, others are
working on a posteriori verifying model transformations. The first category is
sometimes also called the operational and the second one the relational approach.
According to this classification our work falls into the category verifying multiple
view transformations. We shortly comment on some related approaches.

Our approach uses a standard notion of refinement as a correctness criterion
for model transformations. The use of refinement concepts can for instance also
be found in [MS04] (Object-Z class refinement), [BHTV04] (refinement between
graph transformation systems), [PR03] (refinement of data-flow architectures)
and [TS02] (CSP process refinement). Transformations involving more than one
view are treated in [BPPT03] where refactorings for class diagrams and (simple)
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consecutive modifications on state machines and sequence diagrams are defined.
Relational approaches, i.e. validations of transformations, involving more than
one view can be found in [DS03] where Object-Z/CSP classes are split, and in
the work of Schneider and Treharne (e.g. [TS02]). The latter have considered the
refinement of integration of CSP and B, and have discussed sufficient conditions
such that the structure of a system changes. They for example isolate conditions
by which refinements can be checked which are not compositional. This is similar
to what we wish to achieve here. But the work looks at the general scenario,
whereas our aim was to exploit the consequences of a particular situation.

Future work. A further paper will explore the extension to situations where
we have simultaneous changes in the CSP part whereby new events are added
and when new operations are added in the Object-Z part. We are furthermore
interested in developing transformation patterns which can then by construction
guarantee behaviour preservation. This is already partly the case since we had
a syntactic check of one condition.
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Abstract. The problem of finding an approximation to a labeled Markov transi-
tion system through hyperfinite transition systems is addressed. It is shown that
we can find for each countable family of stochastic relations on Polish spaces
a family of relations defined on a hyperfinite set that is infinitely close. This is
applied to Kripke models for a simple modal logic in the tradition of Larsen and
Skou. It follows that we can find for each Kripke model a hyperfinite one which
is infinitely close.

1 Introduction and Motivation

The methods of non-standard analysis, originating with Robinson and Hewitt, and go-
ing back as far as Newton and Leibniz, permit to combine the simplicity of finite mod-
els with the elegance of general approaches. The method of relating these seemingly
incompatible ways of looking at things may roughly be described through the follow-
ing pattern (see e.g. [14]): first, the original problem is translated into a non-standard,
preferably hyperfinite setting, then it is solved in this context, preferably with finite
methods, and it is finally cast back into the original setting through techniques like
taking standard parts. An instance of this approach to probabilistic problems may be
studied with Anderson’s beautiful representation of Brownian motion [16, § I1.3]. In
fact, probability theory and its applications are a field in which this setting in the past
has turned out to be most fruitful. Not surprisingly, mathematical economics with its
strong orientation towards measure theoretic methods is another field in which these
methods bear fruit. For example, consider the case that there is a universe of customers
with each individual having infinitely small influence, but that, as a whole, the cus-
tomers’ influence on the market is not negligible. It seems to be difficult to model this
situation within the finite/infinite dichotomy; using methods from non-standard analy-
sis, however, yields satisfactory models, see [20].

When looking at stochastic models in concurrency, a similar problem occurs: gen-
eral models give general insight into the problems at hand, but finite models are easier
to handle, although they sometimes tend to oversimplify the mathematical structure,
thereby concealing its proper nature. It gives usually more insight into modeling a prob-
lem using a general, continuous model, but these models tend on the other hand in all
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their generality to be difficult to handle. The proverbial best of two worlds would be
a model which argues from a finite point of view, but which also permits casting its
results into a general framework.

This paper proposes a way of combining the infinite and general approach with a
finite one. We show that each labeled Markov transition system is approximated by a
hyperfinite one, hence by a system which is based on a finite scenario. This bridges the
gap — appearing to be insurmountable — between seemingly inaccessible infinite prob-
abilistic transition systems on the one hand and their finite, less complicated cousins on
the other hand. We show that this idea may be carried over to probabilistic Kripke mod-
els for modal logic (which have at their very heart labeled Markov transition systems):
given a model for a modal logic, we can find an infinitely close hyperfinite model.

Technically, we need to make a topological assumption for this to work: the state
spaces of the transition systems should be Polish. These spaces underlie most investi-
gations in this area anyway (take [6, 11,7,21] as samples). We cast the problem into
a slightly more general form: given a countable family of stochastic relations between
Polish spaces X and Y, we investigate finding stochastic relations on hyperfinite spaces
that are infinitely close. This scenario is then utilized for the case of labeled Markov
transition systems, and for Kripke models of a simple modal logic with a given set of
actions.

The paper is organized as follows: section 2 discusses some preliminaries, it chiefly
defines stochastic relations and transition systems. Section 3 shows that we can find
a hyperfinite approximation for the general scenario and specializes this to transition
systems; this section makes essential use of Loeb’s and Anderson’s work on the relation
between standard and non-standard measures. Section 4 defines two sorts of Kripke
models, and an approximation result is established as well. Related and further work
are indicated in sections 5 and 6. Appendix A gives a very brief overview of the notions
of non-standard analysis that are used in this paper.

2 Stochastic Relations

This section collects some basic facts from topology and measure theory for the reader’s
convenience and for later reference. It defines stochastic relations.

A Polish space (X, T) is a topological space which is second countable, i.e., which
has a countable dense subset, and which is metrizable through a complete metric. A
measurable space (X, A) is a set X with a o-algebra A. The Borel sets B(X, T ) for the
topology 7 are the smallest o-algebra on X which contains 7. Given two measurable
spaces (X, .A) and (Y, B),amap f : X — Y is A - B-measurable whenever f 1 [B] €
Aforall B € B.

If the o-algebras are the respective Borel sets of some topologies on X and Y, resp.,
then a measurable map is called Borel measurable or simply a Borel map. The real
numbers R carry always the Borel structure induced by the usual topology which will
usually not be mentioned explicitly when talking about Borel maps.

When the context is clear, we will write down topological or measurable spaces
without their topologies or o-algebras, resp., and the Borel sets are always understood
with respect to a topology under consideration.



Hyperfinite Approximations to Labeled Markov Transition Systems 129

Denote for a measurable space (X, A) by & (X,.A) the set of all subprobability
measures on (X,.4) which is equipped with the weak*-c-algebra for a measurable
structure. The latter o-algebra is the smallest o-algebra on & (X, .A) which renders all
maps ¢ — (D) measurable, where D € A. If X is a Polish space, then & (X)) is
Polish in the weak topology. This topology is the smallest topology on & (X) which
renders all evaluation maps i — | « [ dp continuous, where f : X — R is continuous
and bounded. It is well known that the weak*-o-algebra constitutes the Borel sets of
the weak topology.

Definition 1. Given two Polish spaces X and Y, a stochastic relation K : X ~» Y
between X and Y is a Borel map from X 10 & (V).

It can be shown that a stochastic relation is just a morphism in the Kleisli category for
the monad that has the subprobability functor as its functorial part [13]. It is this analogy
that makes a stochastic relation a relation: set theoretic relations are just the morphisms
in the Kleisli category for a monad coming from the powerset functor. Note that we talk
here about monads in the sense of categories; the later use of monads will refer to their
use in non-standard topology'. In probability theory, a stochastic relation is known as
a sub-Markov kernel or a transition subprobability. Hence K : X ~» Y is a stochastic
relation from X to Y iff

1. K(x) is a subprobability measure on Y forall x € X,
2. z — K(z)(D) is a measurable map for each measurable set D C Y.

An A - B- measurable map f : X — Y between the measurable spaces (X,.A) and
(Y, B) induces amap & (f) : 6 (X,.A) — & (Y, B) upon setting for u € & (Y, B) and
DekB

S (f) (WD) = u(f~[D)

It is easy to see that & (f) is measurable. This observation makes & an endofunctor on
the category of measurable spaces with measurable maps as morphisms [13, 10].

Hyperfinite stochastic relations are defined as the non-standard counterparts to finite
stochastic relations. Clearly, if X and Y are finite sets, thenamapp : X x Y — [0, 1]
is a stochastic relation iff Vo € X : 37 .y p(z,y) < 1 holds. Now a translation from
finite to hyperfinite sets will require the same constraint translated, hence this time
not in the unit interval [0, 1] but in its non-standard counterpart *[0, 1]. In addition we
require such a relation to be an internal map; if domain and range of a relation can be
represented in terms of standard notions, the relation should be as well. This leads to
the following definition.

Definition 2. Let X and Y be hyperfinite sets, then an internal map k : X XY —
*[0, 1] is called a hyperfinite stochastic relation k : X ~~ Y berween X and Y iff

> k(w,y) <1
yeyYy

foreachz € X.

! The reader is referred to Appendix A for a very brief discussion of non-standard analysis.
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We usually write k() (y) rather than k(z, y) and extend k to amap X xP (Y) — *[0, 1]
upon setting
k()(B) == k(x)(y)-
yeB
Note that arithmetic and comparisons are in this case performed in *R.
Finally, we need the notion of invariant sets w.r.t. an equivalence relation.

Definition 3. Let ~ be an equivalence relation on a set M.

1. E C M is called ~-invariant iff m € E and m ~ m/' together imply m’ € E.
2. INV (C,~) := {E € C | Eis ~-invariant} are the ~-invariant members of a
Sfamily C C P (M) of sets.

Consequently, £ is ~-invariant iff £ = (J, . [m]_ , thus iff £ is a union of equiv-
alence classes. The Borel sets that are invariant with respect to a countably gener-
ated equivalence relation are rather important in the theory of stochastic relations, see
e.g. [6, 11], and will be shown to play an important rdle here for constructing approxi-
mations as well.

3 Approximating Labeled Markov Transition Systems

This section will demonstrate that a labeled Markov transition system can be approxi-
mated through a hyperfinite one.

Definition 4. Let A be a countable set of actions, and assume that we have for each
action a € A a stochastic relation K, : S ~~ S. Then (S, (Kg)aen) is called a labeled
Markov transition system. It is called standard, if S is Polish, and hyperfinite, if S is
hyperfinite, and if in addition all K, are internal maps.

Thus a labeled Markov transition system models probabilistic state transitions: if the
current state of the system is s € S and the action a € A is taken, then K, (s)(B)
is the probability for the new state to be a member of set B. Since K,(s)(S) < 1
is not excluded, it is possible that the system does not enter a next state at all, for
example when a computation is modeled that does not terminate. If we are working
with a hyperfinite system, the transition laws K, are internal maps, so we can assign to
each state s’ the probability K, (s)(s’) with which it will be the next state after action
a. Since S is internal as well, we may write S = ((S,,)) for sets S,, that are finite
almost certainly (abbreviated as a. c.; see the explanation of terminology and notation
for non-standard sets in Appendix A). Similarly, K, can be written as (K, ,) with
Ky, o 1 Sy~ Sy a. c. These relations are then standard relations between finite sets, so
that K, (s)(s’) is really (the equivalence class of) a sequence (7, ),y of real numbers
rn With K, o(sn)(s],) = rn a. c. We will demonstrate that we can approximate a
standard labeled Markov transition system by a hyperfinite one. Consequently, we are
able to express the general transition probabilities in a continuous state space through
the probabilities for appropriately chosen discrete events.

When considering K, : S ~» S for Polish S, it will turn out that the respective spaces
for the domain and for the range will be dealt with in different ways. Thus we take K,
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as an instance of a general stochastic relation X ~-» Y with Polish spaces X, Y that may
happen to coincide. Neither are we bound formally too close to the actions; they form
a countable set, so we technically treat for the time being the standard labeled Markov
transition system (.5, (Kg)qca) as an instance of a sequence (K, )nen of stochastic
relations K,, with Polish domain and range spaces. Consequently, we fix in this section
Polish spaces X and Y as the respective domains and ranges for a countable family
(K ) nen of stochastic relations K, : X ~ Y.

The idea of an approximation is then captured in the following definition. It is based
on the following consideration. Suppose we have a stochastic relation K : X ~» Y. We
want to find for each element x in the domain of a given stochastic relation an element
from a hyperfinite set Xy that is infinitely close to x, and we want to find for the sub-
probability K () a reasonably structured sub-probability k(x) on a hyperfinite set Y7
that is infinitely close to K (x). Hence we can argue that the whole relation k& : X ~» Y}
is infinitely close to K : X ~» Y, and the former is based on finite components, as
hyperfinite sets are. In order to formulate the notion of infinite closeness between two
measures we refer to the Loeb construction L(-). A brief summary of this construction
is provided in Appendix A.

A formal translation of these ideas leads to this definition.

Definition 5. Let K = (X,Y, K) be a stochastic relation with Polish XY . A hyper-
finite approximation to K is a hyperfinite stochastic relation (Xy,Yy, k) with these
properties:

1. X; C*X and Yy C*Y,
2. for each © € X there exists ( € Xy with v = stx((¢) and K(z) = & (sty) o
L(x(C))-

Topological properties will be crucial in what follows. To be specific, because Y is Pol-
ish, the measure spaces (Y, B(Y'), K,,(x)) that are induced by the measures K, (x) €
S (Y) have rather special and very convenient properties that are summarized below.
The reader is referred to [18, Theorem 3.4.19] for a proof.

Proposition 1. Let T be a Polish space, pn € & (T') be a sub-probability measure. Then
the measure space (T, B(T), ) has this property: For each Borel set B C S and each
€ > 0 there exists a compact set C C B with (B \ C) < e. o

This property means that (T, B(T), u) is a Radon space (sometimes the property that
the measure of each Borel set can be approximated by the measure of a compact subset
is called tightness). We will need this property because we will refer to work done for
approximating measures on Radon spaces [1, 2].

Givenz € X, n € N, each K, () is a subprobability measure on the Borel sets B(Y")
of Y. By the usual standard procedure, K, (x) is extended to the universally measurable
sets U (B(Y)) of Y; denote this extension again by K, (x). This family { K, (z) | z €
X, n € N} of measures may be approximated on a hyperfinite measure space.

Lemma 1. There exists a hyperfinite set Yy with a hyperfinite set algebra Ay CP (Yy),
foreachx € X afinitely additive measure ky, t(x) on Ay anda Ay—B(Y')-measurable
map S : Yy — Y with K,,(2)(B) = L(kn ¢(x))(S7' [B]) foralln € N,z € X and
B e B(Y).
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The proof of Lemma 1 follows Anderson’s proof [1, Corollary 3.4]. Some minor mod-
ifications take the fact into account that we do want to approximate a whole family of
measures rather than a single one. The present proof is broken into a series of auxiliary
statements.

We show first that a suitable algebra exists on which we can define our measures.
The argumentation is very similar to that used by Cutland in the proof of [4, Theorem
1.14] or by Anderson in [1, Corollary 3.4]. It is noted that the algebra constructed here
is independent of any measure; this is different from Anderson’s argument. We provide
the argument explicitly for making the paper self-contained.

Lemma 2. There exists a hyperfinite algebra Gy on *Y with
{fC1CeuUBY))} gy CUBY)).

Proof. Given a finite subset F of U (B(Y")), there exists a finite algebra Az with F C
Agz. Consequently, the family of algebras {A;cy | C € U (B(Y))} has the finite
intersection property, so the set

(" Ay | C €U (B(Y))}

is not empty by the Enlargement property (see Appendix).

The algebra G induces an equivalence relation ~g, on *Y" upon setting
Y1 ~g, e iffVAE€ Gy iy € A yp € A

It is plain that each element of G is an ~¢,-invariant set. The ~¢,-equivalence class
of y is denoted by [y}gf. Since

g, =[ Al A€Grye AN({'Y\A|A€Gsy ¢ A},

and since the power set of a hyperfinite set is hyperfinite, the factor space is hyperfinite
again.

The classes for near standard elements of *Y" are related to the monads of the respec-
tive standard parts. This property is called S-separation in [1].

Lemma 3. Let y € ns(*Y') be a near standard element of *Y, then its class [y]gf is
contained in the monad monad(sty (y)). Moreover, ~g, is contained in the kernel of
sty.

Proof. Let T be an open neighborhood of sty (y), then by construction monad(sty (y))
C *T, and since plainly y € monad(sty (y)), we find that y € *T. The set T is open,
hence it is universally measurable, consequently we know that *T" € Gy, thus *T" is
~g,-invariant. But this entails [y]gf C *T. Since T was arbitrary, we conclude that

lylg, € m{*T | T open,y € T} = monad(sty (y)).

The second part [1, Remark 3.2] is rather immediate: if sty (y1) € G, and y1 ~g, yo,
then yo € [yl]gf C monad(sty (y1)), thus sty (y2) = sty (y1) € G.
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Corollary 1. The inverse image st{,1 [G] of an arbitrary G C'Y is ~g,-invariant.

Proof. (of Lemma 1)
0. It can be shown that ns(*Y") is a universally measurable subset of *Y" with

Vo€ X : L(*K(2))("Y \ ns(*Y)) = 0,

thus we may and do assume that *Y" = ns(*Y").

1. Construct Gy according to Lemma 2, define the hyperfinite set Y; := *Y /G and
let Ay be the terminal algebra on Y with respect to the factor map ng, : *Y — Y and
INV (L(Gy),~g,) , so that

Ap ={ACYy g} [A] € INV (L(Gr),~g,)}-

Define S := sty o ng_fl, then S is well-defined by the second part of Lemma 3.
Moreover, S is Ay-B(Y)-measurable. First, one notes that ”§f1 [ng, [G]] = G for

each ~g,-invariant GG, and then one notes from [1, Theorem 3.3] that st{/1 [B] €
INV (L(Gy), ~g, ) for each Borel set B € B(Y'). This settles measurability.

2.Putforn € Nyz € X and A € Ay ky s(x)(A) = *Kn(a:)(ng?fl [A]), then
kn,f : Ay — *[0,1] is an internal map. We have for each z € X and each Borel set
B e B(Y)

K (2)(B) = L("K,(2))(sty" [B])
L(kn,f(2))(ng, [sty" [B]])
= L(kn,(2))(S7" [B)).

This caters for the range of the stochastic relations in question. Summarily, it says that
we can find for K, (x) a measure defined on a hyperfinite algebra which comes infi-
nitely close to K, () but has the characteristics of a finite measure, i.e., is concentrated
on points. This construction can be performed in a way which makes the domain for the
approximating measure independent of K, ().

We will turn to the domain of x — K, (x) now and show that there can be found a
hyperfinite set the members of which will be infinitely close to the members of X .

Lemma 4. There exists a hyperfinite set F' C * X so that

1. given x € X there exists { € F such that stx (¢) =z
2. G(stx)oL(*K,)(¢) = K,(stx({)) forall¢ € F,n e N.

Proof. 0. It is no loss of generality to assume that K,, is a weakly continuous map
X — 6 (Y) for each n € N, where the latter space has the weak topology. In fact,
let 7 be the given topology on X. Since the map K,, : X — & (Y) is measurable,
and since & (V) is a Polish space in the topology of weak convergence, we can find by
[18, Corollary 3.2.6, Observation 2] a topology 7’ with 7 C 7 such that the Borel
sets of the given topology coincide with the Borel sets of 7’ and such that each K, is
continuous with respect to 7’ and the weak topology on & (V) .
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1. We can find a hyperfinite set Fjy with X C Fjy C * X ([4, Theorem 1.14]). Since X
is Polish, it has a countable dense subset (x,)nen, hence by Comprehension (see
Appendix) we can find an internal set F' := {xn | N € *N} C Fj that extends
this sequence. Because F' is an internal set with F' C F{, and Fy is hyperfinite, F'
is hyperfinite as well.

2. Fixn € N. Since K,, : X — &(Y) is continuous when & (V) has the weak
topology, we know that * K, [monad(z)] € monad(K,(z)) holds for every x € X
by [16, Proposition I11.2.3] (the monad on the right hand side is taken with respect
to the weak topology on & (Y'), the one on the left hand side with respect to X).

3. Fix ¢ € X. Since (z,,)nen is dense, we can find for € X an index N € *N
(which is possibly infinite) such that stx (xx) = x. Thus 2y € monad(z), hence
*Ky(zn) € monad(K,(x)). Thus we have K., (x) = stg v (* Kn(7n)). Because
*Ky(z)(*Y \ ns(*Y')) = 0, we infer from [2, Lemma 2] that ste (v (* Ky (2n)) =
L(* K, (xzn)). Thus F is the desired hyperfinite set.

Summarizing, we have established that a stochastic relation on Polish spaces has a
hyperfinite approximation:

Proposition 2. For each countable set (K, )nen of stochastic relations K,, = (X,Y,
K,,) over Polish spaces there exists a family (k5 )nen of hyperfinite stochastic relations
Kn @ X¢ ~ Yy sothat (X¢,Yy, ky) approximates (X,Y, Ky,) for eachn € N,

Proof. 1. The remarks made at the beginning of the proof of Lemma 4 indicate that it
is no loss of generality to assume that K,, : X — & (Y) is continuous. Construct the
hyperfinite set X as in Lemma 4 and (Y}, A%, k5, ¢) as in Lemma 1. Pick from each
class [y}gf an element, and collect all these elements in the set Y. This results in an
internal set. Note that the singleton {[y]gf} is in A’ for each y € Yy, since A’ is an
algebra, and since [y]; € INV (L(Gy),~g,)-

2. Define for ¢ € X,y € Yy £n(C)(y) := kn,r(¢)([ylg, ) then iy + Xp x Y —
*[0, 1] is internal, since k,, 1 is. Consequently, the assertion follows from Lemma 4 and
Lemma 1.

In particular we have

Corollary 2. Each stochastic relation over Polish spaces has a hyperfinite approxima-
tion. B

Looking at relations K, : S ~~ S that model state transitions, the construction leading
to Proposition 2 does not warrant that the approximating hyperfinite relation x,, : Xy ~
Y; may be used to model state transitions as well. This is so since the domain and the
range of the approximating relation are different due to being constructed with different
goals in mind: the approximation for the domain identifies a near standard element
for each element in the domain, whereas the approximation for the range has a near
standard element for the associated measure as a target.

We return to standard labeled Markov transition systems and show that we are able
to approximate them through their hyperfinite cousins.
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Corollary 3. Let (S, (K, )aen) be a standard labeled Markov transition system for a
Polish state space S, then there exists a hyperfinite labeled Markov transition system
(Sf, (Ka)aca) so that k. approximates K, for each a € A.

Proof. Construct Sq ¢, Sy, r and k% : Sy 5 ~> S, ¢ as in the proof of Proposition 2. It is
no loss of generality to assume that Sy r and S, y are disjoint. Define Sy := Sq fUS, ¢,
then Sy C *S is hyperfinite, and define x4 : S¢ ~» Sy through

k2(0)(s), 0 € Saf,8 € Sr g,

Kal(o)(s) 1= @ ;

a(0)(5) { b5(s),  otherwise.

(6, is the Dirac measure on o). Then is it immediate that this constitutes a hyperfinite
approximation to K, : S ~> S.

4 Approximating Models

Given a probabilistic model S for a simple modal logic, we will approximate this model
through a hyperfinite one. This means that for each formula ¢ and each state s of S
which satisfies ¢ we can find a state in the hyperfinite model which is both infinitely
close to s and which also satisfies . This property will be shown to hold conversely
as well: if a state o in the hyperfinite model satisfies a formula, then its standard part
°g = st(o) satisfies .

We work with a simple modal logic, which will be defined now. Fix a countable set
P of atomic propositions, A is again the countable set of actions. The formulas of logic
£ are defined through

pu=TlpleAe|—p]|{a)gy

Here p € P is an atomic proposition, a € A is an action, and ¢ € Q N [0, 1] is a rational
number. The informal interpretation for state s satisfying formula {(a),¢ reads that we
can make an a-move in a state s to a state that satisfies ¢ with probability greater than q.

Accordingly, a standard model S = (S, (K,)aena, V') forlogic £ is defined through a
state space S, which is assumed to be a Polish space, for each action a € A a stochastic
relation K, : S ~» S and for each atomic proposition p € P a Borel set V(p) € B(S)
of states in which p is assumed to hold. Define inductively the satisfaction relation =
with respect to S together with the sets [¢]s := {s € S| S, s = ¢} of states in which
formula ¢ holds:

S,s = Tistrue forall s € S, thus [T]s = S.

S,sEpeseV(p) forallp e P, thus [p]ls = V(p).

S,sE o1 AN iff S, s |E 1 and S, s = o, thus [1 A v2]s = [¢1]s N [e2]s-
S, s | piff S, s |= pis false, thus [-¢]s = S\ [¢]s

S, s = {a)qpiff Ko(s)([¢ls) > ¢, thus [(a)qp]s = {s € § | Ka(s)([¢]s) = g}

The following is well known (e. g. [11, Lemma 5.1]):

Nk wD =

Lemma 5. Let S be a standard model for logic £. The set [p]s is Borel for each
Sformula . —
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Standard models were introduced and discussed as probabilistic variants of Kripke
models in [15, 6, 8] for a simple variant of the Hennessy-Milner logic and studied in
connection with bisimulations. This notion and the study of bisimulations was then
extended in [11] to general modal logics with operators of arbitrary arity [3].

A hyperfinite model F = (T, (ko)aca, W) for logic £ is defined through a hyper-
finite state space 7', for each action a € A a stochastic relation k, : T' ~» T and for
each atomic proposition p € P a hyperfinite set W (p) C T of states in which p is
assumed to hold. The satisfaction relation = and the sets [-]y are defined in exactly
the same way for a hyperfinite model H as for a standard model, e.g. H, ¢ = (a)q¢ iff
ka(t)([¥]#) > ¢ holds (note that the comparison is done in *[0, 1]).

The following statement shows that we do not leave the realm of hyperfinite sets with
[-]#¢; it is a companion to Lemma 5.

Lemma 6. Let H be a hyperfinite model for logic £. The set [¢]x is a hyperfinite set
for each formula .

Proof. We proceed by induction on the structure of ¢. There is nothing to show for T,
and for atomic propositions, and since the intersection of two hyperfinite sets is again
hyperfinite, conjunction is covered, too. If [¢] is hyperfinite, [-¢]x = S\ [¢]x
is hyperfinite as well (this is so because: if a set is not an element of an ultrafilter, its
complement is).

So we need to demonstrate that [(a),p]n = {t € S | ka(t)([¢]n) > g} is a
hyperfinite set, provided [¢]# is one. The assumption that &, is an internal map implies
that for each hyperfinite set ' the map ¢ — k,(t)(F) = >, o p ka(t)(t') constitutes an
internal function. From this observation the assertion follows.

The notion of an approximating model is quite straightforward. Roughly, a standard
model S is approximated by a hyperfinite model H iff each state s with S, s = @ is the
standard part of a state o of H with H, o = ¢, and vice versa, where ¢ is an arbitrary
formula in £. To be specific:

Definition 6. Let S be a standard model with state space S. Then the hyperfinite model
'H with state space Sy is a hyperfinite approximation fo S iff st§f1 [lels] = [l holds
for all formulas ¢ of logic £, where sts, is the restriction of the standard map stg to Sy.

We show that for being an approximation to a given standard model it is sufficient
to approximate the underlying transition system, and to test the validity sets for the
atomic propositions (in addition to the requirement of approximation for the transition
systems).

Proposition 3. Let H = (Sy, (ka)aca, W) be a hyperfinite, and S = (S, (Ko )aen, V)
be a standard model. Assume that (Sy,(kq)aca) approximates (S, (Kg)aca). If
W(p) = st§f1 [V (p)] for each atomic proposition p € P, then H is a hyperfinite ap-
proximation to S.

Proof. 1. The proof proceeds by induction on the formula ¢. The cases T and p for
p € P are trivial, so are Boolean combinations of formulas.
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2. Assume for the induction step that the assertion is true for formula ¢, and let
a € A,0 < ¢ < 1arational number. If s € S,0 € Sy withstg, (o) = sts(o) = s, then

Ka(s)([¢ls) = ¢ & Ka(sts(o))([¢ls) = ¢ (D
L(ka(0))(sts, [lels]) = )
L(ka(0))([e]n) = q 3)
ka(o)([eln) = q )

Equivalence (2) holds because k, is an approximation to K, (3) is just the induc-
tion hypothesis, (4) refers to the construction of the Loeb measure (and the obser-
vation that ¢ > r iff stg(t) > r holds for r € R,¢t € *R). But this means ¢ €
[{a)qe]n iff sts, (o) € [{a)q]s, establishing the assertion.

On account of being able to approximate labeled Markov transition systems, we are
able to approximate standard models as well.

Proposition 4. Let S = (S, (Ky)aea, V) be a standard model, then there exists a hy-
petrfinite model H which approximates S.

Proof. Let (Sf, (ka)aca) be a hyperfinite approximation to (.S, (K4)aca) according to
Corollary 3. Define the model H := (S, (Ka)aca, W) with W (p) := stgf1 [V (p)] for
each p € P. Then Proposition 3 entails that this is a hyperfinite approximation.

Consider the theory Ths(s) := {¢ | S,s |E ¢} of a state s of S. We see that we can
find a hyperfinite model H with the property that T'hq;(c) = Ths(st(o)) for each state
o of H. In addition each state s is infinitely close to a state ¢ in H which has the same
theory.

It should be noted that the logic £ does not enjoy properties that make it unique for
the approximation discussed here. At the core of the discussion lies the approximability
of a labeled Markov transition system by a hyperfinite one, around which the prop-
erty the approximation of models may be grouped. Thus we could easily develop the
same approximation result for a negation free logic, and we could even omit the atomic
propositions, so that we would discuss the same logic that is taken e.g. in [6] as a start-
ing point. Interestingly, we could replace conjunction by disjunction without having to
be afraid of measure theoretic complications.

(EXCURSION: Conjunction @1 A o of formulas implies [p1 A w2 = [e1]m N
[¢2] m- This observation renders the set {[¢]am | ¢ is a formulain the logic} a N-
stable generator of a o-algebra that has important model-theoretic properties;
M-stability is important since it helps to apply the 7m-A-Theorem that is so helpful in
measure theory. END EXCURSION)

This discussion indicates that the approximation result given in Proposition 4 is a sam-
ple for a whole family of similar results, parameterized by the logic under consideration.
We selected logic £ as a paragon; the proofs help illustrating the techniques which are
used to cast the result from transition systems into the logical framework.
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5 Related Work

An approximation of labeled Markov transition systems is given in [5] that approxi-
mate a systems using simpler ones; the approximants are given through suitable quo-
tients in terms of a simple logic that is approximated by the system. This work improves
upon a first metric approximation proposed in [7], that was oriented towards a logic as
well. The approximation has been investigated with respect to convergence for various
topologies that are important in domain theory in [21]. Since there is a natural interplay
between convergence and hyperfinite approximation (non-standard methods were de-
veloped for modeling processes related to convergence, after all), these approximation
results relate to the same spirit as the present proposal. It might be worth noting that
the present approximation for transition systems has been developed independently of
a particular logic; all that matters is given in terms of the measures and the underlying
Polish topologies.

Another line of development is reported in the book [12] by Fajardo and Keisler.
It discusses what is called adapted spaces. These spaces are given through a family
of o-algebras indexed by [0, 1] and are of use in adapted probability logic as a logic
for studying continuous time stochastic processes. Fajardo and Keisler investigate the
relationship between the standard and the hyperfinite versions. This does not involve
approximation properties of labeled Markov transition systems, and Kripke models for
modal logics do not enter the discussion either.

6 Conclusion and Further Work

This paper proposes the use of hyperfinite models for approximating labeled Markov
transition systems and, more general, for stochastic relations on Polish spaces. It is
established that

— For each transition system a hyperfinite system can be found that is infinitely close
to the given one; this also holds for each countable family of stochastic relations.
Here closeness is not measured in terms of a metric but rather through infinitesi-
mals.

— Each probabilistic Kripke model for a modal logic with a countable number of
diamonds is approximated infinitely well by a hyperfinite one.

It is shown that the sets of theories for the standard model and for the hyperfinite
approximation coincide. This brings about a slight déja-vu to the equivalence relation
that plays a role in the famous Hennessy-Milner Theorem on the equivalence of bisim-
ulations and having the same sets of theories: we say that two models £ and F are
HM-equivalent iff

{The(e) |eisaworldin £} = {The(F) | fisaworldin F}

Then £ and F are bisimilar iff they are HM-equivalent. This holds for modal logics
under a light assumption [3], and can be shown to hold for their stochastic counterparts
as well [11].
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This discussion leads straight to the problem of characterizing the approximation be-

havior of morphisms. Suppose F : R; — Ry is a morphism between stochastic relations,
and suppose furthermore that the hyperfinite stochastic relations r; are infinitely close to
R; (i = 1,2), can we find internal maps so that we have a morphism f : r; — ro? This
would permit translating constructions that are easily carried out for finite stochastic
relations, and that can be translated to hyperfinite ones to the general Polish, and (via
some standard constructions, see [10]) probably even to the analytic case. For example,
it is not difficult to establish the existence of semi-pullbacks for hyperfinite relations,
but it requires quite an effort doing so for the general Polish or analytic case [9]. A
non-standard approximation would be of tremendous help here.
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A Appendix: Some Notions from Non-standard Analysis

We give a very brief summary of the constructions needed from non-standard analysis.
For a comprehensive treatment, the reader is referred to e.g. [19], for a tutorial with an
emphasis on measure and probability to [4, 16].

Internal Sets. Let S be a set and U be a free ultrafilter on N. We say that a predicate P on
N holds almost certainly (abbreviated by a.c.) iff {n € N'| P(n)} € U. Define on SN
the equivalence relation g through (z,,)nen 01 (Yn)nen iff £, = y, a.c. Denote by
[(x,)];, the associated equivalence class, and by * S the factor space S™/gy. Similarly,
we define for a sequence (A, )nen of sets ((A,)) := {[(zn)]y | zn € An a.c.}, and
*A=((A,AA,...)). Aisembedded to * A through a — [(a)],,.

Now construct for a set M a sequence V,, (M) of sets inductively through

Vo(M) := M,
Vn+1(M) = VH(M) upP (V;I(M)) )
V(M) = | Va(M).
neN

V(M) is called the superstructure associated with M. If A € V(*5), then *A is
called an internal set (over S); if A is of the form ((B, B, ...)) for some B € V(*S5),
then A is called a standard set. It is known that a set is internal iff it is an element
of some standard set [16, Lemma I1.1.3]. Thus an internal set A has a representation
as ((A;)) for a suitable sequence (A, )nen of sets. All other sets are called external.
Note that e. g. N is external (over R). If A = ((4,,)) is an internal set such that the
cardinalities | A, | are finite a.s. then A is called hyperfinite.

A map f : A — B is characterized as an internal map between the internal sets A =
((A,)) and B = ((B,,)) through a sequence (f,)nen of maps so that f,(a,) € B,
a.c. whenever a,, € A, a.c. Amap f : A — B is extended in the obvious way to an
internal map *f : *A — *B. When the context is clear, we occasionally omit the star
from the notation.

We need two important properties:

Comprehension: For every internal set A and every function f : N — A there is an
internal function g : *N — A extending f.
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Enlargement: If (A4;);c; is a collection of sets having the finite intersection property,
then (o, *A4; # 0.

Monads. 1f (X,7T) is an Hausdorff topological space, define for x € X the monad
monad(z) of « as

monad(z) := ﬂ{*G |t e GeT}.

By the Enlargement property above, monad(z) # . Since X is Hausdorff, distinct ele-
ments have disjoint monads; note that the monad depends on the topology. An element
y € U,cx monad(x) is called near standard; the set of all near standard elements of
X is denoted by ns(* X ). The standard part stx (x) of x € ns(*X) is the unique y € X
with z € monad(y); sometimes, °x is written for stx ().

The Loeb Construction. An internal finitely additive measure space M = (X, A, p1)
consists of the internal set X, an internal algebra A C *P (X) on X and an internal
function 4 : A — *R,. The function y is additive, thus (A U B) = u(A) + u(B),
whenever A, B € A are disjoint. The associated Loeb space L(M) = (X, L(A),L(u))
is a measure space (in the usual sense) with these components:

1. L(A) is the universal completion of the o-algebra o(A),
2. L(u) is the extension of the finitely additive measure °y : A — R to the o-algebra
L(A) (where °p : A — stx(u(A)) maps A to the standard part of p(A)).

The construction yielding the Loeb space L(IM) from an internal finitely additive mea-
sure space M originates from [17] and is discussed at length e.g. in [4, § 3] or in [16,
II.1]. For convenience, we use here the universal completion of a measure space, this
is a little more restrictive than the commonly used completion induced by a particular
measure.



State Space Reduction of Rewrite Theories
Using Invisible Transitions

Azadeh Farzan and José Meseguer

Department of Computer Science
University of Illinois at Urbana-Champaign
{afarzan, meseguer}@cs.uiuc.edu

Abstract. State space explosion is the hardest challenge to the effec-
tive application of model checking methods. We present a new technique
for achieving drastic state space reductions that can be applied to a
very wide range of concurrent systems, namely any system specified as
a rewrite theory. Given a rewrite theory R = (X, E, R) whose equa-
tional part (X, F) specifies some state predicates P, we identify a subset
S C R of rewrite rules that are P-invisible, so that rewriting with S
does not change the truth value of the predicates P. We then use S to
construct a reduced rewrite theory R/S in which all states reachable by
S-transitions become identified. We show that if R/S satisfies reason-
able executability assumptions, then it is in fact stuttering bisimilar to
R and therefore both satisfy the same CTL* x formulas. We can then
use the typically much smaller R/S to verify such formulas. We show
through several case studies that the reductions achievable this way can
be huge in practice. Furthermore, we also present a generalization of our
construction that instead uses a stuttering simulation and can be applied
to an even broader class of systems.

1 Introduction

Although model checking is one of the most successful automated verification
techniques, there are real limitations to its applicability in practice. These limi-
tations are mostly related to the state space explosion problem. For example, as
the number of processes considered in a distributed system grows, the associated
state space may easily grow exponentially, particularly due to the system’s con-
currency. This can make it unfeasible to model check a system except for very
small initial states, sometimes not even for those.

For this reason, a host of techniques to tame the state space explosion
problem, which could be collectively described as state space reduction tech-
niques, have been investigated: bisimulation techniques, partial order reduc-
tion (POR) techniques, abstraction techniques, and so on (see for example
[20,33,22,4,9,11,19, 34,32, 1,21, 16]). The general idea is to transform the orig-
inal system into a simpler one (typically bisimilar or at least similar to the orig-
inal one) whose state space is small enough to model check properties. Transfer
results then ensure that the same property holds in the original system.
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This paper proposes a new such state space reduction technique within the
rewriting logic semantic framework, in which concurrent systems are formally
specified as rewrite theories [27]. In such specifications, the set of states is spec-
ified as an algebraic data type by an equational theory (X, E'), and the system’s
transitions are specified by rewrite rules R that are applied modulo the equations
E. The rewrite theory specifying the system is then the triple R = (X, E, R).
The fact that rewriting logic has been shown to be a very general and expressive
semantic framework to specify concurrent systems [28,25] makes our proposed
state space reduction technique applicable to a very wide range of concurrent
systems. Achieving a state space reduction typically requires discharging proof
obligations to verify that the reduction is correct. In this regard, the fact that the
state space is itself axiomatized by an equational theory (X, F') makes the tool-
assisted discharging of such proof obligations using equational theorem proving
techniques and tools much easier than if a non-logical specification formalism
had been used instead.

Our technique is based on the idea of invisible transitions, that generalize a
similar notion in POR techniques (see for example [5]). The basic setting is that
we assume a rewrite theory R = (X, E, R) in which a certain set P of state
predicates has been equationally axiomatized by some of the equations in E. R
then has an associated Kripke structure, whose labeling function associates to
each state (represented as an E-equivalence class of terms [¢] in the initial algebra
Ts;/g) all those predicates in P that hold in [t] according to the equations E. We
then call a rewrite rule r in R P-invisible if in any rewrite step [t] — [t'] using r
the states [t] and [t'] satisfy the same state predicates, i.e., they are labeled in the
same way. Our state space reduction technique is then very simple: we identify
a subset S C R of rules such that all rules in S are invisible. We then define the
S-reduction of R = (X, E, R) as the rewrite theory R/S = (X, EUS, R\S), that
is, we turn all rules in S into equations, thus collapsing the set of states from
T’z to the quotient T's;/pus. The intuitive idea, therefore, is that all states that
can be reached from a given state by repeated S-transitions can be collapsed into
a single one. In practice, as we show by means of several case studies in Section
4, the reductions obtained this way can be huge.

However, the above technique must meet an important executability require-
ment. The point is that, for E an arbitrary set of equations, rewriting modulo
FE, which is the way transitions take place in the Kripke structure associated
to R = (X, E,R), is in general undecidable. Therefore, to be able to execute
and model check a rewrite theory in a rewriting logic language implementation
such as Maude [6,7] we must require that the equations E are confluent and
terminating (perhaps modulo some axioms A) and that the rules R are strongly
coherent with respect to the equations E [35]. Intuitively, the coherence require-
ment means that we can identify a state [¢t] with the canonical form cang(t) of ¢
by the equations F, and that rewriting with equations £ and with rules R com-
mutes in an appropriate sense, so that we can safely restrict our computations
with R to only rewrite E-canonical forms. Therefore, the executability require-
ment for our technique is that R/S = (X, F U S, R\S) should be executable,
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that is, that £ U .S should be confluent and terminating, and that the rules R\S
should be strongly coherent with respect to F U S (perhaps modulo axioms A).

We show in Section 3 that the above-mentioned executability requirements
on R/S, besides being absolutely essential to model check R/S in practice, en-
sure a further very important property, namely that R and R/S are stuttering
bisimilar, and therefore they satisfy exactly the same CTL* y formulas. Fur-
thermore, to make our technique applicable to cases where a suitable set S may
not be available, we generalize it to allow enlarging a set of invisible rules S by
adding new invisible rules not in R to get a superset S 2 S. This gives rise to
a state space reduction R/S that is no longer stuttering bisimilar to R but is
nevertheless similar to it. This still allows us to verify ACTL* y formulas for R

if we can model check them for 7%/ S , but such model checking can now give rise
to spurious counterexamples. We illustrate how this more general technique is
also quite useful in practice by means of a client-server protocol in Section 4.3.

1,2,3,4,5,7,10

(a) (b)
Fig. 1. Restaurant State Space

We can make all these ideas concrete by means of an example which mod-
els the workflow in a simplistic restaurant with one waiter and two customers.
Customers have a flag indicating their status (waiting, ordered, or eating), so a
customer is represented as a pair C(id, f) with id an identifier and f the flag.
The waiter has also a status flag (free or order-taken). Therefore, the waiter is
represented by a term of the form W(f). The restaurant state is a set with a
waiter and two customers, with set union represented by a binary associative
and commutative juxtaposition operator “ 7. We have the following rewrite
rules R in our theory R = (X, A, R), where A consists of the associativity and
commutativity axioms for ¢ ”:
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s1: Wi(free)C(1, waiting) — W (order-taken)C(1, ordered)
sg : Wi(free)C(2, waiting) — W(order—taken)C(Z,ordered)
s3 : W(order-taken) W (free)

t1 : W(free)C(1, ordered) W (free)C(1, eating)

to : W(free)C'(2, ordered) — W (free)C'(2, eating)

Figure 1 (a) shows the state space induced by the above rewrite rules from
an initial state with the waiter free and the two customers waiting.

Let us assume that the property ¢ that we are interested in is: “eventually
both customers eat”. This property can be expressed as formula (e Aez) where
e; is true if the ith customer’s status is “eating” and false otherwise. Rewrite
rules s1, s3, and s3 do not change the truth value of the predicates e; and es.
One can observe that the rules in S = {s1, 52, s3} are confluent and terminating
and R\S is strongly locally coherent [35] with respect to S modulo axioms.
The reduced theory R/S (see the state space in Figure 1 (b), where each state
represents an S-equivalence class) is then stuttering bisimilar to the theory R.

Besides the small example used above to illustrate the main ideas, in Section 4
we show that our technique yields very drastic state space reductions in three
more substantial case studies involving well-known algorithms and applications.
Furthermore, in Section 5 we discuss in detail the discharging of the necessary
proof obligations ensuring that a proposed S-reduction R/S is both correct and
executable, and the kind of tool support necessary to facilitate such discharging
activities. We end with a discussion of related work and some concluding remarks
in Section 6.

2 Preliminaries

2.1 Termination, Confluence and Coherence in Rewrite Theories

A rewrite theory [27] is a triple R = (X, E, R) where (X, E) is an equational
theory with signature X' and equations F, and where R is a set of conditional
rewrite rules of the form | — r if C. In this paper we assume that C is al-
ways an equational condition. Intuitively, if a concurrent system is modeled as
a rewrite theory R = (X, E, R), then the equational theory (X, E) defines the
system states (terms in T’y ) and the set of rewrite rules R specify the system’s
concurrent transitions.

Given two terms u,v € Tx, a one-step rewrite v — v means that there
is arule 7 : I — r if C in R that can be applied to a subterm of u with a
ground substitution @ such that F = 6C and u rewrites to v by replacing the

subterm 6(l) by the subterm 6(r). We write u 2, v to mean that there is a rule
7 € R such that u — v. The notation —R>* denotes the reflexive and transitive
closure of the relation —. Set Cang includes all elements x € T’s; such that no
rule in S is enabled at . We define — = {(z, )|z Sy Aye Cang} and

s s " .
zlsy<s dz:x —, 2z Ny —, z. Rewriting over equivalence classes modulo
equations E is defined as follows: [t|p — [t']|g if and only if there are terms
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u and v such that u € [t]g and v € [t'|g and u —— v. We define ik by the

equivalence [t]g £, [te © t BBy,

A set S C R of rewrite rules is confluent modulo F in the theory (X, E, R)
if and only if V&, ¥/, € Ty : (g —>. [le Als —2u [t']p) = (Qw :
[t -5, [wlg A[t'E -5, [w]g). S is terminating if for all ¢ there exists no

infinite chain of rewriting [t]g S 2

Definition 1. [35] In a rewrite theory R = (X, E, R), where E = Ey U A with
Ey a (terminating) set of equations and A a set of equational azioms, R is called
locally strongly coherent with respect to Eq modulo A if

A
R/A
EO/A
Eo/A o
(t U Nty to) = (Jtz, ta: N
to
/A R/A : -~
by 2B by Aty St At LEosa ta) Boja il o
v pga < Eo/A
fg cereeereens .t

Strong local coherence is the main property to check to ensure executability of
a rewrite theory R = (X, Eg U A, R) when we have matching algorithms for the
equational axioms A. Viry shows that if the equations Fj are confluent and ter-
minating modulo A, then strong local coherence implies a more general strong
coherence property [35]. Strong coherence ensures that we can achieve the ef-
fect of rewriting with R in Fy U A-equivalence classes by first computing the
FEy U A-canonical form modulo A, and then rewriting that canonical form with
R modulo A.

2.2 Stuttering Simulations

Let us assume that the equational part (X, E) of a rewrite theory R = (X, E, R)
defines, among other things a set P of state predicates on the initial algebra
TE/El. We can then associate to R a Kripke structure [5] whose states are the
set T's /g, state for some designated sort State of states, whose labeling function
assigns to each state the predicates p € P that provably hold in it using E, and

whose transition relation is the total closure —R>. of i, that is, we make =&,
into a total relation by adding identity transitions for each deadlock state. We
can then interpret any temporal logic formula, say in CTL* in R, namely by
interpreting it in its associated Kripke structure. For a more detailed presentation
on the relations between rewrite theories, Kripke structures and temporal logic,
with applications to model checking in Maude see [14].

We present some basic notions and results, used later on, about transition
systems, Kripke structures, and stuttering (bi-)simulations between them that
will apply in particular to the Kripke structures associated to rewrite theories.

! Note that all the equivalent states modulo E satisfy the same set of predicates.
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Definition 2. Let A = (A, i>) and B = (B, i) be transition systems and
let H C A x B be a relation. Given a path 7 in A and a path p in B, we say
that p H-matches m if there are strictly increasing functions o, 3 : N — N with
a(0) = B(0) = 0 such that, for all i,5,k € N, if a(i) < j < a(i +1) and
B(1) <k < pB(i+1), it holds that m(j)Hp(k).

Definition 3. Given transition systems A and B, a stuttering simulation of
transition systems H : A — B is a binary relation H C A x B such that if
aHb, then for each path m in A starting at o there is a path p in B starting at b
that H- matches .

Definition 4. Given Kripke structures A = (A, i>, Ly) and B = (B, ig Lp)
over a set of predicates P, a stuttering P-simulation H : A — B is a stuttering
stmulation of transition systems H : (A, i>) — (B, i) such that if aHb
then Lg(b) C La(a). We call the stuttering P-simulation strict if aHb implies
Lp(b) = La(a). H is called a stuttering P-bisimulation if both H and H~* are
stuttering P-simulations.

In [31], it is shown that (strict) stuttering simulations preserve the satisfaction of
ACTL* (P) formulas. Also, [24, 3] state that stuttering bisimulations preserve
the satisfaction of CTL* (P) formulas which can be derived by generalizing
the results from [31].

3 Invisible Transitions and the R /S Reduction

Definition 5. Given a rewrite theory R=(X, E, R) and having an equationally-
defined set of atomic predicates P, a rewrite rule 7 : | — r if C in R is called
P-invisible if for any [t] € Ts;p and any u € [t] such that u — v, then for
each p € P we have [t] = p < [v] £ p. We denote by Inv” (R) the set of all
P-invisible rewrite rules of R.

We call R/S = (X, SUE UA, T = R\S) the S-reduced theory of R = (X, Ey U
A, R). We are particularly interested in the S-reduced theory of R when S C
Inv"’(R), S U Ej is confluent and terminating modulo A, and T is coherent with
respect to S U Ey modulo A.

Theorem 1. Let R = (X, Ey U A, R) be a rewrite theory with P a set of equa-
tionally defined atomic predicates. Let S C R be a set of P-invisible rules such
that S U Ey is confluent and terminating modulo A, and T = R\S is coherent
with respect to S U Ey modulo A. Then R and R/S are stuttering bisimilar.

Proof. (sketch) The relation H on which the bisimilarity is based is defined by
the quotient homomorphism H : Ts/p — Ts/pus. We need to prove that: (a)
H is a stuttering simulation; and (b) that H = is so too. Since H maps deadlock
states to deadlock states, and H ' of a deadlock state always contains a deadlock
state, we can disregard deadlocks.
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(a) It suffices to show that for each path 7 in the underlying Kripke structure

of the theory R, (T's /g, —R>.)7 there exists a stuttering equivalent path 7’ in the

underlying Kripke structure of the S-reduced theory R/S, (T's/gus, ﬁ.)

7 must be of the following general form:

s T s T T s T
7 [solg —=« [bo]lg — [s1]le —=« [ti]lg — ... — [Sn]E —+ [ta]lE — - ..

Since the rules in S are P-invisible, we know that L(s;) = L(%;) for all 4. Also, ob-

serve that by collapsing the —S>*7 we have [s;]gus = [ti]pus. Then the following
path
T T T T
7' : [to]lsur — [ti]lsue — ... — [tn]lsue — ...

is stuttering equivalent to m and of course, by construction, it is a path in the
underlying Kripke structure of R/S.

(b) It suffices to show that for each path p in the underlying Kripke structure
of the theory R/S, (T's/rus, —r/s), there exists a stuttering equivalent path p’

in the underlying Kripke structure of the reduced theory R, (Tx /g, —R>.).
Assume that p is of the following general form:

T T T T
p:[solsue — [s1lsug — ... — [Snlsur — ...

We show by construction that there exists a stuttering equivalent path p’ of the
following form:

S T S T T S T
P [sole = [tole — [si]e —=« 1]l — ... — [s})]

where 5o = s}, and for all i, s; =sug s}, and therefore L(s;) = L(s}). H~! then
relates the state [s;]sug to all the states on [s}]g -5, [t;] g which by invisibility
of S all satisfy the same set of predicates.

[s:]lsuE z, [si+1]sup implies that there are terms w; and w;y; such that
Si =SUE U; z, Uit1 =suE Sit1. If 8, =sup s; (meaning s;Hs;), then there is
a term ¢; such that s; S—Ulg t; and s} M t;. Since u; =gyg S;, by confluence of
S U FE, we have u; S—u€ t;. Therefore, by T being coherent with respect to SU Ej

. T
modulo A, there exists a term s}, such that t; — s}, and s}, |sup Uiy1-
Since u;y1 =suE Siy1, we have sj, ) =sup siy1 (meaning that s}, | Hs;i1).

T
S;  =SUE U; —> Uj4+1 =SUE Si+1
! | yd
% | SUE = %
/ SUE ‘ /
/ S T /
8 -t > Sit1

*

Start by letting s, = s¢. Since s, = so, it trivially holds that s, =sug So-
Inductively construct the path according to the above diagram. Note that by
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viewing S steps as 7-transitions, the above argument also shows that =gyE is a
branching bisimulation relation [30]. ]

We have shown that, under the theorem hypothesis, the reduced rewrite the-
ory R/S is stuttering P-bisimilar with the original theory R. Therefore, (see
Section 2) for any ¢ € CTL* (P)? , and any initial state [t|z we have

R, tle E¢ & R/S[tlrus F ¢

In practice, the reduced theory R/S can have a drastically smaller state space
than R, making model checking of R/S feasible when model checking of R is
unfeasible.

In cases where the R/S construction cannot be carried out for lack of a
suitable S satisfying the confluence condition in Theorem 1, we can nevertheless
achieve a similar state space reduction with a relation H that is a stuttering
simulation. For example the client-server reduction in Section 4.3 is achieved in
this manner. The general method is as follows: we assume that we have a set
of rules S C R which are P-invisible (S C Inv”(R)), and T = R\S is coherent
with respect to S U Ey modulo A, and S U Ejy s terminating but not confluent
modulo A. We then extend S to a set of rules S with S C S S Z R, and where
S is still P-invisible, and (R\S) is coherent with respect to S U Ey modulo A,
and furthermore, Ey U S is terminating and confluent modulo A. Consider now
the rewrite theory R = (X,Eg UARU S) Since R has more rules than R, if
R is deadlock-free3, that is, if any state [t]g can always be rewritten by R to a
new state [t'] g, then the following proposition is easy to prove:

Proposition 1. The identity homomorphism ]‘TE/EOUA 2 Ts/pua — Ts/Equa
induces a P-simulation map from the underlying Kripke structure of R to that

of R.

We can now apply Theorem 1 to R to obtain a stuttering P-bisimilar S-reduced
theory R/S. Since any simulation is a special case of a stuttering simulation,
and stuttering simulations are closed under composition [31,24], by composmg
the above simulation from R to R with the stuttering bisimulation from R to
R/ S generated by Theorem 1, we obtain a stuttering simulation from R to R/ S
and therefore we have

Theorem 2. Under the above assumptions for any ¢ € ACTL* «(P) and any
initial state [t|g,ua n R, we have 7/'\’\,/5'\7 tgugua E ¢ = R, [tEwa E ¢

Therefore, if we can model check the property ¢ using the reduced theory ﬁ/ S ,
we are then guaranteed that ¢ holds in R. See Section 4.3 for an example.

2 Note that the simulation relations are strict in the sense that aHb = L(a) = L(b)
and therefore negation does not have to be excluded.

3 Given a rewrite theory R, we can always transform it into a bisimilar deadlock-
free theory (see [29]). Therefore, there is no real loss of generality imposed by this
requirement.
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4 Case Studies

We present three case studies showing how the R/S and ﬁ/ S constructions can
be achieved in practice for real applications, leading to massive reductions in
the state space. All the experiments have been performed with the Maude LTL
model checker running on an Intel machine with a 2.6GHz processor and 4GB
of memory running Linux.

4.1 Leader Election Protocol

We consider the simple case where the network is a ring consisting of n nodes,
numbered from 1 to n in the clockwise direction. We want to investigate the
LCR algorithm to select a leader. The informal description of this algorithm is
as follows [23]:

Each process sends its identifier around the ring. When a process receives
an incoming identifier, it compares that identifier to its own. If the in-
coming identifier is greater than its own, it keeps passing the identifier;
if it is less than its own, it discards the incoming identifier; if it is equal
to its own the process declares itself the leader.

We can specify a rewrite theory modeling this algorithm by means of objects
and messages, where the distributed state is a multiset of objects and messages
built by an associative and commutative multiset union operator “ ”:

so: (D) — 1] (I = I+1mod N)

s1:[1] (J = 1) — [1] it J <1
sp: (1) (J = 1) — [[)(J — I+1mod N) if J > I
t: [I] I — I) — Leader(I)

where N is the number of processes on the ring and (I) is the initial state of
process I. In the first phase (rewrite rule sg), each process I sends its identifier
to its neighbor and changes its format [I] so that this is done only once. As
soon as a process I receives its own identifier through the ring, the computation
is over; it removes all the object and the message and outputs Leader([). The
messages are of the general form (I — J) where J is the identifier of the receiver
and I is the integer content of the message.

The set S = {so, $1, s2} can be shown to be confluent and terminating modulo
associativity and commutativity. Let us assume that the property that we are
interested in is that eventually some process will be elected as leader. This is
expressed by means of a single atomic predicate, p, that is true in any state
containing Leader(I). The rules in S are p-invisible, and ¢ is coherent with respect
to S modulo the associativity and commutativity axioms. Therefore, by Theorem
1, we can use the stuttering bisimilar reduction R /S to model check our property.
Note that reducing R with the rewrite rule sy above (which can easily be shown
to be confluent and terminating) collapses an N-dimensional cube (generated by
rule sp) into a path of length N, meaning that the number of states in R/{so} is
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reduced from 2V to N, and the number of paths reduces from 2V to 1. Table 1
shows the performance evaluation of model checking this problem before and
after reduction using the Maude LTL model checker.

4.2 Distributed Spanning Tree

A spanning tree of an undirected graph G = (V, E) is a tree (i.e., a connected
acyclic graph) that consists entirely of undirected edges and contains every vertex
of G. The distributed spanning tree problem tries to find a spanning tree for
a given set of network nodes V that are connected by E. The asynchronous
algorithm from [23] solves this as follows:

There is a distinct node r that is initially marked and acts as the root. A
marked node v asynchronously sends a message to each of its neighbors
once and for all. An unmarked node v nondeterministically chooses one
of the nodes who have sent it a message as its parent in the spanning
tree, becomes marked, and discards all the other messages.

One possible way of specifying the above algorithm is by the following rewrite
rules:

s1:[N| P, M NL] — [N | P, NL|(M < N)

t1 : [N | none, NL|(N — M) — [N | M, NL]
s2:[N| M, NLI(N—K) — [N |M, NI

s3: [N | root, NL|(N «— K) — [ N | root, NL]

where the state is represented as a multiset (modulo associativity, commutativity,
and identity) of nodes and messages. Each node is of the form [N | P, L] where
N is its unique identifier, P is its parent node (initially none), and L is the list of
its neighbors (their identifiers to be exact). Variable M is of type integer which
denotes a known parent and consequently cannot be none or root. The node
with “root” as its parent is the root of the spanning tree. Let us assume that
the property of interest is “to eventually reach a state in which every node has
a parent”. This property can be expressed using a single atomic predicate, p,
that is false if there is a node with “none” as the parent. One can easily check
that the set of rules S = {s1, 2, s3} is p-invisible, confluent, terminating modulo
associativity, commutativity, and identity, and ¢; is coherent with respect to .S
modulo the same axioms. Since there are no equations (excluding the axioms)
in the theory, one can turn these rules into equations and gain a huge reduction
in the state space for model checking. Table 1 shows the performance evaluation
of model checking this problem before and after this R/S reduction using the
Maude LTL model checker.

4.3 A Distributed Client-Server System

Consider a system consisting of several clients and one server. The server has
a log (a list) for incoming requests. The clients send a message to the server
to request a service. When the server receives a request message, it sends the
relevant client a message containing the requested material, and adds an entry
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Table 1. Performance Results

Problem Number of Nodes| Time | Space |Time (reduced)|Space (reduced)
Leader Election 10 3.6s | 27633 0 2

13 2.7m | 506037 0 2

14 19.3m|1329885 0 2

15 - - 0 2
Spanning Tree 3 0.02s| 417 0 9

4 10.2s | 120183 0.01s 64

5 - - 0.17s 625

6 - - 0.5s 1296

7 - - 110.22s 117649

8 - - 99m 2097152
Client-Server 6 4.0s | 125248 0.01 64

7 81.4s |1753600 0.01s 128

8 - - 0.01s 256

15 - - 1.8s 32768

20 - - 5.3m 1048576

to its log (B) to keep track of this communication. The following set of rewrite
rules model a simple version of this system:

s1: [N | M] — {N| M}(server «— (N, M))
S9 : (server « (N, M))[server | B] — [ server | B (N, M)|(N « serv(M))
t1: (N « serv(M)){N| M} — {N}

where the state is a multiset (modulo associativity, commutativity, and identity
of multiset union operator “ ”) of a server, clients, and messages. The server
is indicated by identifier server. Clients each have an integer identifier N and
another integer index M indicating the service they require from the server.
Each client sends a message including its identifier and the index of the service
to the server. The server replies back and logs the communication in its local list
B. Assume that the property of interest is “a client that requires a service will
eventually receive it”. This property can be expressed by a set P of two atomic
predicates, of which one indicates the requirement of the service and the other
indicates the receipt. The set {s1, s2} is P-invisible and a very good candidate
for S, but because of the list nature of the buffer, these rules are not confluent.
For the property of interest, it does not matter in what order the messages are
buffered; but since the resulting buffer is different, confluence does not hold. If
one assumes a lexicographical ordering on the buffer (pairwise comparison of the
pairs (M, N)), then adding the following rule which always sorts the buffer

sg : [server | B (N,M) (N',M') B'] — [ server | B (N',M’) (N,M) B'] it
(N> N)V((N=N)ANM > M)

and makes the set S = {51, 82, 83} confluent and terminating. It is also invisible,
and t; is coherent with respect to S modulo axioms. Therefore, one can reduce
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this theory to a theory of the form 7%/ S. Table 1 shows the performance evalua-
tion of model checking this problem before and after reduction using the Maude
LTL model Checker.

5 Discharging Proof Obligations

Typically, formal verification efforts using state space reduction techniques
involve two separate tasks: (i) model checking the desired properties in the
reduced model; and (ii) discharging proof obligations ensuring that the proposed
reduction is indeed a correct reduction of the original system. We discuss here
the proof obligations that must be verified to ensure the correctness of an S-
reduction R/S, and ways in which the discharging of such obligations can be
assisted by formal tools. For R/S to be a correct reduction of R the following
proof obligations must be discharged:

1. the rules S must be proved P-invisible;

2. S U Ey must be shown confluent and terminating modulo A; and

3. the rules in R\S must be proved locally strongly coherent with respect to
the equations S U Ey modulo A.

Proving (1) is an inductive theorem proving task. Specifically, it amounts
to proving that each state predicate p € P and also its negation —p are both
invariants for the rewrite theory (X, Eg U A, S). This can be reduced to proving
a series of first-order formulas that must be shown to hold inductively in the
equational specification (X', Ey U A); that is, to be satisfied in the initial model
Ts;/g,ua- Proofs can be assisted by any first-order inductive theorem prover.
For Maude specifications Maude’s ITP [8] can be used. The proof obligations for
this task become considerably easier if the rules in S are topmost, that is, if all
rewriting happens at the top of a term. Many rewrite theories whose state is a set
or multiset of objects and messages, such as those in the case studies presented
in this paper, can be transformed into bisimilar topmost rewrite theories.

Proving (2) can be done mechanically using standard termination and con-
fluence checking tools that support reasoning modulo axioms A such as associa-
tivity and commutativity, and can in some cases handle conditional rules. Tools
of this kind include, for example, CiME [10] (for both tasks) AProVE [17] (for
termination), and for Maude specifications the Maude Termination Tool (MTT)
[13] and the Maude Church-Rosser Checker [8].

There is a discussion on proving (3) in [35]. For most combinations of as-
sociativity, commutativity and identity axioms in A this task can be checked
algorithmically when the rules are linear and unconditional. To the best of our
knowledge the only tool available is Maude’s Coherence Checker [12], which
currently can only reason modulo commutativity axioms.

We now discuss briefly the proof obligations for the R/S reductions. To begin
with, the same proof obligations (1)—(3) must be discharged, but now for ﬁ/ s
instead of R/S. But that still leaves open the task of coming up with the rules S
in the first place. Two approaches are possible for this. On the one hand, as done
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in the case study of Section 4.3, one can use insight about the given specification
to find a suitable S. On the other, it is also possible to automatically search for
such a set S by performing Knuth-Bendix (KB) completion modulo A on the
equations EyUS using any KB completion tool (modulo A) such as, for example,
CiME [10].

6 Related Work and Conclusions

Broadly speaking, our work is related to all other state space reduction and
abstraction techniques (see for example [20,33,22,4,9,11,19, 34,32, 1,21, 16]).
We discuss below several approaches that are most closely related to our own.

Several partial order reduction (POR) techniques achieve a reduction to a
representative subset of all states while preserving various types of bisimilarity.
Some of these techniques [19, 34,32, 1,21, 16] exploit the notion of invisibility, an
idea that is generalized here to arbitrary rewrite theories. A first main difference
with the POR approach is that POR techniques are typically dynamic (all except
[1,21]), in the sense that the reduction is performed on-the-fly during the model
checking and requires substantial changes to the underlying model checking algo-
rithm (see [15, 18] for an exception to this); by contrast, our technique is a static
method, since we generate the reduced rewrite theory and then model check it.
Furthermore, it does not require any changes in the model checker. A second
important difference is in the different levels of generality: POR techniques typ-
ically assume a conventional concurrent language with processes and consider
invisible process transitions, whereas our approach is much more general: it does
not rely on these assumptions, and applies to arbitrary rewrite theories.

Our method has also some similarities with a reduction technique presented in
[2]. However, the settings are quite different, because [2] works in the framework
of process algebras, whereas our technique works for arbitrary rewrite theories.
Furthermore, the notion of invisibility used in [2] is not based on a certain
set of predicates. Instead, in our case the invisibility depends on what state
predicates are involved in the property that we want to model check. Also, the
notion of confluence used in [2] is completely different from ours: we use the
standard term-rewriting notion. The notion of coherence used in this work has
some similarities with notion of weak confluence in [36] if one views the rules
in S as T-transitions. Moreover, their approach is dynamic, while ours is static.
The symbolic prioritization in [2] is relevant to our work in two senses: (1) it is
static, and (2) it is giving priority to some transitions over the rest, while we
also in some sense give priority to some rules over the rest.

Our reduction technique is also closely related to other notions of abstraction
and simulation used for reduction purposes in rewriting logic. In the case of
equational abstractions [29] one begins with a rewrite theory R = (X, Ey U
A,R) and adds extra equations G to it to obtain an abstract theory R/G =
(X,Ey UG U A, R), so that we have a rewrite theory inclusion R C R/G. This
technique is generalized in [26] to much more general rewrite theory morphisms
H : R — R’ that need not be theory inclusions, give rise to simulations, and
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can be used for model checking purposes when R’ is more abstract than R.
Our proposed technique is different from those in [29] and [26]. In our case the
relationship between R and R/S cannot be understood as a theory morphism: it
is only a theory transformation. This means that we now have a new state space
reduction technique for rewrite theories that nicely complements those proposed
in [29, 26].

Our technique makes essential use of Viry’s notion of coherence [35] in rewrite
theories. But we use the notion in precisely the opposite way than in Viry’s work.
The original purpose of coherence is to make a rewrite theory R = (X, EgUA, R)
executable by turning the equations Ey into rules. Strong coherence then guaran-
tees that R and the resulting theory (X, A, Ey U R) are semantically equivalent.
We do somehow the opposite: beginning with a rewrite theory R = (X', EgUA, R)
we select a subset of rules S C R and turn those rules into equations to obtain
our reduced theory R/S = (¥, EgUSUA, R\S). We then check strong coherence
of R/S for executability and stuttering bisimilarity purposes.

We can summarize our contributions as follows: we have presented a general
method to reduce the state space of a concurrent system specified as a rewrite
theory R by selecting a set S of P-invisible transition rewrite rules that, when
turned into equations, yield a reduced theory R/S. We have shown that if R/S
satisfies reasonable executability assumptions it is stuttering bisimilar to R and
therefore satisfies the same CTL* y formulas under this bisimilarity. Several
case studies presented show that R/S can have a drastically smaller state space
in practice, making it feasible to model check properties for R by using R/S
instead. We have also presented a method to obtain reductions of this kind using
extra invisible rules not present in the original theory R. The proof obligations
that must be discharged to guarantee the correctness of our proposed reductions
have also been discussed. Discharging them involves reasonable proof tasks that
for the most part can be supported by existing formal tools.

This work is part of a broader effort to develop state space reduction tech-
niques of wide applicability for concurrent systems specified as rewrite theories.
In this sense, it complements earlier efforts to develop reduction techniques of
this kind for rewrite theories [29,26,15]. It is however a new technique, dif-
ferent from earlier ones. In future work we plan to further develop the ideas
presented here in two opposite directions. In a more general direction, we plan
to investigate weaker conditions under which invisible transitions S can be used
to reduce the state space. In a more specific direction, we plan to apply these
techniques to distributed object systems, where we hope to exploit the more
specific nature of those systems to obtain even more drastic reductions. Two
other aspects that need to be further developed are: (i) building a stronger tool
environment for checking proof obligations, particularly for checking coherence
modulo more general axioms A; and (ii) developing a broader experimental base
of case studies.
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Abstract. This article demonstrates how a powerful and expressive
abstraction from concurrency theory—monads of resumptions—plays a
dual réle as a programming tool for concurrent applications. The article
demonstrates how a wide variety of typical OS behaviors may be speci-
fied in terms of resumption monads known heretofore exclusively in the
literature of programming language semantics. We illustrate the expres-
siveness of the resumption monad with the construction of an exemplary
multitasking kernel in the pure functional language Haskell.

1 Introduction

Many techniques and structures have emigrated from programming language
theory to programming practice (e.g., types, CPS, etc.), and this paper advo-
cates that resumption monads make this journey as well. This work demonstrates
how a natural (but, perhaps, under-appreciated) computational model of con-
currency is used to construct multi-threaded concurrent applications suitable
for formal verification. The expressiveness of resumption monads is illustrated
by the construction of an exemplary multitasking operating system kernel with
process forking, preemption, message passing, and synchronization constructs all
requiring about fifty lines of Haskell 98 code'. And, because this machinery may
be generalized as monad transformers, the functionality described here may be
reused and refined easily.

The literature involving resumption monads [2,3,4,5,6,7] focuses on their
use in elegant and abstract mathematical semantics for programming languages.
The current work advocates resumption monads as a useful abstraction for con-
current functional programming as well. The contributions of this work are
twofold: (1) the formulation of typical concurrent operating system behaviors
in terms of structures known heretofore in theoretical semantics literature and
(2) a substantial case study illustrating this formulation within a higher-order
functional programming language. The purpose of the case study, in part, is to
provide an exposition so that the interested reader may grasp the theoretical
literature more readily.
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A resumption [8] is stream-like construction similar to a continuation in that
both tell what the “rest of the computation” is. However, resumptions are con-
siderably less powerful than continuations—the only thing one may model with
resumptions is multitasking computation. This conceptual economy makes con-
current applications structured with resumption monads easy to comprehend,
modify, extend, and reason about. Specifically, we demonstrate how to construct
a multitasking operating system kernel based on three monads and their opera-
tions (written here in categorical style):

St A =Sto — AxSto — state
RA =pX. (A + (StX)) — state+concurrency
Re A =pX. (A + (Regx(Rsp—St X))) — state+concurrency-interactive i/o

St is the familiar state monad, while R and Re are resumption monads providing
what we call basic and reactive concurrency about which we will say much more
below.

The structure of this article is as follows. After reviewing the related work be-
low and the necessary background in Section 2, Section 3 describes in detail how
resumption monads may be used to model multitasking concurrency. Section 4
presents a resumption-monadic semantics for a concurrent language extended
with “signals”; a thread may signal the kernel to fork, suspend, preempt, print,
send or receive a message, and acquire or release a semaphore and Section 5
describes the kernel on which these threads execute. Section 6 summarizes the
work and outlines future directions.

Related Work. Functional languages are well-known for promoting mathe-
matical reasoning about programs, and, perhaps because of this, there has been
considerable research into their use for concurrent software such as OS kernels.
The present work has this pedigree, yet fundamentally differs from it in at least
one key respect: we explicitly encapsulate all effects necessary to the kernel with
monads: input/output, shared state and preemptive multitasking concurrency.

The concurrency models underlying previous applications of functional lan-
guages to concurrent system software fall broadly into four camps. The first
camp [9,10,11,12] assumes the existence of a non-deterministic choice opera-
tor to accommodate “non-functional” situations where more than one action
is possible, such as a scheduler choosing between two or more waiting threads.
However, such a non-deterministic operator risks the loss of an important rea-
soning principle of pure languages—referential transparency—and considerable
effort is made to minimize this danger. Non-determinism may be incorporated
easily into the kernel presented here via the non-determinism monad, although
such non-determinism is of a different, but closely related, form.

The second model uses “demand-driven concurrency” [13, 14] in which threads
are mutually recursive bindings whose lazy evaluation simulates multitasking
concurrency. Interleaving order is determined (in part) by the interdependency
of these bindings. However, the demand-driven approach requires some alter-
ation of the underlying language implementation to completely determine thread
scheduling. Thread structure is entirely implicit—there are no atomic actions per
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se. Demand determines the extent to which a thread is evaluated—rather like
the “threads” encoded by computations in the lazy state monad [15]. Thread
structure in the resumption-monadic setting is explicit—one may even view a
resumption monad as an abstract data type for threads. This exposed thread
structure allows deterministic scheduling without changing the underlying lan-
guage implementation as with demand-driven concurrency.

The third camp uses CPS to implement thread interleaving. Concurrent be-
havior may be modeled with first-class continuations [16,17, 18, 19] because the
explicit control over evaluation order in CPS allows multiple threads to be “inter-
woven” to produce any possible execution order. Claessen presents a formulation
of this style using the CPS monad transformer [16], although without exploiting
the full power of first-class continuations—i.e., he does not use callcc or shift
and reset. While it is certainly possible to implement the full panoply of OS
behaviors with CPS, it is also possible to implement much, much more—most
known effects may be expressed via CPS [20]. This expressiveness can make
programs in CPS difficult to reason about, rendering CPS less attractive as a
foundation for software verification. Resumptions can be viewed as a disciplined
use of continuations which allows for simpler reasoning.

The last camp uses a multi-threading paradigm called trampoline-style pro-
gramming [21]. Programs in trampoline-style are organized around a single
scheduling loop called a “trampoline.” One attractive feature of trampolining is
that it requires no appeal to first-class continuations. Of the four camps, tram-
polining is most closely related to the resumption-monadic approach described
here. In [21], the authors motivate trampolining with a type constructor equiva-
lent to the functor part of the basic resumption monad (described in Section 3.1
below), although the constructor is never identified as such.

The previous research relevant to this article involves those applications of
functional languages where the concurrency model is explicitly constructed
rather than inherited from a language implementation or run-time platform.
There are many applications of functional languages to system software that
rely on concurrency primitives from existing libraries or languages [22,23]; as
the modeling of concurrency is not their primary concern, no further comparison
is made. Similarly, there are many concurrent functional languages—concurrent
versions of ML, Haskell, and Erlang—but their concurrency models are built-in
to their run-time systems and provide no basis of comparison to the current work.
It may be the case, however, that the resumption-monadic framework developed
here provides a semantic basis for these languages.

Resumptions are a denotational model of concurrency first introduced by
Plotkin [8]; excellent introductions to this non-monadic form of resumptions
are due to Schmidt [24] and Bakker [25]. Moggi was the first to observe that the
categorical structure known as a monad supports modular semantic theories for
programming languages and he showed how a sequential theory of concurrency
could be expressed in the resumption monad [2]. The formulation of the basic
resumption monad we use is due to Papaspyrou [3, 5], although other equivalent
formulations exist [2, 26, 27].
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2 Review: Monads

Monads are algebras just as groups or rings are algebras; that is, a monad is a
type constructor (functor) with associated operators obeying certain equations—
the well-known “monad laws” [28]. There are several formulations of monads, and
we use one familiar to functional programmers called the Kleisli formulation: a
monad M is given by an eponymous type constructor M and the unit operator,
return : a— M a, and the bind operator, (>>=) : M a— (a— M b)— M b.
We assume of necessity that the reader possesses familiarity with monads and
their uses in modeling effects. Readers requiring further background should con-
sult the references [2,28]. We represent the monadic constructions here in the
pure functional language Haskell 98 [29], although we would be equally justified
using categorical notation or any other higher-order functional programming
language.

A monad in Haskell typically consists of a data type declaration (defining the
computational “raw materials” encapsulated by the monad) and definitions for
the overloaded symbols (return) and (>>=) [29]. The state monad St, containing
a single threaded state Sto = Loc—Int, is declared:

data St a = ST (Sto — (a, Sto)) returnov = ST (As. (v,s))
deST (ST z) = =z (ST z)>>=f = ST(As. let (y,s') = (v s)
in deST (fy)s)

The state monad has operators for updating the state, u, getting the state,
g, and reading a particular location, getloc:

u : (Sto—Sto) — St () ud = ST (Ns.((),6s))
g @ St Sto g = ST (As. (s,8))
getloc : Loc — St Int getlocz = g>>= Ao.return (o z)

Here, () is both the single element unit type and its single element. The “null”
bind operator, (>>): M a— M b— M b, is useful when the result of >>=’s first
argument is ignored: x>>y = . >>=\ .y.

Notational Convention. We suppress details of Haskell’s concrete syntax
when they are unnecessary to the presentation (in particular, instance declara-
tions and class predicates in types). Haskell 98 reverses the standard use of (::)
and (:) in that (::) stands for “has type” and (:) for list concatenation in Haskell
98. We will continue to use the standard interpretation of these symbols.

3 Concurrency Based on Resumptions

Two formulations of resumption monads are used here-what we call basic and
reactive resumption monads. Both occur, in one form or another, in the literature
[2,3,5,26,27]. The basic resumption monad (Section 3.1) encapsulates a notion
of multitasking concurrency; that is, its computations are stream-like and may
be woven together into single computations representing any arbitrary schedule.
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The reactive resumption monad (Section 3.2) encapsulates multitasking concur-
rency as well, but, in addition, affords a request-and-response interactive no-
tion of computation which, at a high-level, resembles the interactions of threads
within a multitasking operating system.

To motivate resumptions, let’s compare them with a natural model of con-
currency known as the “trace model” [30]. The trace model views threads as
(potentially infinite) streams of atomic operations and the meaning of concur-
rent thread execution as the set of all their possible thread interleavings. Imagine
that we have two simple threads a = [ag, a1] and b = [bg], where ag, a1, and by
are “atomic” operations, and, if it is helpful, think of such atoms as single ma-
chine instructions. According to the trace model, the concurrent execution al/b
of threads @ and b is denoted by the set? of all their possible interleavings:

traces (a || b) = {[ao, a1, bol, [ao, bo, a1], [bo, a0, a1]} #)

This means that there are three distinct possible execution traces of (a || b), each
of which corresponds to an interleaving of the atoms in a and b. Non-determinism
in the trace model is reflected in the fact that traces(a || b) is a set consisting of
multiple interleavings.

The trace model captures the structure of concurrent thread execution ab-
stractly and is well-suited to formal characterizations of properties of concurrent
systems (e.g., liveness). However, a gap exists between this formal model and an
executable system: traces are streams of events, and each event is itself a place
holder (i.e., what do the events ag, a1, and by actually do?). Resumption monads
bridge this gap because they are both a formal, trace-based concurrency model
and may be directly realized and executed in a higher-order functional language.

The notion of computation provided by resumption monads is that of se-
quenced computation. A resumption computation has a stream-like structure in
that it includes both a “head” (corresponding to the next action to perform)
and a “tail” (corresponding to the rest of the computation)—very much like the
execution traces in (). We now describe the two forms of resumption monads
in detail.

3.1 Sequenced Computation and Basic Resumptions

This section introduces sequenced computation in monadic style, discussing the
monad that combines resumptions with state. The monad combining resump-
tions with state is:

data R a = Done a | Pause (St (R a))
return = Done (+)
(Donew) >>=f = fv

(Pause r) >>= f = Pause (r >>=g; Ak.returng; (k>>= f))

2 This set is also prefiz-closed in Roscoe’s model, meaning that it includes all prefixes of
any trace in the set. For the purposes of this exposition, we ignore this consideration.
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Here, the bind operator for R is defined recursively using the bind and unit
for the state monad (written above as >>=g; and returng,, respectively). Some
stateful computation—i.e., within “r >>=g; ...” —takes place.

Returning to the trace model example from the beginning of this section, we
can now see that R-computations are quite similar to the traces in (1). The
basic resumption monad has lazy constructors Pause and Done that play the
role of the lazy list constructors cons (::) and nil ([]) in the traces example. If the
atomic operations of ¢ and b are computations of type St (), then the following
computations of type R () are the set of possible interleavings:

Pause (ap >> return (Pause (a1 >> return (Pause (bo >> return (Done ()))))))
Pause (ag >> return (Pause (by >> return (Pause (a1 >> return (Done ()))))))
Pause (bo >> return (Pause (ao >> return (Pause (a1 >> return (Done ()))))))

where >> and return are the bind and unit operations of the St monad. While
the stream version implicitly uses a lazy cons operation (h :: t), the monadic
version uses something similar: Pause (h >> return t). The laziness of Pause
allows infinite computations to be constructed in R just as the laziness of cons
in (h :: t) allows infinite streams to be constructed.

3.2 Reactive Concurrency

We now consider a refinement to the R monad allowing computations to sig-
nal requests and receive responses in a manner like the interaction between an
operating system and processes. Processes executing in an operating system are
interactive; processes are, in a sense, in a continual dialog with the operating sys-
tem. Consider what happens when such a process makes a system call. (1.) The
process sends a request signal g to the operating system for a particular action
(e.g., a process fork). Making this request may involve blocking the process (e.g.,
making a request to an I/O device would typically fall into this category) or it
may not (e.g., forking). (2.) The OS, in response to the request g, handles it by
performing some action(s). These actions may be privileged (e.g., manipulating
the process wait list), and a response code ¢ will be generated to indicate the
status of the system call (e.g., its success or failure). (3.) Using the information
contained in ¢, the process continues execution.

How might we represent this dialog? Assume we have data types of requests
and responses:

data Req = Cont | (other requests)
data Rsp = Ack | (other responses)

Both Req and Rsp are required to have certain minimal structure; the continue
request, Cont, signifies merely that the computation wishes to continue, while
the acknowledge response, Ack, is an information-free response. The following
monad, Re, “adds” the raw material for interactivity to the monad R as follows:

data Re a =D a | P (Req, Rsp — (St(Re a)))
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We coin the term reactive resumption to distinguish Re from R and use D
and P instead of “Done” and “Pause”, respectively. The notion of concurrency
provided by Re formalizes the process dialog example described above. A paused
Re-computation has the form P(q, ), where ¢ is a request signal in Reg and 7,
if provided with a response code from Rsp, is the rest of the computation. The
operations for Re are defined:

return =D
Duv>>=f =fu
P (q,r)>>=f= P (q, Arsp.(rrsp)>>=g Ak .returng (k>>=f))

In this article, we use a particular definition of the request and response data
types Req and Rsp which correspond to the services provided by the operating
system (more will be said about the use of these in Section 5):

type Message = Int

type PID = Int

data Req = Cont | Sleep, | Forkq Process | Besty Message
| Revg | Vg | Py | Pratg String
| PID, | Kill, PID

data Rsp = Ack | Rcv, Message | PID, PID

Note that both Req and Rsp have Cont and Ack. The kernel in Section 5 will
use the response Ack for several different requests. Process is defined in the next
section.

Reactive resumption monads have two non-proper morphisms. The first, step,
recasts a stateful computation as a resumption computation?’:

step : Sta — Rea
step x = P (Cont, ANAck. z >>=g; (returng; o D))

The definition of step shows why we require that Req and Rsp have a par-
ticular shape including Cont and Ack, respectively; namely, there must be at
least one request/response pair for the definition of step. Another non-proper
morphism for Re allows a computation to raise a signal; its definition is:

sig : Req — Re Rsp sig; : Req — Re ()
sig ¢ = P(q, returng; oreturng.) sig; ¢ = P (¢, \ . returng,(returng, ()))

Furthermore, there are certain cases where the response to a signal is intention-
ally ignored, for which we use sig;.

4 The Language of Threads

This section formulates an abstract syntax for kernel processes. Operating sys-
tems texts typically define threads as lightweight processes executed in the same

3 For R, step is defined similarly: step * = Pause(z>>=g:(returng; o Done)).
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address space!. Events are abstract machine instructions—they read from and
write to locations and signal requests to the operating system. Processes are
infinite sequences of events, although it is straightforward to include finite (i.e.,
terminating) processes as well, but it suffices for our presentation to assume
non-terminating, infinite processes.

Process = Fvent ; Process

Event = Loc:=Ezp|bcast (Fzp) | recv(Loc) | print (String, Exp)
| sleep | fork(Process) |P | V| kill(Ezp)

Exzp  =Int|Loc|pid

The Fzp language is self-explanatory except for the pid expression that re-
turns the process identifier of the calling process. The Event language has a
simple assignment statement, [:=e, which evaluates its right-hand side, e€ Fzp,
and stores it in the location, /€ Loc, on the left-hand side. The language includes
broadcast and receive primitives: bcast(e) and recv(l). The event bcast(e)
broadcasts the value of expression e, while recv (l) receives an available message
in location [. There is also a process spawning primitive, fork(p), producing a
child process p executing in the same address space. The language has a single
semaphore with test release operations, P and V. Finally, there is a process killing
primitive, ki1l (pid), that terminates the process with identifier pid (if such a
process exists). Where the language and its semantics differ from previous work
[5] is the inclusion of signals; that is, programs may request intervention from
the kernel.

Figure 1 defines expressions, events, and processes with £[—], A[—], and
P[], respectively. In most respects, this is a conventional store passing se-
mantics in monadic form, the difference being that individual St actions (e.g.,
getloc z) are lifted to Re via the step function. step creates an “atomic” action
out of a single St action, and A[—] “chains together” one or two such actions.
For example, A[P] is the single kernel signal (sig; P,), while A[z:=¢] chains to-
gether “C[e]” and “store x” with >>=. The meaning of a process, P[p], is the
infinite “chaining-together” of its event chains. These semantics are similar to
published resumption-monadic language semantics [5] for CSP-like languages,
differing only in the inclusion of signals (i.e., requests made with with sig and
sig; to be handled by the kernel).

5 The Kernel

This section describes the structure and implementation of a kernel providing a
variety of services typical to an operating system. For the sake of comprehensi-
bility, we have intentionally made this kernel simple; the goal of the present work
is to demonstrate how typical operating system services may be represented us-
ing resumption monads in a straightforward and compelling manner. It should
be clear, however, how more powerful or expressive operating system behaviors
may be captured as refinements to this system.

4 We use the terms “thread” and “process” interchangeably throughout.
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[l—=v] : (Loc—Int)— Loc—Int A[-] : Event — Re ()
U i}an—{i l=n Alz:=e] = E[e] >>= store x ‘
on L #n Alprint(m,e)] = E[e] >>= print
store : Loc—Int—Re a where
store 1 i = (stepou) ([I—1]) out mv =m+*: "Hshow v
print = sig; o Prntg o (out m)
5[[_]] ¢ Erp — ‘Re Int Alsleep] = sig; Sleepq
€[i] =return Alfork(p)] = sigi (Fork, p)
€] = step (getloc z) . Albcast(z)] = E[z] >>= (sigi o Best,)
E[pid] = sig PID, >>= (return o prj) Alrecv(2)]

= sig Revg >>= (store x) o prj

where prj (PID, pid) = pid where prj (Rev, m) = m
Pl-] : Process — Re () A[P] = sigi P,
Ple; p] = Ale] >> Plpl A[V] = sigi Vy

A[kill(e)] = E[e] >>= (sigi o Killy)

Fig. 1. Semantics of Expressions, Events, and Processes. All monad operations belong
to the Re monad.

The structure of the kernel is given by the global system configuration and two
mutually recursive functions representing the scheduler and service handler. The
system configuration consists of a snapshot of the operating system resources;
these resources are a thread waiting list, a message buffer, a single semaphore,
an output channel, and a counter for generating new process identifiers. The
system configuration is specified by:

type System = ([(PID, Re ())], — waiting list
[Message], — message buffer
Semaphore, — Semaphore=1Int, 1 initially
String, — output channel
PID) — identifier counter

The first component is the waiting list consisting of a list of pairs: (pid, t). Here,
pid is the unique process identifier of thread ¢. The second component is a mes-
sage buffer where messages are assumed to be single integers and the buffer itself
is a list of messages. Threads may broadcast messages, resulting in an addition to
this buffer, or receive messages from this buffer if a message is available. There is
a single semaphore, and individual threads may acquire or release this lock. The
semaphore implementation here uses busy waiting, although one could readily
refine this system configuration to include a list of processes blocked waiting on
the semaphore. The fourth component is an output channel (merely a String)
and the fifth is a counter for generating process identifiers.
The types of a scheduler and service handler are:

sched  : System — R ()
handler : System — (PID, Re ()) — R ()
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A sched morphism takes the system configuration (which includes the waiting
list), picks the next thread to be run, and calls the handler on that thread.
The sched and handler morphisms translate reactive computations—i.e., those
interacting threads typed in the Re monad present in the wait list—into a single,
interwoven scheduling typed in the basic R monad. The range in the typings of
sched and handler is R () precisely because the requested thread interactions
have been mediated by handler.

From the waiting list component of the system configuration, the scheduler
chooses the next thread to be serviced and passes it, along with the system con-
figuration, to the service handler. The service handler performs the requested
action and throws the remainder of the thread and the system configuration
(possibly updated reflecting the just-serviced request) back to sched. The sched-
uler/handler interaction converts reactive Re computations representing threads
into a single basic R computation representing a particular schedule.

There are many possible choices for scheduling algorithms—and, hence, many
possible instances of sched—Dbut for our purposes, round robin suffices:

rrobin : System — R ()
rrobin ([], , , , ) = Done () — stop when no threads
rrobin (((4,t) :: w), mq, s, 0,9) = handler (w, mq, s, 0, g) (i, 1)

The handler fits entirely in Figure 2. A call (handler sys (i, P(q,r))) responds
to query ¢ based on the contents of sys and follows the same pattern:

P(q,r) — Pause((St action) ; returng; (rrobin sys’))

Here, the “(St action)” is a (possibly empty) St computation determined by
r and sys’ is the System configuration reflecting changes to kernel resources
necessary to handling ¢q. Each handler branch is discussed in detail below and
the labels (a.)-(1.) refer to lines within Figure 2.

Basic Operation. When handler encounters a thread which is completed (i.e.,
the thread is a computation of the form D ), it simply calls the scheduler with
the unchanged system configuration (a.). If the thread wishes to continue (i.e.,
it is of the form P(Cont,r)), then handler acknowledges the request by passing
Ack to r (b.). As a result, the first atom in r is scheduled, and the rest of the
thread (written nezt (i, k) above) is passed to the scheduler.

Dynamic Scheduling. A thread may request suspension with the Sleep, signal
(c.); the handler changes the Sleep, request to a Cont and reschedules the thread.
The effect of this is to delay the thread by one scheduling cycle. An obvious
refinement of this service would include a counter field within the Sleep, request
and use this field to delay the thread through multiple cycles.

A thread may request to spawn a new thread (d.). The child process is
(g,P[p]) for new identifier g. Then, both parent and child thread are added
back to the waiting list. We introduce the “continue” helper function, cont, that
takes a partial thread, r, and a response code, rsp, and creates a thread which re-
ceives and continues on the response code rsp. Another useful service (4 la Unix
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handler : System — (PID, Re ()) — R ()
handler (w, mq, s, 0,9) (i,t) =

case t of
(D v) — rrobin (w, mgq, s, 0, g)
(P(Cont,)) — Pause (r Ack >>=g; Ax. returng; (next (i, k))
where

next t = rrobin (w-+[t], mq, s, o, g)
(P(Sleepy, 7)) — Pause (returng; next)
where
next = rrobin (w+-[(i, P(Cont, r))], mgq, s, 0, g)
(P(Forkq p, 7)) — Pause (returng; next)
where
parent = (i, cont r Ack)
child = (g, P[p])
next = rrobin (wH-[parent, child), mq, s, 0,9+ 1)
(P(Bcstg m, 1)) — Pause (returng; newt)
where
next = rrobin (w+-[(7, cont r Ack)], mq+-[m], s, 0, 9)
(P(Rcvq, 1)) | (mg == []) — Pause (returng; next)
where
next = rrobin (w+H-[(¢, P(Rcvg, 7)), 11, 8, 0, 9)
(P(Rcvg, 1)) | otherwise — Pause (returng, next)

where
next = rrobin (w+-[(7, cont r (Rcv, m))], ms, s, 0, g)
m = head mq
ms = tail mq
(P(Prnt, msg, r)) — Pause (returng, next)
where
next = rrobin (w+H-[(i, P(Cont, r))], mq, s, o-+Hmsg, g)
(P(Pq, 1)) — Pause (returng; next)
where
next =if s > 0 then goahead else tryagain

goahead = rrobin (wH-[(¢, P(Cont,r))],mg,s — 1,0, g)
tryagain = rrobin (wH[(i, P(Pq,1))], mq, 8, 0, )
(P(Vy, 1)) — Pause (returng; next)
where
next = rrobin (wH-[(¢, cont r Ack)], mq,s + 1,0, g)
(P(PIDgy, 1)) — Pause (returng; next)
where
next = rrobin (w+H-[(7, cont v (PID, i))], mq, s, 0, g)
(P(Killgj, r))  — Pause (returng; next)

where
next = rrobin (wl’, mgq, s, 0, g)
wl’ = filter (exit j) (wH-[(4, cont r Ack)])
exit i (pid, t) = pid /=1
cont : (Rsp — St(Rea)) — (Rsp — Rea)

cont v rsp = P (Cont, NAck. r rsp)

Fig. 2. The Request Handler
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fork system call) would include a response Fork, Bool in Rsp to distinguish
child and parent processes.

Asynchronous Message Passing. For a thread to broadcast m (e.), the mes-
sage is simply appended to the message queue. When a Rcv, signal occurs and
the message queue is empty, then the thread must wait (f.) and so is put back on
the thread list. Note that, rather than busy-waiting for a message, the message
queue could contain a “blocked waiting list” for threads waiting for the arrival
of messages, and, in that scenario, the handler could wake a blocked process
whenever a message arrives. If there is a message m in the message queue, then
it is passed to the thread (g.).

Printing. When a print request (Prnt, msg) is signaled (h.), then the string msg
is appended to the output channel out and the rest of the thread, P(Cont, r),
is passed to the scheduler. An alternative could use the “interactive output”
monad formulation for R: R A = puX. (A + (StringxS X)) instead of encoding
the output channel as the string o.

Synchronization Primitives. Requesting the system semaphore (i.) will suc-
ceed if s > 0, in which case the requesting thread will continue with the sema-
phore decremented; if » 0, the requesting thread will suspend. These possible
outcomes are bound to goahead and tryagain in the following handler clause,
and handler chooses between them based on the current value of s: Note that
this implementation uses busy waiting merely for simplicity’s sake. One could
easily implement more efficient strategies by including a queue of waiting threads
with the semaphore. A thread may release the semaphore (j.) without blocking.
Note this semaphore is general rather than binary, meaning that the counter s
may have as its value any non-negative integer rather than just 0 or 1.

Process Id Request. A thread may request its identifier ¢ (k.), which is simply
passed to it in cont r (PID, 7).

Preemption. One thread may preempt another by sending it a kill signal rem-
iniscent of the Unix (kill -9) command; this is implemented by the handler
declaration at line (1.). Upon receiving the signal Kill, j, the thread with process
identifier j (if one exists) is removed from the waiting list using the Haskell built-
in function filter : (a—Bool)—a]—[a]. In a call (filter b 1), filter returns those
elements of list [ on which b is true (in order of their occurrence in [).

Time Behavior of >>=; and >>=g.. Because the bind operations for R and
Re are both O(n) in the size of their first arguments, one can write programs
that, through the careless use of the bind, end up with quadratic (or worse)
time complexity. Note, however, the kernel avoids this entirely by relying on
co-recursion in the definition of handler.

Executing the kernel. An R computation may be projected to St with:
run: Ra — Sta

run (Donev) =returng v
run (Pause p) = ¢ >>=g; run
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Running the kernel on initial processes p1, ..., p, is accomplished with
run (TTObin ([P[[pl]L o 773[[]?71]]]7 Ha 17 " "7 0))

Sample executions are provided in the code base [1].

6 Conclusions

As of this writing, resumptions as a model of concurrency have been known for
thirty years and, in monadic form, for almost twenty. Yet, unlike other tech-
niques and structures from language theory (e.g., continuations, type systems,
etc.), resumptions have evidently never found wide-spread acceptance in pro-
gramming practice. This is a shame, because resumptions—especially in monadic
form—are a natural and beautiful organizing principle for concurrent applica-
tions: they capture exactly what one needs to write and think about multi-
tasking programs—and no more! Resumptions capture precisely the intuition
that threads are potentially infinite sequences of atoms interacting according
to some discipline. The framework presented here has been applied in a num-
ber of diverse settings and expresses a broad sampling of concurrent behaviors.
This is solid evidence that resumptions express the true essence and structure
of multitasking computation.

Although the kernel is, of necessity, simple, it does demonstrate both the
wide scope of concurrent behaviors expressible with resumption monads and
the ease with which such behaviors may be expressed. To be sure, more efficient
implementations and realistic features may be devised (e.g., by eliminating busy-
waiting). As each of the three monads may be generalized as monad transformers,
instances of this kernel inherit the software engineering benefits of monad trans-
formers that one would expect—namely, modularity, extensibility, and reusabil-
ity. Such kernel instances may be extended by either application of additional
monad transformers or through refinements to the resumption monad transform-
ers themselves. Such refinements are typically straightforward; to add a new ser-
vice to the kernel of Section 5, for example, one merely extends the Req and Rsp
types with a new request and response and adds a corresponding handler defini-
tion. The kernel in Section 5 may, in fact, be viewed as the result of multiple ex-
tensions to a core “basic operation” kernel (i.e., one having only a Cont request).

The framework developed here has been applied to such seemingly diverse
purposes as language-based security [31] and systems biology [32]; each of these
applications is an instance of this framework. The difference is evident in the
request and response data types Req and Rsp. Recent work in systems biology
applies process calculae as a descriptive mechanism for biological processes and
structures [33]. As an alternative foundation, the resumption-monadic frame-
work discussed here has been applied to the formal modeling of the life cycles of
autonomous, intercommunicating cellular systems [32]. Each cell has some collec-
tion of possible actions describing its behavior with respect to itself and its envi-
ronment. The actions of the photosynthetic bacterium Rhodobacter Sphaeroides
are reflected in the request and response types:
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data Req = Cont | Divide | Die | Sleep | Grow | Light Concentration
data Rsp = Ack | LightConcRsp Float

Each cell may undergo physiological change (e.g., cell division) or react to its
immediate environment (e.g., to the concentration of light in its immediate vicin-
ity). The kernel instance here also maintains the physical integrity of the model.

The kernel presented here confronts many “impurities” considered difficult to
accommodate within a pure, functional setting—concurrency, state, and i/o—
which are all members of the so-called “Awkward Squad” [34]. In Haskell, these
real world impurities are swept, in the memorably colorful words of Simon Pey-
ton Jones, into a “giant sin-bin” called the 70 monad?®. But is IO truly a monad
(i.e., does it obey the monad laws)? All of these impurities have been handled in-
dividually via various monadic constructions (consider the manifestly incomplete
list [2,35]) and the current approach combines some of these constructions into
a single monad. While it is not the intention of the current work to model the
awkward squad as it occurs in Haskell, the techniques and structures presented
here point the way towards such models.
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Abstract. Accumulation techniques were invented to transform func-
tional programs, which intensively use append functions (like inefficient
list reversal), into more efficient programs, which use accumulating pa-
rameters instead (like efficient list reversal). In this paper we present
a generalized and automatic accumulation technique that also handles
programs operating with unary functions on arbitrary tree structures
and employing substitution functions on trees which may replace differ-
ent designated symbols by different trees. We show that this transfor-
mation does not deteriorate the efficiency with respect to call-by-need
reduction.

1 Introduction

The sequence of trees in Figure 1 illustrates the stepwise growth of a tree, where
in every step in parallel every occurrence of a symbol A (and B, respectively) is
substituted by a tree (D A) (and (T' A B A), respectively).

B
A A
B A T A
\ /
A\‘/A D D
B T T

Fig. 1. Stepwise growth of a tree

In a functional program p,., (formulated e.g. in Haskell), this substitution can
be defined by a ternary function g that takes the “previous tree” and the two
kinds of “fresh branches” (D A) and (T' A B A) as arguments. Additionally,
a unary function f generates as many nested calls of g as the argument of f
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indicates, where natural numbers are represented by a nullary Z and a unary .S,
i.e. the initial expression (f (S™ Z)) generates n nested calls of g.!

fz =B

f (S ) =g (fx1) (DA (T"ABA)
gAYy Yo =1

g By1y2 =1

g (D 1) y1 y2 =D (g 1 Y1 y2)

g (T 2y x223) 31 92 =T (971 Y1 y2) (972 1 y2) (9 T3 Y1 Y2)

Unfortunately, p,on has cubic time-complexity in the input number n, since g has
to process n intermediate results with sizes 12,22 ... n?, respectively (though
they are not explicitly constructed in a call-by-need evaluation).

Therefore we would prefer the following program pg.. which has linear time-
complexity in n to evaluate the (modified) initial expression (f (S™ Z) A B):

[ Zyiyo =1
f(Sx)yrya=for (Dy1) (Tyy2 y1)

Since pgee uses its second and third argument to accumulate step by step a
“D-branch” and an output tree, respectively, we call pycc an accumulative pro-
gram, whereas we call p,,, non-accumulative. Techniques which transform non-
accumulative into accumulative programs are called accumulation.

In the case that substitutions on tree structures are restricted to append
functions on list structures, there is a long history of research on accumulation:
Already in [6] it is shown in the context of transforming programs into iterative
(tail-recursive) form, how non-accumulative programs can be transformed (non-
automatically) into their accumulative versions. In [3,18] a similar technique
for linear recursive functions is presented. Other non-automatic realizations of
accumulation are given e.g. in [4, 14]. Finally, the transformation of [25] is fully
automatic and is accompanied by an efficiency analysis. The crucial laws, on
which the transformation of [25] is based, can be found in our paper in a similar
form. All mentioned techniques essentially rely on the properties of the monoid
of lists with append. This fact is detailed in [5].

Our automatic transformation technique is more general in two aspects: we
consider (i) arbitrary tree structures (instead of lists) as input and output, and
(ii) substitutions on trees (instead of append) which additionally may replace
different designated symbols by different trees. On the other hand, our technique
is restricted to unary functions (apart from substitutions), though also in [25] the
only example program involving a non-unary function could not be optimized.
Hence the scope of our technique includes the unary functions in the examples

! Since there is only one unary input symbol S for f, the actual parameters (D A) and
(T A B A) of g are unique. Hence, an alternative version of g could avoid its formal
parameters y; and y2 and directly use (D A) and (T A B A) in its A- and B-rules,
respectively. In a more elaborate example with different unary input symbols for f
the actual parameters of g may be different and hence the formal parameters are
essential. For convenience we avoided to blow up our example into this direction.
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of [25] (in particular, inefficient list reversal). Moreover, restricting recursive calls
of the unary functions to be primitive-recursive will guarantee that in contrast
to [25] no substitutions appear in transformed programs anymore. Our efficiency
result is based on exactly this fact.

For this purpose, we view functional programs like p,., as special 2-modular
tree transducers [10]. Every function in module 1 (like f in pyon) is unary and
is defined by a case analysis on the root symbol ¢ of its argument ¢. The right-
hand side of the equation for f and ¢ may contain (primitive-recursive) calls of
functions in module 1 on subtrees of ¢ and arbitrary calls of the (only) function
in module 2. The function in module 2 (like g in prorn) is a substitution function,
i.e. designated nullary substitution constructors are replaced by parameters and
other constructors are left unchanged. In [16] it was shown, how such programs
can be transformed into macro tree transducers [8,9], in which every function
(like f in paec) may have arbitrary rank and is defined by a case analysis on the
root symbol ¢ of its first argument ¢. The right-hand side of the equation for f
and ¢ may contain (nested) recursive function calls on subtrees of ¢.

The accumulation technique of [16] is divided into three indirect transforma-
tion steps which are mainly based on a composition result [9,15] for top-down
tree transducers [19,21] with macro tree transducers and on the associativity of
substitution functions. Although the resulting programs avoid substitution func-
tions, they are not always more efficient than the original programs. In [16] and
in the present paper the efficiency is measured in the number of performed call-
by-need reduction steps. This point of view, which neglects the actual complexity
of rule applications, is also taken in, e.g., [20, 23, 24].

In [16] also the reverse transformation is presented. Both transformations
together induce that the classes of macro tree transducers and of the special
2-modular tree transducers have the same computational power. Although the
reverse transformation deteriorates in general the efficiency, it also has practical
relevance: In [12] it is extended to a deaccumulation technique which is useful to
improve the automatic verification of functional (and even imperative) programs.

In [17] the deficiencies of the accumulation technique in [16] were solved by
presenting a direct transformation which additionally employs let-expressions to
avoid causes of inefliciency. Moreover, it was shown in [17] that the transforma-
tion does not deteriorate the efficiency. To this end, a call-by-need reduction on
term graphs was defined and compared for the original and resulting program.
The efficiency result is based on the fact that the number of applications of
functions in module 1 of the original program equals the number of function ap-
plications in the resulting program. Hence, the applications of the substitution
function in module 2 of the original program are saved!

We simplify the presentation of [17] by avoiding an explicit call-by-need re-
duction and by adopting a technique of [20, 23, 24], where function applications
(in [23,24] for (compositions of) macro tree transducers) additionally produce
special “ticking symbols” in order to make the number of performed (call-by-
name) reduction steps visible in the output. Instead of a call-by-need reduction
relation on term graphs which (implicitly) uses sharing to avoid that unevaluated
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function arguments are copied, we use a nondeterministic reduction relation on
expressions with an explicit denotation for sharing (cf., e.g., [2,1]). Unfortu-
nately, this ezplicit sharing does not prevent that our nondeterministic reduction
relation creates a shared subexpression e such that e contains function applica-
tions and e is not relevant in the overall expression (in the sense that call-by-need
reduction would delete all references to e). To avoid that ticking symbols which
are generated by e are counted (and thus reduction steps needed to evaluate e),
we additionally use a counting function which takes care of such nonrelevant
subexpressions. Hence the concepts of explicit sharing and the counting function
provide a new technique to count call-by-need reduction steps.

2 Preliminaries

We denote the set of natural numbers including 0 by IV and the set IN — {0}
by IN,. For every m € IN, the set {1,...,m} is denoted by [m]. The cardinality
of a set K is denoted by card(K). We use the sets X = {xg,z1,22,23,...},
Y = {y1,92,93,...}, and Z = {z1, 29, 23, ...} of variables. For every n € IN, let
Xn=A{z1,...,2n}, Yo ={y1,.- ., Un},and Z,, = {z1,..., 25 }. Let = be a binary
relation on a set K and n € IN. Then, =" denotes the n-fold composition and
=* the transitive, reflexive closure of =. If k =* &k’ for k,k’ € K and there is
no k" € K such that ¥’ = k", then k' is called a normal form of k with respect
to =, which is denoted by nf (=, k), if it exists and if it is unique.

A ranked alphabet is a pair (C, rank) where C is a finite set and rank is a
mapping which associates with every symbol ¢ € C' a natural number called the
rank of c. We simply write C instead of (C, rank) and assume rank as implicitly
given. The set of symbols of C' with rank n is denoted by C™ and if ¢ € C™,
we also use the notation ¢(™). The set of trees (or terms) over C indexed by (a set
of variables) U, denoted by Tc(U), is the smallest subset T C (CUU U {(,)})*
such that U C T and for every ¢ € C" with n € IN and t1,...,t, € T:
(cty...ty) € T.If ¢ € C, we write just ¢ instead of (c). The set T (0) is
abbreviated by T¢. If R is the set of rules of a term rewriting system, then =g
denotes the (nondeterministic) reduction relation induced by R. If there is at
most one occurrence of a variable v in a term ¢, then we call ¢ linear in v.

For a term t, pairwise distinct variables v1,...,v,, and terms tq,...,t,, we
denote by t[vy/t1,...,v,/t,] the term that is obtained from ¢ by substituting for
every i € [n] every occurrence of v; in ¢ by ¢;. We abbreviate [v1/t1,...,vn/ty]

by [v;/t:], if the involved variables and terms are clear from the context. We use
a linear, “substitution-like” notation for term graphs to express the sharing of
subgraphs: e[z; ~ e1,...,2z, ~ €,] denotes a term graph, in which for every
occurrence of z; in the subgraph denoted by e there is a directed edge from the
direct ancestor node of z; to the root node of the subgraph denoted by e;.

For the rest of the paper, let n € IN;.

Definition 1. Let C be a ranked alphabet and U € {Z,,,0}. The set Ec,,(U)
of C-expressions with sharing (and free variables of U) is defined by:
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— For every z; € U: z; € Ecn(U).
— For every c € C®) and ey, ..., e € Ecn(U): (cer...ex) € Ecpn(U).
— For every e1,...,e, € Ec,(U) and e € E¢ n(Z,):

elz1 ~ e1,...,2n ~ €] € Ecy(U).

The set Ec,, of C-expressions with sharing is defined as Eqn(@). O

Note that a C-expression with sharing e € E¢ ,(U) can be considered as a tree
e € Te(U) where C" = CU{(-[z1 ~ ..., 2n ~ -])"t1} is the ranked alphabet
obtained from C by adding a new (n + 1)-ary symbol. Thus we can employ the
notions and notations, which we introduced for trees, also for C-expressions.

Example 2. Let C = {A©®) B DM TG} Then, r
(T 21 29 21) € Ec2(Zs),
(T 21 292 Zl)[Zl ~> (D 2’1)72’2 ~> (T 21 292 Zl)] S ECVQ(ZQ)’ DT

(T zZ1 22 Zl)[Zl ~ (D 2’1)72’2 ~ (T zZ1 22 Zl)] ‘
[21 ~ (D A),ZQ ~ (T AB A)] € EC’Q,

D T
and the latter represents the depicted term graph. / O
A A B A
If ey, ..., e, are clear from the context, then we abbreviate an expression of the

form e[z1 ~~ e1,..., 2, ~ en] by €[z; ~ €]
In the following we define a function on C-expressions with sharing, which
constructs trees by unfolding all sharings.

Definition 3. Let C' be a ranked alphabet and U € {Z,,0}. The function
tree : Ec,,(U) — To(U) is defined as follows:

— For every z; € U: tree(z;) = 2;.
— For every c € C™® and ey, ..., ex € Ec,n(U):
tree(c ey ...ep) = (c tree(ey) ... tree(eg)).
— For every e1,...,e, € Ec,(U) and e € E¢ n(Z,):
tree(e[z; ~ e;]) = tree(e)[z;/tree(e;)]. O

We call z; € Z,, a free occurrence in e € Ecn(Zy), if z; occurs in tree(e). Note
that this clarifies the scope of a sharing. The scope of z1, ..., 2z, in an expression
elz; ~ e;] is limited to the free occurrences of z1,..., 2z, in e.

3 Nonaccumulating and Accumulating Tree Transducers

First we define nonaccumulating tree transducers as functional source language.
Nonaccumulating tree transducers are special 2-modular tree transducers [10, 16].

Definition 4. An n-nonaccumulating tree transducer (for short n-ntt) is a tuple
M = (F, Sub,C,II, Ry, Ro, 7in,), where

— Fis a ranked alphabet (of function symbols) with F' = F(),
— Sub = {sub™* VY (substitution function),
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— (' is a ranked alphabet (of constructors),
— II ={Il,...,IT,} € C with card(IT) = n (the substitution constructors)

such that F', Sub, and C are pairwise disjoint,

— Ry is a set of rules such that for every f € F and ¢ € C®) there is exactly
onerule f(cxi...ap) =rhsgr, fc
with rhsg, .. € RHS(F, Sub,C, X}), where for every k € IN,
RHS(F, Sub, C, X}) is the smallest set RHS such that
e for every f € Fand i € [k]: (f ;) € RHS,
e for every ro,...,r, € RHS: (subrg...r,) € RHS, and
o for every c€ CW and ry,...,r; € RHS: (cry...r) € RHS,
— Rs is a set of rules such that
e for every j € [n] there is the rule  sub II; y1...yn = y;
e and for every ¢ € (C' — IT)®) there is the rule

sub(cxr...xk) Y1 - Yn=c(subx1y1...Yn)...(subxg y1...Yn),
— 1 € RHS(F, Sub, C, X1) is the initial right-hand side. O

Since every function is defined by recursion on its first argument (i.e., the only
argument in case of F-functions), this argument is called recursion argument.
The other arguments are called context arguments. The set RHS formalizes the
description of right-hand sides found in the introduction. The initial right-hand
side r;, serves as call pattern for the n-ntt, where z; acts as a placeholder for the
actual input tree. Note that the concept of n-ntts (with one substitution function
of rank n 4 1) can easily be generalized to a model with several substitution
functions. This, however, does not increase the computational power.
In the following examples we will avoid rules, which are never used.

Example 5. M,,, = (F,Sub,C,II, Ry, Ry, 1;n) is a 2-ntt where F = {f},
Sub = {g®}, ¢ = {SW, 2O AO) BO) pM) TGN T, = A, I, = B, R
and Rs contain the f-rules and g-rules, respectively, of ppon, and ry, = (f x1).

|

Now we present n-ntts with sharings as abstractions for our functional source
programs. In contrast to functional programs, where in a call-by-need reduction
the sharing of expressions which are bound to variables of rules is performed
implicitly, in n-ntts with sharings the sharing is performed explicitly, whenever
there is the risk to copy unevaluated expressions (cf., e.g., [2,1]). This concerns
only the context arguments of substitution functions (since other arguments
are not copied or are constructor trees). To denote explicit sharing in a right-
hand side of a rule or in a sentential form, we also use expressions with sharing.
Thus, because of possibly nested substitution functions during an evaluation, also
expressions with sharing may occur in the recursion argument of substitution
functions. Hence they must be handled by a special rule. Actually, n-ntts with
sharings could be considered as special “2-modular tree-to-graph transducers”.
See [10,11] for the concepts of modular tree transducers and top-down tree-
to-graph transducers, respectively. Note that the additional sharing mechanism
does not change the computational power of n-ntts, but may improve efficiency.
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Definition 6. An n-nonaccumulating tree transducer with sharings (for short
n-sntt) is a tuple M = (F, Sub,C, II, Ry, Ra, iy, ), where

— F, Sub, C, II, Ry, and 74, are defined as in Definition 4,
— Ry is a set of rules such that
e for every j € [n] there is the rule  sub II; y1 ... yn = yj,
e for every ¢ € (C' — IT)(®) there is the rule?
sub (cx1...Tk) Y1 ---Yn
=(c(subxzy z1...2n)...(sub xy 21 ...2,))[2i ~ i,
e and there is the rule?
sub xolzi ~ Tl Y1 .. Yn = To[zi ~ (sub z; 21 ... 2)][2i ~ yil. |

Note that in the last rule in the previous definition sub walks into z1, ..., z,, but
not into . This is due to the fact that every instantiation of zg[z; ~ z;] was
generated by an inner occurrence of sub which already handled the substitution
constructors in xy. Moreover, it is easily seen that the inner occurrence of sub
does not introduce substitution constructors in zy because only calls of the form
(sub x; 21 ...2,) can occur in xg. We further note that an application of the last
rule represents a short cut, since a call-by-need reduction on term graphs would
(i) walk stepwise through the expression bound to zg and would (ii) end up with
different occurrences of sub at different occurrences of a z; (thus performing
several runs on the expression bound to z;).

Example 7. M,,, = (F,Sub,C,II, R, Ry, 7i,) is a 2-sntt, where F = {f},
Sub = {¢g®}, ¢ = {SD, 2 A0 BO) pO) TG} T, = A, II, = B, Ry
contains the f-rules of p,,, and Rs contains rules

gAYy =1

9By y2 =Y

g (D z1) y1 y2 =D (g z1 y1 y2)

g (T x1 22 x3) Y1 y2 = (T (9 21 21 22) (9 2 21 22) (g T3 21 22))[25 ~ i
g o [Zz ~> -Ti] Yr Y2 =2o [Zi ~ (g T 21 22)][% ~ yiL

and 7, = (f 1). Let R = Ry U Ry. Then,

f(S%2) =% g(g(TABA)(DA)(TABA))(DA)(TABA)

=% g (T 21 22 21)[21 ~ (D A),22~ (T AB A)] (D A) (T AB A)

=R (T 21 22 21)[,21 > (g (D A) 21 22),2’2 ~ (g (T AB A) 21 ZQ)]

[21 ~ (D A), 29~ (T' A B A)]

:>% (T Z1 22 21)[,21 > (D 21)72’2 ~ (T Z1 22 21)[,21 M 21, R M ZQH
Our main transformation will deliver accumulating tree transducers with shar-
ings, which could be considered as special “macro tree-to-graph transducers”.
See [9, 11] for the concepts of macro tree transducers and top-down tree-to-graph
transducers, respectively.

2 If ¢ is nullary or unary, then the explicit sharing will be avoided in examples.
3 If n = 1, then the explicit sharing [z; ~ ;] could be avoided.
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Definition 8. An n-accumulating tree transducer with sharings (for short n-
satt) is a tuple M = (F,C, R, 7,), where

— Fis a ranked alphabet (of function symbols) with F = F(*+1),
— C'is a ranked alphabet (of constructors), such that F' and C are disjoint,
— R is a set of rules such that for every f € F and ¢ € C®) there is exactly
onerule f(cxi...2)Y1...Yn =ThSR ¢
with rhsg,f. € RHS'(F,C, X},Y,), where for every j € [n], the right-hand
side rhsp,f.c is linear in y;, and for every k € IN and U € {Y,,, Z,,0}, the
set RHS'(F,C, Xy, U) is the smallest set such that
o for every f € F,i € [k],and r1,...,r, € RHS'(F,C, X}, U):
(fxire...rp) € RHS'(F,C, Xy, U),
o for every c€ CYW and ry,...,r € RHS'(F,C, X, U):
(ery...m) € RHS'(F,C, X, U),
e for every ry,...,r, € RHS'(F,C, X},U) and ro € RHS'(F,C, Xy, Z,,):
rolzi ~ i) € RHS'(F,C, X, U), and
e for every u € U: uw € RHS'(F,C, X, U),
— rin € RHS'(F,C, X1,0) is the initial right-hand side. O

The linearity condition in the previous definition will be called context-linearity.
Note that it guarantees that no unevaluated subexpressions are copied in a
nondeterministic reduction relation. This fact will be needed in Subsections 4.3
and 5.3, where n-satts are realized by functional programs under call-by-need
evaluation, such that the number of performed reduction steps is equal.

Example 9. M,.. = (F',C, R, 7} ) is a 2-satt, where F' = {f®)}, C = {5,

yhan

7O AO) BO) DM TG R contains the rules

I Z vy ye = Yo
FSz)yrye = (fz1 (D 21) (T 21 22 21))[2i ~ il

and 7}, = (f z1 A B). Then,

f (S3 Z) AB =R (f (52 Z) (D Zl) (T 21 292 2’1))[2’1 ~ A, 29~ B]
=R (f (S Z) (D 21) (T Z1 22 21))
[21 ~ (D 21)722 ~ (T Z1 %2 21)][21 ~ A, zZ9 ~ B]
:>%’, (T 21 292 Zl)[Zl ~> (D 21)72’2 ~ (T 21 292 Zl)]
[2’1 ~ (D 21)72’2 ~ (T zZ1 22 2’1)][2’1 > A, z9 ~ B] 0

For every n-sntt M = (F, Sub, C, II, Ry, Ra, 14,) with R = Ry U Ry and for every
n-satt M = (F,C, R, r;,), =g is locally confluent, because there are no critical
pairs. Similarly to modular tree transducers [10] and macro tree transducers [9],
=p is also terminating, since every rule application to a function symbol with
its recursion argument ¢ delivers only (i) new function symbols with subtrees of
t as recursion arguments or (in the case of an n-sntt) (ii) occurrences of the sub-
stitution function which does not call any other function and also “strictly walks
down” on its recursion argument. Thus, for every t € T¢, nf (=g, Tin[21/t]) ex-
ists. Moreover, there are no function symbols in this normal form, because all
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functions are exhaustively defined on their possible recursion arguments (in par-
ticular on all outputs of functions which are nested in their recursion arguments).
Hence, the normal form is a C-expression with sharing.

Definition 10. Let M = (F, Sub,C,II, Ry, Ra,7i,) be an n-sntt with R = Ry U
Ry or let M = (F,C,R,r;,) be an n-satt. The tree transformation computed
by M is the function 75y : Tc — T, which is for every ¢ € T¢ defined by
Tz (t) = tree(nf (=g, Tinlx1/t]))- O

4 Accumulation Technique

Our transformation technique consists of three steps: (i) a preprocessing step
which abstracts n-ntts into n-sntts, (ii) the main transformation on the level
of tree transducers with sharings (transforming n-sntts into n-satts), and (iii) a
postprocessing step which realizes n-satts as functional programs. Since the pre-
and postprocessing steps are relatively simple compared to the main transfor-
mation, they will be presented only informally.

4.1 Preprocessing

Explicit sharings which were introduced in the previous section, are added. More
exactly, the sub-rules of Definition 4 are replaced by those of Definition 6. Note
that this preprocessing step simplifies our efficiency considerations; the main
transformation could also take n-ntts as inputs.

4.2 Main Transformation

The main transformation processes an n-sntt M and yields an n-satt M'. The
construction introduces a new (n 4 1)-ary function symbol f for every function
symbol f of M. The context arguments of the new f shall store replacements
for the substitution constructors. Intuitively speaking, a call like (f ¢t e1...¢ey)
should evaluate (using M') to the result of (sub (f t) e1...e,) (evaluated us-
ing M). Thereby the intermediate result that is produced by the call (f t) is
avoided. The formalization of this intuitive relation can be found in Lemma 13.
The construction uses an auxiliary function sub to transform right-hand sides of
rules thereby evaluating substitutions at compile time.

Definition 11. Let M = (F, Sub,C,II, Ry, Ro,7i,) be an n-sutt. First, we de-
fine the set Ro of transformation rules which contains

— for every j € [n] arule sub II; y1...yn =y,
— for every ¢ € (C — IT)*) a rule?
sub(cxr...2k) Y1 .- Yn
= (c(subxy z1...20) ... (sub xg 21...2,)) ]2 ~ ui,
— forevery fe€ Farule sub(fxo)yr---Yn=1[Toy1---Yn,

4 If ¢ is nullary or unary, then the explicit sharing will be avoided in examples.
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— and the rule®
sub (subxo 1 ...Tn) Y1---Yn

= (subxo (subxy z1...2n) ... (sub xy, 21...20)) [z ~ Yi]-

Then, the n-satt constructed from M by accumulation is defined as acc(M) =
(acc(F),C, acc(Ry), acc(riy,)), where

— ace(F) = {f"*V | f € F},
— acc(R;) contains for every f € acc(F) and ¢ € C*) the rule

flexi...ap) y1.. . Yn = nf (=g, sub Thsp, fc Y1 Yn),
— acc(rip) = nf(:>R2, sub 1, I .. I1,). O

It can be shown easily that acc(M) is in fact a well-defined n-satt. In particu-
lar, the context-linearity is induced by the fact that the sub-rules do not copy
variables. Given the above intuition, the rules for sub should be straightforward:
The first rule avoids the explicit construction of II;-symbols. The second rule
is standard and the third rule encodes our intuition. Finally, the fourth rule
represents the “associativity” of substitutions. Note the similarity of these rules
to the laws (1), (2), (), and (3), respectively, of [25]. In the second and fourth
rule we use explicit sharings in order to avoid that occurrences of F-functions
are copied and thus are executed more than once in the transformed program.

Example 12. Let Mopon = (F, Sub,C, II, Ry, Ro, 1,) be the 2-sntt from Exam-
ple 7. Then, the set Ry contains the rules

g Ay ye =1

9By y2 =Y

g (D x1) y1 yo =D (g 71 Y1 Y2)

g (T z1 22 x3) y1 Y2 = (T (g z1 21 22) (g 22 21 22) (9 T3 21 22))[25 ~> i)
g (f zo) y1 y2 = [ xo y1 Y2

g (g0 x1 22) Y1 y2 = (9 70 (9 71 21 22) (9 T2 21 22))[21 ~ Vil

and t~he 2-satt constructed from Mn(m by accumulation is defined as Macc =
acc(Mpon) = (acc(F),C, acc(Ry), acc(riy)), where acc(F) = {f®}, acc(Ry)
contains the following rules with underlined left- and right-hand sides

fZyiy2=nf(=p,,9 By y2) =y,

f(Sz1)y1y2 =nf(=p,,9 (g (fz1) (DA (T ABA))y1 y2)
=nf(=g,, (g (f 1) (g (D A) 21 22) (9 (T A B A) 21 22))[2i ~ yi)
=(fz1 (D 2) (T2 22 21)[2i ~ 2))[2 ~ yi

and acc(rin) = nf(=g,,9 (f z1) A B) = (f 21 A B). O

The correctness proof® of the main transformation is based on the following
lemma which formalizes our intuition from the beginning of this subsection.

5 If n = 1, then the explicit sharing could be avoided.
5 Available at www.orchid.inf.tu-dresden.de/gdp/conferences/amast06.shtml
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Lemma 13. Let M = (F, Sub,C,II, Ry, Ro,7;,) be an n-sntt and acc(M) =
(acc(F),C, acc(Ry), acc(ry,)). For every f € F and t € Te:

tree(nf(=R,uR,, Sub (f 1) 21...2,)) = tree(nf (= ace(ry), f t 21+ 2n))-

O

Theorem 14. Let M be an n-sntt. Then, 7ar = Tace(ar)-

4.3 Postprocessing

Finally, an n-satt resulting from the main transformation is translated into a
functional program by replacing in the right-hand sides of rules and in the ini-
tial right-hand side the explicit sharings with let-expressions. More exactly, an
expression of the form

Tlz1 ~ Py Zn o T is replaced by let {v1 =7r;...50, =rp}inr,

where vy, ..., v, are fresh variables (which can be obtained using tree-structured
addresses in the translation process) and rq,...,7,,r result from recursively
replacing explicit sharings in 71,...,7,,7, respectively, and additionally using
v1, ..., U, instead of the free occurrences of z1,...,z, in 7.

Example 15. Let M e be the 2-satt of Example 12. Postprocessing translates
F(Sz)yrye=(f x1 (D 2z1) (T 21 22 21)[2: ~ zi))[zi ~ ;] into the rule

(S x1)y yo =let {v1 =y1;02 = yo}
in f x1 (D v1) (let {v11 = v1;v12 = v2} in (T v11 v12 v171)).0

A more elaborate translation could simplify (or even avoid) some let-expressions,
e.g. if z; does not occur or occurs only once freely in r or if r; = z; or r; = y;
(i.e. we have z; ~» z; or z; ~ y;). For the case r; = y; note that the resulting
program will be again treated call-by-need, and hence y; is shared implicitly.

Example 16. Instead of constructing the rule as in Example 15, the following
rule can be used (cf. also the introduction):

fSz)yiye=far (Dy) (T y1y2 1) 0

5 Efficiency Non-deterioration by Accumulation

Our aim is to show the efficiency non-deterioration for call-by-need reduction.
Unfortunately, it is technically difficult to formally compare the number of steps
caused by deterministic reduction relations (cf. e.g. [17]). Hence we will base our
comparison on the nondeterministic reduction relations for n-sntts and n-satts.

Therefore we first present a mechanism such that the number of call-by-need
reduction steps caused by the Rj-rules of an n-ntt M equals the number of
“relevant” nondeterministic reduction steps caused by the Rj-rules of the cor-
responding n-sntt M: In both reduction relations the copying of unevaluated
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applications of F-functions is avoided (by implicit and explicit sharing, respec-
tively). But, whereas the deletion of a useless unevaluated application of an
F-function is performed automatically in a call-by-need reduction, the nonde-
terministic reduction relation for M either simply evaluates such an application
and later moves the result into a subexpression e; of an expression of the form
elz; ~ e;] or, vice versa, the reduction relation for M first moves it into an e;
of an expression e[z; ~» ¢;], where it is evaluated later. In both situations the
normal form of e will not contain a free occurrence of z;, but nevertheless the use-
less evaluation is performed! In order to consider only the relevant R;-reduction
steps, in our mechanism (i) every application of an R;-rule will additionally
generate a special symbol o and (ii) in the normal form only those o-symbols
are counted by a function step, which do not occur in a subexpression e; of an
expression e[z; ~ e;], where z; does not occur freely in e.

Then we use the same counting mechanism for the n-satt acc(M) in order to
prove that the number of relevant Rj-reduction steps of M equals the number
of relevant reduction steps of acc(M ). Together with a final argumentation that
the postprocessing phase does not change the number of reduction steps, we
obtain the desired efficiency result. Note that our comparison procedure does
not consider the Ro-reduction steps of M or M, which do not occur in acc(M)
and hence are saved by accumulation!

In the following we assume that o is a new unary symbol and for every ranked
alphabet C' we define C° = C' U {o}.

Definition 17. Let M = (F, Sub,C,II, Ry, R2,7;,) be an n-sntt. The n-sntt
Me° = (F, Sub,C°,II, R, RS, ri,) is defined by

— if Ry contains a rule f (c 21 ...25) = rhsg, e
then R} contains a rule f (c @1...xt) = o rhsg, f., and
— RY contains for every f € F a (dummy; never applied) rule f (o z1) = ...,
— RS contains the rules of Ry, and
— RS contains the rule sub (0 x1) y1...yn =0 (sub x1 y1...Yn)-

Let M=(F,C, R, ;) be an n-satt. The n-satt M°=(F,C°, R°, 1, ) is defined by

— if R contains a rule f (cx1...2Zk) Y1...Yn = rhSR s,
then R° contains a rule f (c@1...2%) Y1...Yn = 0 ThSR ¢, and
— R° contains for every f € F a (dummy) rule f (o 1) y1.--Yn = .. .. O

Note that by the additional sub-rule of RS in the previous definition the o-
symbols produced by R{-rules are retained.

Definition 18. Let C be a ranked alphabet.
The function step : Eco »(Z,) — IN is defined as follows:

— For every e € Eco n(Zy): step(o e) =1+ step(e).
— For every ¢ € C*) and eq,... e € Eco n(Zy):

k
step(cer...ep) = >, step(e;).



The Substitution Vanishes 185

— For every e1,...,en, e € Eco n(Zy):
step(e[z; ~ e;]) = step(e) + Y., (step(e;) * rel(z;, €)).
— For every i € [n]: step(z;) = 0.
The function rel : Z,, x Eco n(Zy) — {0,1}is for every i € [n] and e € Eco »(Z,,)
defined by rel(z;,e) =1 iff z; occurs in tree(e). O
Example 19. Since the phenomenon of non-relevant subexpressions does not
occur in our running example, we choose an artificial example here:

step((o z1)[z1 ~ (0 A)][z1 ~ (o A)])

step((o 1)1 =+ (o AY) + step(o A) x rel(z1, (0 1) [z1 = (0 A))
= step(o z1) + step(o A) x rel(z1,(0 21)) +1x0=14+1%x14+1x0=2 O

Now we have to consider again our three transformation steps, where the sec-
ond step involves a formal proof and the first and last step are argumentations
concerning call-by-need reduction, which we avoided to define formally.

5.1 Preprocessing

For an n-ntt M = (F, Sub,C, I, Ry, Ry, ;) and a term ¢ € T we will denote
by cbng, (t) the number of R;-reduction steps which are used to reduce 7, [z1 /1]
to a term graph corresponding to nf(=g,URr,, Tin[71/t]) with a call-by-need re-
duction. Let M = (F,{sub},C, II, Ry, Ry, 7»,) result from M by preprocessing.
Then we have to argue that

chng, (t) = step(nf(éﬁguég JTinlz1/t]))-

First we only consider the F-functions: Since every application of a rule in RY
delivers exactly one occurrence of o, the number of occurrences of o in nf(= 3o,
1

Fin|x1/t]) equals the number of applied R;-steps to calculate nf (=g, Fin[r1/1])-
This number is in turn equal to the number of applied R;-steps to calculate a
term graph corresponding to nf(=g,, rin[21/t]) with call-by-need, because oc-
currences of F-functions are not nested and hence are neither copied nor deleted.

Now we additionally consider the substitution function sub: (i) Occurrences of
F-functions in the recursion argument of sub are neither copied nor deleted in a
reduction by Ry U Rs. Correspondingly, in a reduction by Ri’ U Rg occurrences of
o in the recursion argument of sub are exactly once reproduced and counted by
step. (ii) In a call-by-need reduction by R; U Ro no application of an F-function
inside a context argument of sub is copied and also in a reduction by RS U RS
(with explicit sharing) no corresponding occurrence of o is copied. (iii) But, in a
call-by-need reduction by R; U R, every R;-step which constitutes a subgraph
of the term graph corresponding to nf (=g, , 7in[21/t]), such that the subgraph
occurs in a deleted context argument position j of an occurrence of sub will not
be executed, whereas a reduction by RS U RS may behave differently: either the
occurrence of o in nf(:>R$7rm [1/t]) that corresponds to the above R;-step is
also deleted (by a sub-rule on a IT; with i # j) or it is shifted into a subexpression
e; of an expression of the form e[z; ~» €;] in which z; does not occur freely in e
and hence it is not counted by step.
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5.2 Main Transformation

The proof’ of efficiency non-deterioration of the main transformation is based
on the following lemma. Note the similarity of this lemma to Lemma 13: Instead
of the reduction relations of M and acc(M), their “o-generating versions” are
used here. Moreover, instead of calculating the output tree by t¢ree, the number
of o-symbols is counted by step.

Lemma 20. Let M = (F, Sub,C,II, Ry, Ro,7;,) be an n-sntt and acc(M) =
(acc(F),C, acc(Ry), acc(ry,)). For every f € F and t € Te:

step(nf(=rsumrg, sub (f t) 21...2n)) = step(nf (= ace(ri)e, ft 21 20)). U

Theorem 21. Let M = (F, Sub,C,II, Ry, R2,7i,) be an n-sntt and acc(M) =
(acc(F),C, acc(Ry), acc(rip)). Then, for every ¢t € Te:

step(nf (= rourg, rin[r1/1])) = step(nf (= ace(ry)o» acc(rim)[z1/t])). O

5.3 Postprocessing

Let-expressions do not cause additional reduction steps, rather they denote in
functional languages explicit sharings. Thus, if we denote for an n-satt M =
(F,C, R, 1), for R and 7, obtained from R and ry,, respectively, by introducing
let-expressions, and for a term t € T, by cbny(t) the number of call-by-need
reduction steps which are used to reduce 7, [21/¢] to a term graph corresponding
to nf(=r, rin[z1/t]) With R, then it suffices to argue that

cbn(t) = step(nf (= re,rinfr1/t])).

The introduction of let-expressions does not change the copying or deletion prop-
erties of the rules in R. Moreover, in a call-by-need reduction by R no function
application inside some context argument is copied, and because of the context-
linearity of R and hence also of R°, no corresponding occurrence of o is copied
in a reduction by R°. Hence there is only one main difference in the calculations
of R and R°: On the one hand, in a call-by-need reduction by R a function
application is not evaluated, if it occurs in a subexpression e; of an expression
of the form let {v1 = e1;...;v, = €,} in e, in which e is evaluated and v; does
not occur in e. On the other hand, the corresponding function application in a
subexpression e’; of an expression of the form e'[z; ~ €;] (where v1,. .., v, corre-
spond to z1, ..., 2, respectively) is evaluated by R° and a symbol o is produced.
But since z; does not occur freely in €', the produced o is not counted by step.

6 Future Work

We have proved that our accumulation technique does not deteriorate the ef-
ficiency, where efficiency is measured in the number of performed call-by-need

" Available at www.orchid.inf .tu-dresden.de/gdp/conferences/amast06.shtml
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reduction steps. This point of view neglects the actual complexity of reduction
steps. In particular, we weigh applications of unary functions against applications
of the corresponding functions with accumulating parameters. A more elaborate
efficiency measure could be based on weighted reduction steps, e.g., by using
more than one o-symbol for a rule with parameters. Furthermore, it would be
interesting to develop a syntactic characterization of those programs, for which
the time-complexity is changed by accumulation (like in our running example).

In [22] list manipulating operations, in particular append, are eliminated by
employing shortcut deforestation [13,7] instead of tree transducer composition
as in [16]. To this end, the technique from [22] does not only abstract from list
constructors, but also from the list manipulating operations. We believe that this
transformation can be generalized to eliminate also tree manipulating operations
as, e.g., substitutions. But, as already stated in the Conclusion of [22], “a general
statement about the relation between the runtimes of original and transformed
programs is hard to make”. Nevertheless it would be interesting to compare such
a transformation with our approach.
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Abstract. In UML 2.0 sequence diagrams have been considerably ex-
tended and are now fundamentally better structured. Interactions in se-
quence diagrams can be structured using so-called interaction fragments,
including alt (alternative behaviour), par (parallel behaviour), neg (for-
bidden behaviour), assert (mandatory behaviour) and ref (reference
another diagram). The operator ref in particular greatly improves the
way diagrams can be decomposed. In previous work we have given a se-
mantics to a subset of sequence diagrams using labelled event structures,
a true-concurrent model that naturally captures alternative and parallel
behaviour. In this paper, we expand that work to address refinement and
show how to obtain a refined model by means of a powerful categorical
construction over two categories of labelled event structures. The under-
lying motivation for this work is reasoning and verification of complex
scenario-based inter-object behavioural models. We conclude the paper
with a discussion on future work.

1 Introduction

In UML 2.0 sequence diagrams have been considerably extended and are now
fundamentally better structured. Interactions in sequence diagrams can be struc-
tured using interaction fragments which include operators for capturing alterna-
tive behaviour (alt), parallel behaviour (par), negative or forbidden behaviour
(neg), the only valid or mandatory behaviour (assert), and reference or include
the behaviour described in another diagram (ref).

One of the most significant improvements of sequence diagrams in UML 2.0 is
the possibility to decompose a diagram into subparts. UML already allowed this
for class diagrams and state diagrams, but there was no standard way to decom-
pose a sequence diagram in UML 1.x. Needless to say, the ability to decompose
diagrams is crucial for managing the complexity of interactions in large-scale
systems.

Interactions become more complex because interacting elements may be added
to interactions as designs evolve and are elaborated, or simply because more mes-
sages, more alternatives and more variants are added. The addition of operators
such as alt and par help, but there is still a need to move all the details of an
interaction and show it on a separate diagram, allowing this interaction to be
reused in several diagrams. In UML 2.0 decomposition is facilitated in two ways:

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 189-203, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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referencing interaction fragments and decomposing lifelines. These mechanisms
are borrowed directly from Message Sequence Charts (MSCs) [1].

In previous work [2] we have given a semantics to a subset of sequence di-
agrams using labelled event structures, a true-concurrent model that naturally
captures alternative and parallel behaviour. In this paper, we expand that work
to address refinement and show how to obtain a refined model by means of a
powerful categorical construction over two categories of labelled event structures.
This enables reasoning and verification of complex scenario-based inter-object
behavioural models. Moreover, the distributed logic used in [2] to express interac-
tions is in fact hierarchical and can be used in addition to express properties over
unrefined and refined models. This is, however, beyond the scope of the present
paper. Our main contribution in this paper is the automatic construction of
refined sequence diagram models, in other words a novel categorical semantics
for the decomposition mechanisms available in UML 2.0 sequence diagrams. De-
spite the fact that these mechanisms have been borrowed from MSCs, and MSCs
have a well known standard algebraic semantics (see [3]), this semantics is not
complete as it does not cover the mentioned decomposition mechanisms.

The paper is structured as follows. In Section 2, we give an overview of se-
quence diagrams in UML 2.0. In Section 3 we introduce our underlying semantic
model, namely labelled event structures, describe the categorical properties of
two categories of event structures, and present a powerful categorical construc-
tion for composing event structures. Section 4 recalls how to use event structures
for modelling sequence diagrams, and is followed by Section 5 where we show
how to build a refined model for a given sequence diagram that uses decompo-
sition mechanisms. It defines a reference refinement diagram that serves as an
input for the categorical construction of Section 3.3. The paper finishes with
some concluding remarks and ideas for future work.

2 Sequence Diagrams in UML 2.0

Sequence diagrams are the more commonly used diagram for capturing inter-
object behaviour. Graphically, a sequence diagram has two dimensions: an hori-
zontal dimension representing the instances participating in the scenario, and a
vertical dimension representing time. An instance can correspond to a particular
object or a role played in the interaction. A role may be a part of a collaboration
and/or an internal part of a structured class, component or subsystem. An in-
stance has a vertical dashed line called lifeline representing the existence of the
instance at a particular time; the order of events along a lifeline is significant
denoting, in general, the order in which these events will occur.

A message is a communication between two instances which can cause an
operation to be invoked, a signal to be raised, an instance to be created or
destroyed. Messages are shown as horizontal arrows from the lifeline of one in-
stance to the lifeline of another. A message specifies the kind of communication
between instances (synchronous or asynchronous), and the sender and receiver
event occurrences associated to it. In this paper, we do not consider lost and
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found messages. We do, however, allow the message sender or receiver to be
unspecified using what is called a gate.

A sequence diagram is enclosed in a frame and the five-sided box at the up-
per lefthand corner names the sequence diagram. Further, interactions can be
structured using so-called interaction fragments. Each interaction fragment has
at least one operator held in the five-sided box at the upper left corner of the
fragment. There are several possible operators, for example, alt (alternative be-
haviour), par (parallel behaviour), neg (forbidden behaviour), assert (manda-
tory behaviour), loop (repeated behaviour), ref (reference another diagram),
and so on. Depending on the operator used, an interaction fragment consists of
one or more operands. In the case of neg, assert, loop and ref the fragment
has exactly one operand, whilst for most other operators it has several. Fig. 1
shows an example of a sequence diagram using UML 2.0 constructs.

sd processOrded )
gate TicketDB
\y|__create() | |
= - | interaction use |
asynchronous call [ oc . ' yA :
get existing customer
T T
’H’ : . loop condl"tion |
[get r\ext nem]/ S}:vnohronous call 3
1 reserve(date,count) . . — I
—_—————— ™ i
| | |
T T !
guarg
att [available]< |
L= | add(seats) £+ return '
Nttt Tt Tt I 1
alternative ! 3 2
operandd~|_ L ______ e [ !
I
= ! [unavailable] 3
| reject i i
77777777777777777 ] '
i I |
L Il
| A |
: : :
! I I
! debit(cost) ! '
; : >
| | |
I I I
| | I

Fig. 1. A sequence diagram

The semantics of an interaction operator is described informally in the UML
2.0 superstructure specification [4]. Below we give the meaning of some operators
used in this paper.

sd names a sequence diagram

ref references an interaction fragment which appears in a different diagram.
This fragment is called an interaction use.

alt represents a choice of behaviour. At most one of the operands will execute.
The operand that executes must have a guard expression that evaluates to
true at this point in the interaction. If several guards are true, one of them
is selected nondeterministically for execution.
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par represents a parallel merge between the behaviours of the operands. The
event occurrences of the different operands can be interleaved in any way
as long as the ordering imposed by each operand as such is preserved.

In this paper, we are mainly interested in the formal semantics of the ref-
erence operator. Other operators have been dealt with in [2] by providing a
true-concurrent semantics to sequence diagrams.

As mentioned earlier, decomposition in UML 2.0 sequence diagrams is pos-
sible by referencing interaction fragments (called interaction uses) and lifeline
decomposition. In Fig. 1 we have seen one example of the former, and Fig. 2
shows both cases. In this example, a corresponds to a part or instance that is

sd M lifeline decomposition
a
ate . mi _| A
PR
I

m2 _interaction
——>"use

e

Fig. 2. Decomposition in sequence diagrams

itself decomposed in diagram L. This means that any point along the lifeline of a
corresponds to a gate, and the instances sending messages m1 and m3 (not neces-
sarily the same) are left unspecified. The sender of these messages is only known
to diagram L. Similarly, the receiver of message m3 is only known to diagram N.
In diagram M, we know that instances b and c are involved in the interaction
N. Fig. 3 shows both referenced diagrams. Lifeline decomposition is particularly

sdL sd N

o] La]
I ma1\ I ga§ m3 I I I
T mt T
| | ma2| I S
- m ms =
I I I ! | |

Fig. 3. Lifeline decomposition (left) and referenced interaction fragment (right)

useful when modelling component-based systems where the internals of a com-
ponent (in this case a) are intentionally hidden. For example, we may want
to replace a by a similar or updated component, and even if the interactions
described in diagram L change, diagram M itself remains unchanged.
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We borrow the concept location introduced in Live Sequence Charts (LSCs)
[5] which is missing in sequence diagrams, but is useful semantically. Locations
are the points in the lifeline of an instance which correspond to the occurrence
of events (see the circles on the lifelines b and c of diagram N in Fig. 3). For
sequence diagrams, we consider that all instances (except lifeline decomposition
instances like instance a in Fig. 2) have at least two locations: an initial location
(corresponding to the beginning of the diagram or instance creation) and a
final location (corresponding to the end of the diagram or instance destruction).
Further locations are associated with the sending and receiving of messages, the
beginning and the end of interaction fragments, and conditions (state invariants
or interaction constraints)!. The locations along a single lifeline and within an
interaction operand are ordered top-down; therefore, a partial order is induced
among these locations determining the order of execution. Notice that locations
from different operands of an alt or par fragment are not ordered in any way.
In the first case they are part of different execution traces whereas in the second
case they are to be executed in parallel.

3 The Model

3.1 Event Structures: Basic Notions

We recall some basic notions on the model we use, namely labelled prime event
structures [6].

Prime event structures, or event structures for short, allow the description
of distributed computations as event occurrences together with relations for
expressing causal dependency and nondeterminism. The first relation is called
causality, and the second conflict. The causality relation implies a (partial) order
among event occurrences, while the conflict relation expresses how the occur-
rence of certain events excludes the occurrence of others. Consider the following
definition of event structures.

Event Structure. An event structure is a triple E = (Ev, —*, #) where Ev is
a set of events and —*,# C Ev x Ev are binary relations called causality and
conflict, respectively. Causality —* is a partial order. Conflict # is symmetric
and irreflexive, and propagates over causality, i.e., e#e' —*e = e#e” for all
e, e/, ¢’ € Ev. Two events e, ¢ € Fv are concurrent, e co e iff —(e —* e Ve —*
eVedte).

From the two relations defined on the set of events, a further relation is
derived, namely the concurrency relation co. As stated, two events are concurrent
if and only if they are completely unrelated, i.e., neither related by causality nor
by conflict.

In our approach to inter-object behaviour specification, we will consider a
restriction of event structures sometimes referred to as discrete event structures.
An event structure is said to be discrete if the set of previous occurrences of an
event in the structure is finite.

! Conditions have been considered in [2] and are omitted in this paper.
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Discrete Event Structure. Let F = (Fv, —*,#) be an event structure. E is
a discrete event structure iff for each event e € Ev, the local configuration of e
given by | e = {e' | ¢ —* e} is finite.

The finiteness assumption of the so-called local configuration is motivated
by the fact that system computations always have a starting point, which
means that any event in a computation can only have finitely many previous
occurrences.

Consequently, we are able to talk about immediate causality in such struc-
tures. Two events e and e are related by immediate causality if there are no

12

other event occurrences in between. Formally, if V. ., (e —* ¢ —re = (e =

eve = el)) holds. If e —* ¢ are related by immediate causality then e is said

to be an immediate predecessor of ¢ and e is said to be an immediate successor

of e. We may write e — ¢ instead of e —* ¢ to denote immediate causality.

Furthermore, we also use the notation e —* ¢ whenever ¢ —* ¢ and e * e.
Hereafter, we only consider discrete event structures.

Configuration. Let £ = (Ev, —*,#) be an event structure and C' C FEv. C is
a configuration in E iff it is both (1) conflict free: for all e, ¢ € C, =(e#¢’), and
(2) downwards closed: for any e € C and ¢ € Ewv, if ¢ —* e then ¢ € C. A
maximal configuration denotes a run. A run is sometimes called life cycle.

Finally, in order to use event structures to provide a denotational semantics
to languages, it is necessary to link the event structures to the language they
are supposed to describe. This is achieved by attaching a labelling function to
the set of events. A generic labelling function is as defined next.

Labelling Function. Let £ = (Ev, —*,#) be an event structure, and L be an
arbitrary set. A labelling function for E is a total function | : Ev — L mapping
each event into an element of the set L.

An event structure together with a labelling function defines a so-called la-
belled event structure.

Labelled Event Structure. Let E = (Ev, —*, #) be an event structure, L be
a set of labels, and [ : Fv — L be a labelling function for E. A labelled event
structure is a pair (E,l: Fv — L).

We will see in Section 4 that when using event structures for modelling se-
quence diagrams in UML 2.0, the labelling function indicates whether an event
represents sending or receiving a message, a condition, the beginning or end of
an interaction fragment.

3.2 Categorical Properties of Event Structures

In this section we describe some categorical properties of event structures. We
assume the reader is familiar with basic categorical constructions.

In order to define a category of event structures, we need a concept of mor-
phism between event structures. Morphisms on event structures have been de-
fined in, for example, [6], as follows.
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Event Structure Morphism. Let E; = (FEv;,—I,#;) for i = 1,2 be event
structures, and C C Fv; an arbitrary subset of events. A morphism from FE; to
E5 consists of a partial function h : Fvy — Evy on events satisfying both (1)
if C' is a configuration in F; then h(C) is a configuration in Es, and (2) for all
e,e € C,if h(e), h(e') are defined and h(e) = h(e') then e =¢ .

The notion of event structure morphism as given before preserves the concur-
rency relation, as has been proved in [6]. The intuition is that the occurrence of
an event is matched (synchronised) with the occurrence of its image. However,
such a definition (condition (1)) is too strong for our purposes.

Event structures and event structure morphisms as defined above constitute a
category ev presented in [6], among others. This category is known to have both
products and coproducts whereby the first models parallel composition and the
second nondeterministic choice. A coproduct construction is given for instance
in [6]. A product in the category is more tricky and difficult to define in a direct
way. A categorical construction for the product of event structures has been is
given in [7] making use of a new notion of preconfigurations. Alternatively, the
product in ev can be derived from the product of trace languages and the core-
flection from event structures to trace languages [6]. Nevertheless, the category
of event structures ev has both products and equalizers, and is therefore com-
plete (a proof of the later can be found in [8]). Consequently, we know that it
has pullbacks.

By contrast, ev is not cocomplete, because this category does not have co-
equalizers. Consequently, pushouts do not always exist. This is due to the fact
that event structure morphisms may map events in conflict into the same event.
Indeed, injectivity is only assumed on configurations. We require a more rigid
notion of a morphism in order to have coequalizers and consequently pushouts.

Consider the following notion of a so-called communication event structure
morphism.

Communication Event Structure Morphism. Let F;, = (Ev;, =, #;) for
1 = 1,2 be event structures. A communication event structure morphism from
FE4 to Es consists of a total function h : Ev; — FEvs on events preserving —>1+
and #1.

Notice that a communication morphism is total instead of partial. Moreover,
injectivity is no longer required over configurations but guaranteed over sequen-
tial substructures as a consequence of the relations being preserved. This makes
the communication morphism notion more rigid than the previous one. However,
configurations do not have to be mapped into configurations. As a communica-
tion morphism preserves — 7, a sequential configuration is mapped into a subset
of events contained in a configuration. Recall that —* is obtained from the re-
flexive closure of —T. Moreover, preserving — T instead of —* guarantees that
distinct events related by causality are mapped into distinct events related by
causality as well. Finally, a communication morphism preserves conflict but not
necessarily concurrency.

Event structures and communication morphisms constitute a category
cev. Furthermore, this category is complete, has coproducts and, under certain
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conditions, coequalizers. Indeed, cev has coequalizers for two morphisms f, g :
Ev; — Ewvy provided these morphisms are injective, f(Evi) N g(Evy) = (0 and
for any e; € Fvy, f(e1) coe g(e1). Consequently, cev has pushouts under the
same conditions. A detailed analysis on this category can be found in [8].

Finally, let the associated categories for labelled event structures be L(ev)
and L(cev). The category L(ev) has the properties of its underlying category
ev, and is therefore complete but not cocomplete. Similarly, £(cev) is complete,
has coproducts, and coequalizers for a pair of communication morphisms under
the same conditions as the underlying unlabelled category.

3.3 Categorical Construction

From the categories introduced earlier, a well defined categorical construction has
been obtained in [8] to describe synchronous concurrent composition. To simplify
the presentation of the construction we deal with the unlabelled categories ev
and cev instead.

The main idea behind this construction is the following. A product in ev de-
notes parallel composition but is, however, far more than is needed because it
consists of the events of both structures in isolation and all possible synchronisa-
tions. This product does not have much relevance for practical applications in the
sense that we usually want to synchronise some events (according to their labels)
but not all of them. Pullbacks (which exist for ev and L(ev)) may be under-
stood as constrained products. However, here indicated events are synchronised
as desired but remaining events are combined in all possible ways (synchronised
or left in isolation). A pullback in ev gives us the desired model only when both
event structures are to be fully synchronised. By contrast, a coproduct in cev
(and L(cev)) denotes now full concurrent composition. A pushout in the same
category would give us concurrent composition with synchronisation as intended.
However, pushouts only exist under certain conditions and we have to make sure
that we fulfill these conditions to make use of this construct.

Synchronisation Diagram. Let E; and Fy be two event structures. A syn-
chronisation diagram for Ey and Ep is given by a triple S = (Esynch, f1, f2)
where Egynen is @ nonempty event structure, and f; with ¢ € {1,2} are two
surjective event structure morphisms such that f; : Ev; — Evgyncn, and satis-
tying fi(Evi) = fo(Evs). Moreover, Eqyy,cp is called the synchronisation event
structure of F1 and Es.

The synchronisation diagram tells us how the two models relate. If a synchro-
nisation diagram is not definable we say that the models are not composable.
We only consider composable models herein.

Categorical Construction. Let F; and F, be two event structures with a
synchronisation diagram given by S = (Esynch, f1, f2) where f; : Ev; — Evgynch
for i € {1,2}. Let E, be the maximal event substructure of E; such that fijm
is a total morphism. Then doing the pullbacks in ev and the pushout in cev as
depicted, we obtain the concurrent composition of £y and Es, written E1 X syneh
FE5, in accordance with the synchronisation diagram S.
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The interesting aspect of the above construction is that it combines pullbacks
in ev and one final pushout in cev in such a way that the pullbacks are done
over fully synchronised event structures and we always obtain morphisms in cev
satisfying the necessary conditions for the existence of the the final pushout. We
will see in Section 5 how it can be reused for the present purpose.

4 Event Structures for Sequence Diagrams

In [2] we have shown how labelled event structures can be used to provide a
model for sequence diagrams. Here we only provide the general idea.

£
=

10 ' pO
| ‘
o 1 D1
par i M
L2 P2
¢ ¢
aItJ\ m1 |
|3¢ 5¢p3
Lo L g
14 e—"2 -4pd
| .
T5 1 p5
‘ |
IR e S
166—m3 »gps
| |
7 p7

Fig. 4. A case of nested par-alt fragments

Consider the sequence diagram in Fig. 4 showing the interaction between two
instances i and j within nested par-alt fragments. To obtain the corresponding
event structure model, we want to associate events to the locations of the diagram
and determine the relations between those events to reflect the meaning of the
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diagram. The end location of an alt fragment is problematic. If it corresponded
to one event then this event would be in conflict with itself due to the fact
that in a prime event structure conflict propagates over causality. This would,
however, lead to an invalid model since conflict is irreflexive. We are therefore
forced to copy events for locations marking the end of alt fragments, as well
as for all locations that follow. Events associated to locations that fall within
a par fragment are concurrent. Synchronous communication is denoted by a
shared event whereas asynchronous communication is captured by immediate
causality between the send event and receive event. The expected model for the
diagram of Fig. 4 is as shown in Fig. 5, where events e; or e; denote events of
instance i or j respectively. In particular, location I, (p.) in Fig. 4 is associated
to event e;, (e;,) or several copies e;,,,...,€i,, (€j.1s---,€j5,,). Event e is a

.
€71 €7z S+ e
Fig. 5. A case of nested par-alt fragments - semantic model

shared event denoting synchronisation by message m3. The events e;, and e,
are in conflict because they correspond to the execution of alternative operands
(similarly e;, #ej,, ej,#e;, and ej, #e;, ).

We have mentioned before, that we will use the labelling function of labelled
event structures to indicate whether an event represents sending or receiving a
message, a condition, or the beginning or end of an interaction fragment. We are
not considering conditions in this paper and therefore disregard that case. The
only considered fragments in this paper are alt, par and ref.

Let D be a set of diagram names, I; be the set of instances participating
in the interaction described by d € D, and g denote an unspecified instance or
gate with g € I for all d € D. Let Fp = {d, par,alt,ref(d)} where d € D, and
Fp = {d,par,alt,ref(d)}. We use par (or par) as a label of an event associated
to the location marking the beginning (or end) of a par fragment. In particular,
events associated to initial (or end) locations of a diagram d have labels d (or
d). Let Mes be a set of message labels. The labelling function for diagram d is
a total function defined over:
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pa : Ev— Igx (Mes x {s,r}UFpUFpUref(D) x (Mes x {s,r}))
Ulgx (MesUref(D) x Mes) x I

The first part of the codomain is used to describe asynchronous messages
(possibly at a referenced fragment) or beginning/end of fragments, whilst the
second part of the codomain deals with synchronous messages (possibly at a
referenced fragment).

For the example of Fig. 5, a few labels are as follows: u(e;,) = (i,alt) (be-
ginning of an alt), u(e;,) = (J,alt), pu(es;) = (¢, (m1,s)) (asynchronous send),
w(ejy) = (j, (ma,r)) (asynchronous receive), pu(e) = (i,ms,j) (synchronisation
between i and j on mg), p(ei,,) = p(ei.,) = (i,par) (end of an alt). The label
of an event associated to a gate location at a referenced fragment is an element
in Iy x ref(D) x (Mes x {s,r}). For example, consider the gate location of
message m3 in diagram M in Fig 6. The label of the associated event is given by
wu(e) = (g,ref(n), (ms,r)) where g denotes a gate or unspecified instance.

Finally, for a diagram m € D, a model is a labelled event structure M =
(Em, tn)-

5 Modelling Refinement

In this section we show how to model refinement of event structures and con-
sequently give a semantics to sequence diagram decomposition. This is done by
defining an appropriate synchronisation diagram for the categorical construction
introduced earlier. The expected refined model is obtained automatically from
this construction.

Consider Fig. 6 where diagram M has a reference to diagram N. Notice that as
before, each instance has locations along its lifeline, and additionally gates (here
the target of message m3 in M and the source of message m3 in N) have locations
as well.

sd M
sd N

(=] [e]

T o] [a]
. mi1 | | ate X X |

% | g\ m3 | | |
S em2 Tl mal
' ‘ m6;

'm [re) | | m7 !
: ‘E m5 %:
i : i . !

Fig. 6. Two sequence diagrams in UML 2.0 where M references N

Assume the associated models given in Fig. 7. Notice that in the model for M,
event e (associated to the target location of message m3) is not associated in any
way to the events of instances b and ¢ and is concurrent to these events. The idea
is that only in the refined model concrete relations are introduced. Only events
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(a,(m1,s)) ® (b,(m1,r))

® (b,n) ® (c,n)
(b,(m2,s)) @ (c,(m2,r)
ﬂ (9,(M3,5)) &> (b,(m3,)
(b,ref(n)) @ (c,ref(n))
s (b,(m4,s)) (c,(m4,r)

(g,ref(n),(m3,r))
' ® (b,ref(n)) i

(a,(m3,s))

(c,ref(n)) (b,(m5,1)) (c,(m5,s))

° ® (b,n) ® (cn)

Fig. 7. Model for diagram M (left) and model for diagram N (right)

of instances known to M should be visible in a refined model for this diagram.
This means that we hide all events relating to instance d from the model of N. It
is the restricted model of diagram N that we show on Fig. 7 (right). Nonetheless,
this is not an essential restriction for what follows.

Reference Refinement Diagram. Let m,n € D, M = (E,,, ;) be a model
for diagram m, and n be the referenced diagram in m to be refined within M.
Let N = (E,, y) be the model for n. A reference refinement diagram for M
and N is a synchronisation diagram S = (Eref, fm, fn) With fr, : Evy — Evyey,
fn + Ev, — Ewv,es both surjective and such that for e € Fv,, and e € Ev,,
fm(e) and f,(e') are defined and f,,(e) = fn(e') iff one of the following cases
applies:

1. For i € I, N Iy, pim(e) = (i,ref(n)) and p,(e’) = (i,n)
2. For i € I, N 1y, pim(€) = (i,7ef(n)) and p,(e) = (i,n)
3. For i € I, and my € Mes, pm(e) = (g,ref(n), (m1,c)) with ¢ € {s,r} and

pn(e) = (i, (ma,0)) |

4. Fori € I, j € I, and my € Mes, if u,(e) = (i,ref(n),m1,g) and p,(e ) =
(g,m1,7) then f(e) = fu(e)

5. For i € I, j € I, and my € Mes, punm(e) = (i, (m1,c)) with ¢ € {s,r} and
pin(€) = (g, (m1,c)) and such that there exist e; € Ev,, and ey € Ev,, with
i (€) = (g, ref(n), (my, ) and py,(e) = (4, (m1, ¢)) where ¢ is the converse
of c and (e —, €1 Ae —p e2) V (e1 —m e Nea —p e/)

The morphism f,, is only defined for events containing ref(n) in their label
(cases 1-4), or events that are in immediate causality (due to asynchronous
communication) with events associated to gate locations on ref(n) (case 5). The
morphism f, is only defined for events associated to initial and final locations
in n or denoting communication with a gate.

The above reference refinement diagram does not take into account that di-
agram m may have a finite number of repeated references (say k) to diagram
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n. In this case, we would consider a synchronisation diagram between M and
R = (E,, pr) = [, (En, tn) where R is the coproduct in L(cev) of k identical
structures.

We can now apply the categorical construction mentioned in Section 3.3 to
the reference refinement diagram above and obtain automatically the expected
refined model. Consider the reference refinement diagram as given in Fig. 8 for
the models of Fig. 7, where f,, and f,, are defined over the following events

Eref
ol 02 03 05
l
f 004 06
m/' ‘\fn
M
N
(b.n) (c.n)
(b,(m1,n) l o on
(9,(m3,s)) #———>8 (b,(M3,1))
»—————————>0(c,(m2,1) 02 &
eco © (c.ref(n)) (b,(m4,s)) (c,(m4,r))
C:

Fig. 8. Reference Refinement Diagram

only: fim(ea2) = fu(e2) = o1, fm(e1) = fu(e2) = 02, fm(ess) = fu(ew) = o3,
fm(ec2) = fn(elc) = 05, fm(eb4) = fn(eSb) = 04 and fm(ec3) - fn(e4c) = 0g-

It is not difficult to see that this is a valid reference refinement diagram: f,,
and f,, are morphisms in ev and f,,,(Evy,) = fu(Evy,).

Given this diagram we apply the categorical construction and obtain the dia-
gram shown in Fig. 9 (for space reasons we cannot show the intermediate steps of
the construction). The refined model contains events from Ev,,, events from Fu,,
and pairs of events (e, e2) where e; € Ev,, and e; € Ev,. The pairs of events
correspond to the events synchronised through the reference refinement diagram.
The relations are as expected preserved in the refined model. For the labelling
function, individual events have the same label as before, and for synchronised
events:

fin(€2) <= pn(e2) € {(i,n), (i,n), (i, (m, 5)), (i, (ma, 7))}
pler,ea) =4 pm(er) < pmler) € {(i, (ma, 5)), (4, (ma, 7))}
(i7m1’j)<::u’m( ):(Z Tef( ) ml?.g)/\:u’n( 2):(g’m17j)
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' °
(a,(m1.9) b (b,(m1,1)
(b,(m2,s)) (c,(m2,r))
(a,(m3,s)) q (b,n) ® (c,n)
(ea2€2) (6,38 (ec2-81c)
(9,(m3,8)) ® (b,(M3,r))
! ©p&p)

(b,(m4,s)) &——>@ (c,(Mm4,r))

(b,(m5,r)) (c,(m5.,s))
(& 45p) ® (b,n) ® (c,n)
(ecs‘e4c)

Fig. 9. Refined Model for Diagram M

Essentially synchronised events always keep the label of the refinement model
event except in the case where the label of the event in Fwv, contains an un-
specified gate instance. A further optimisation over this model can be done to
remove (hide) those events labelled (i,n) or (¢,n) where i € {b, c}.

Finally, the same approach works for lifeline decomposition (see instance a in
Fig. 2). In this case we generally have a simpler unrefined model in the sense
that there are only events for the gate locations along the lifeline (these events
are concurrent) and at most related by immediate causality with another event
of the unrefined model in case of asynchronous communication.

6 Conclusions

In this paper, we extend the sequence diagram semantics given in [2] to address
refinement, and show how to obtain a refined model by means of a powerful cat-
egorical construction over two categories of labelled event structures. In UML
terminology, we give a semantics to the new interaction decomposition mecha-
nisms aiming at formal reasoning and the verification of complex scenario-based
inter-object behavioural models. In general, the intention of this work is to offer
automatic tools to analyse the properties of a UML model in such a way that
software designers are not concerned with the details of the semantic model, and
the feedback from these tools is reflected again at the UML model.

Existing work providing a trace-based semantics to UML 2.0 sequence di-
agrams includes [9,10]. Whereas the former does not actually deal with de-
composition, the latter only addresses one kind of decomposition (referencing).
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Similarly, the standard algebraic semantics given to MSCs in [3] does not deal
with decomposition. Our work is therefore, to the best of our knowledge, novel.
A further difference lies in our choice of a true-concurrent semantic model.

We are currently exploring an extension of sequence diagrams and their se-
mantics to allow backtracking of interactions. This is on the one side motivated
by what is already possible in state diagrams, and on the other side by the
idea of reversible interactions as found in biological systems and molecular in-
teractions. Furthermore, it is a natural idea for describing interactions for web
applications where the user may at any moment in time press the “back” and
“forward” buttons of a web browser thus altering the expected interaction be-
tween the user and the application. Semantically, this requires an extension of
our current distributed logic described in [2] to additionally express reversible
behaviour. The main ideas are fundamentally close to the reversible extension
of CCS called RCCS [11].
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Abstract. We address the verification of communication protocols or
distributed systems that can be modeled by Communicating Finite State
Machines (CFSMs), i.e. a set of sequential machines communicating via
unbounded FIFO channels. Unlike recent related works based on ac-
celeration techniques, we propose to apply the Abstract Interpretation
approach to such systems, which consists in using approximated rep-
resentations of sets of configurations. We show that the use of regular
languages together with an extrapolation operator provides a simple and
elegant method for the analysis of CFSMs, which is moreover often as
accurate as acceleration techniques, and in some cases more expressive.
Last, when the system has several queues, our method can be imple-
mented either as an attribute-independent analysis or as a more precise
(but also more costly) attribute-dependent analysis.

1 Introduction

Communicating Finite State Machines (CFSMs) [1,2] is a simple model to de-
scribe distributed systems exchanging messages over an asynchronous network.
This model consists of finite state processes that exchange messages via un-
bounded FIFO queues. Indeed, unbounded queues provide a useful abstraction
that simplifies the semantics of specification languages, and frees the protocol de-
signer from implementation details related to buffering policies and limitations.
As a consequence, it is used to define the semantics of standardized protocol
specification languages such as SDL and Estelle [3]. Despite its simplicity, the
CFSM model cannot be easily verified: reachability is undecidable for CFSM [1],
since unbounded queues can be used to simulate the tape of a Turing Machine.

Analysis of communicating systems. Two fundamental approaches have been
followed for the analysis of communicating systems in general. One consists of
eliminating the need for analyzing FIFO queues contents by adopting a partial
order semantics or a so-called true concurrency model: when one process sends
a message to another process, one just records the information that the emission
precedes the reception. The seminal work about event structures [4] leads later
to scenario-based models like (High-level) Message Sequence Charts [5, 6] incor-
porated in UML. The second approach, on which this paper focuses, consists in
considering a model with explicit FIFO queues, namely the CFSM model de-
scribed above, and in analyzing their possible contents during the execution of
the system.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 204-219, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The undecidability of the reachability of CFSM [1] does not prevent any ver-
ification attempt, but requires to give up with at least one of the following
properties of an ideal method: an ideal method should indeed be (i) general
(i.e. address any CFSM system), (44) always terminate, and (i44) deliver exact
results. Two main directions have mainly been explored so far: the first one
abandon property (i) by simplifying the model or considering only a subclass of
it, whereas the second one prefer to abandon property (i) by looking only for
efficient semi-algorithms that may not terminate but deliver exact results “often
enough”. Lossy channels systems illustrate both directions. They are CFSMs
where the channels can lose messages at any time. Those systems are easier to
verify than perfect channels systems [7]: the reachability problem is decidable,
but there is no effective algorithm to compute the reachability set. However, an
on-the-fly analysis semi-algorithm based on simple regular expressions is given
in [8]. This algorithm can “accelerate” loops, that is, it is able to compute the
effect of any meta transition (loops in the control transition systems). The ter-
mination problem remains because the number of loops is potentially infinite.
This acceleration approach has been generalized to standard CFSMs systems (cf.
section 3), leading to various semi-algorithms applying the acceleration principle
on different representations for queues contents.

We propose here an alternative tradeoff to face the undecidability problem,
which is to keep generality and termination (properties (i) and (i7)) and to give
up with the exactness of the results (property (i7¢)). When analyzing CFSMs,
this consists in replacing in dataflow equations, sets of FIFO channel configura-
tions by abstract properties belonging to a lattice. Such a transformation results
in conservative approximations: we will be able to prove a safety property, or
the non-reachability of a state, but not to prove that a property is false or that
a state is effectively reachable. The abstractions we propose in this paper are
all based on regular languages, which exhibit among nice properties the closure
under all Boolean operations, and a canonical representation with deterministic
and minimized finite automata.

Contributions. We show in this paper that our abstract-interpretation based
method presents several advantages: it is arguably technically less involving than
acceleration-based techniques, it often returns exact results on cases where the
acceleration techniques terminate, and relevant information in the other cases
where the acceleration techniques do not terminate and do not provide any result,
either because the control structure of the system is too intricate, or because
the reachable set cannot be represented with the chosen representation. Our
method can also be seen as complementary to acceleration techniques when they
fail. Last, although acceleration techniques have been applied to other infinite
datatypes (counters [9], etc), it is not clear whether they can be easily combined,
whereas general methods are available for combining different abstract domains.

Outline. We introduce in section 2 the model of communicating finite state ma-
chines, and the analysis problem we address, namely reachability analysis. We
discuss the related works in section 3. We then explain our approach for the
reachability analysis of CFSMs in the case of one FIFO channel (section 4).
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In section 5 we generalize it to the case of several FIFO channels. We imple-
mented our method and we present in section 6 a few case studies on which we
experimented it, and we compare it with other techniques.

2 Finite Automata and Communicating Finite State
Machines

Finite automata. A finite automaton is a 5-tuple M = (Q, X, Qo, Q¢, —) where
Q is a finite set of states, X a finite alphabet, Qo, Qs C @ are the sets of initial
and final states, and —C @Q x X' x @ is the transition relation. The relation —
is extended on words as the smallest relation =C @ x X* X @ satisfying: (7)
VgeQ : q= qand (ii) if ¢ % ¢’ and ¢ = ¢”, then ¢ &’ ¢". M is deterministic
if Qo = {qo} and if — defines a function @ x X — Q. A word w € X* is accepted
by M if 3go € Qo,3qr € Qf : g0 = q5. The language L(M) accepted by M is
the set of accepted words. Conversely, given a regular language L € p(X*), the
unique (up to isomorphism) minimal deterministic automaton (MDA) accepting
L is denoted by M(L). The set of regular languages on alphabet X is denoted by
R(X). Given an automaton M = (Q, X, Qo, Qf,—) and an equivalence relation
~ on its states, M/ ~ = (Q/ ~, X, @v(), @vf,:) denotes the quotient automaton
defined in the usual way : the states of M/ ~ are the equivalence classes of ~,
q € QQ/ ~ is an initial (resp. final) state if one state of this equivalence class is an
initial (resp. final) state of M, and (¢, a,¢') € = if Ig € q,3¢ € ¢, (q,a,¢') €—.
For any equivalence relation ~, we have L(M) C L(M/ ~).

Definition 1 (CFSM). A Communicating Finite State Machine is given by a
tuple (C, X, co, A) where:

— C is a finite set of locations (control states)
— XY =X1UXoU---UX), is a finite alphabet of messages, where X; denotes
the alphabet of messages that can be stored in queue i;
co € C is the initial location;
ACCxAxC isa finite set of transitions, where A = J,{i} x {!,7} x X
is the set of actions. An action can be

e cither an output i!m: “the message m is sent through the queue i”;

e or an input i?m: “the message m is received from the queue i”.

In the examples, we define CFSMs in terms of an asynchronous product of finite
state machines (FSMs) reading and writing on queues.

Ezample 1. The connexion/deconnexion protocol between two machines is the
following (Fig. 1): the client can open a session by sending the message open to
the server. Once a session is open, the client may close it on its own by sending
the message close or on the demand of the server if it receives the message
disconnect. The server can read the request messages open and close, and ask for
a session closure.
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close open

disconnect

<

(b) Queues

(d) Global CFSM: product of client and server processes

Fig. 1. The connexion/deconnexion protocol

Semantics. The semantics of a CFSM (C, X', ¢o, A) is given as a labelled transi-
tion system (LTS) (@, Qo, A, —) where

- Q=Cx X x---xX*is the set of states;

— Qo = {{co,e,...,e)} is the set of the initial states;
— A is the alphabet of actions (c¢f. Def. 1).

— — is defined by the two rules:

(c1,ilm,c2) € A w; =w; -m

(c1, w1, .oy Wiy ooy W) — (Co, W1y e Wy o W)
(c1,i?m,c0) € A w; = m.aw,

(c1, w1, .oy Wiy ooy W) — (Co, W1y e Wy W)

A global state of a CFSM is thus a tuple {(c,w1,...,w,) € C X X x -+ x X*
where c is the current location and w; is a finite word on X; representing the
content of queue i. At the beginning, all queues are empty, so the initial state
is (co,€,...,€). The reflexive transitive closure —* is defined as usual. A state
(c,wy, ..., wy) is reachable if {(co,e,...,€) —=* (c,w1,...,wy). The reachability
set is the set of all states that are reachable. Computing this set is the purpose of
the reachability analysis. We can achieve this computation by solving a fix-point
equation, as shown in the next paragrah.

Forward collecting semantics and reachability analysis of a CFSM. The forward
collecting semantics defines the semantics of a system in terms of its reachable
set. A set of states X € p(Q) = p(C x X x -+ x X%) can be viewed as a map
X :C — p(Xf x -+ x X*) associating a control state ¢ with a language X(c)
representing all possible contents of the queues when being in the control state
c. The forward semantics of actions [a] : (X5 x -+ X X*) — (X x -+ x X¥)
is defined as:

(Wi, cywi -my . wp)|{we, .o w4, wy) € LY (1)

(Wiy ooy Wiy ooy W) [{we, ..o ym - wy, .. wy) € L} (2)
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[¢!m] (resp. [i?m]) associates to a set of queues contents the possible queues
contents after the output (resp. the input) of the message m on the queue i,
according to the operational semantics of CFSM. Using the inductive definition
of reachability — a state is reachable either because it is initial, or because it

is the immediate successor of a reachable state —, the reachability set RS is
defined as the least solution of the fixpoint equation
Vee O, X()= Qo u  |J [a(X(<)) (3)
(¢,a,c)eA

where @ is the initial set of states. Although there is no general algorithm that
can compute exactly such a reachability set [1], a number of semi-algorithms that
compute the reachability set in some cases have been designed and are described
in the next section.

3 Related Works

Semi-algorithms based on the acceleration paradigm. The acceleration paradigm
is a popular paradigm for infinite state systems, which we describe in the specific
case of CFSM. Eq. (3) is difficult to solve in presence of cycles in the control
graph, because iterative solving using Kleene’s theorem will not converge. Now,

assuming a canonical representation £ for queue contents, given a loop 6 2 c=
co B B ... % ¢, =cand alanguage L € £, we may compute in a single step
the effect of the loop 6, i.e. finding a language [0*](L) € L representing the set
of states that can be reached from a state in L following the loop 6 an arbitrary
number of times. Then, when exploring the state space, we can substitute the
entire loop by the single meta-transition 6*. However, even if each loop may be
accelerated, we still have to explore an infinite transition system since there is
an infinite number of loops. We may exploit some termination conditions [10]
or use heuristics that lead to semi-algorithms: for example, we may “flatten”
the transition system and find a proper exploration order [9]. In the cases of
systems with FIFO channels, this technique has been applied with different kind
of representations, depicted in Tab. 1. Usually only forward analysis has been
studied. Observe that when several channels are involved in a loop, with some
representations, the acceleration is not always possible. [11] provides a detailed
comparison of the cited references.

Algorithms based on transducer iterations. Instead of extrapolating sequences
of values, one may also extrapolate the full relations L;y; = R(L;) linking two
successive terms, represented as a regular transducer R (in this case, the full
state is encoded as a regular word). The computation of the transducer R* allows
the computation of the reachability set. This regular model-checking paradigm
[14] has mainly been applied to networks of finite state machines. A method to
compute the transducer R* is given in [15], but will not work for any CFSM.
[16,17] define extrapolation operators to compute an over-approximation of R*,
but has experimented them only on one lossy FIFO system [17].
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Table 1. Acceleration techniques on CFSMs

attr.®  acceleration with °

queue representation and typical example dependent single/several queue ref.
lossy SRE': Y(a+e)+(a1+...+am)" no always /  always 8]
perfect SLRE?: > araz(bib2)*as(bs)*(ba)” ... no always / sometimes [11]
perfect QDD? : n-dim regular expression yes always / sometimes [12]

perfect CQDD* 3" a?'ab?x{ 28 | p1+2q1 < patqo yes  always / always [13]
#yes if one expression for all queues, no if one expression for each queue
b ability to exactly compute the effect of meta-transition

! Simple Regular Expressions % SemiLinear Regular Expressions
3 Queue Decision Diagrams  * Constrained QDD, using Presburger formulas

Decidable subclasses of CFSMs. Reachability has been shown decidable for
monogeneous [18], linear [19] or half-duplex [20] CFSMs. Allowing the channels
to be lossy makes also the problem decidable [21,7]. A recent research direction
focuses on probabilisitic lossy channels [22].

Approximated techniques. Besides techniques based on the generation of finite
abstract models that are then model-checked,

abstractions have also been experimented on FIFO queues using the classical
dataflow analysis framework, hence restricting to lattices of properties satisfying
the ascending chain condition (i.e. there is no infinite ascending chain). For
instance, [23] proposes an analysis that infers the emptiness property and the
possible values of the first element to be read in queues. [24] proposes a “widening
operator” for decreasing sequences of regular languages, in the same spirit as [16].
However it does not guarantee the convergence of the sequence.

4 Analyzing Systems with Only One Queue

In this section we consider the simple case of CFSMs with a single FIFO queue,
on which we describe our method based on abstract interpretation [25].

With a single queue, the concrete state-space has the structure C — p(X*),
and it will be abstracted by the set C — A, where A is an abstract lattice
equipped with a meaning or concretization function v : A — p(X*) (i.e. 7y is
monotone and (L) = @). We will consider for A the set of regular languages
R(X) over X, with v : R(X) — p(X*) being the identity. This simple solution
presents several interesting properties:

— R(X) is closed under union, intersection, negation and semantic transform-
ers [!m] (corresp. to concatenation) and [?m] (corresp. to the derivative
operator of [26]). Moreover, Qo = {({co,€)} is regular, so that all operators
involved in Eq. (3) can be transposed to R(X) without loss of information.

— From a computational point of view, regular languages have as a standard
canonical representation the minimal deterministic automaton (MDA) recog-
nizing them.
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As a consequence, we only have to define a suitable widening operator to ensure
convergence of iterative resolution of Eq. (3). Indeed, the lattice R(X) does not
satisfy the ascending chain condition and is even not complete!: it is well-known
that the monotone sequence L, = {a*b* | k < n} converges towards a context-
free language which is not regular.

Generally speaking, a widening operator is a binary operator V: Ax A — A
satisfying technical conditions (c.f. proposition 1) that ensure, in the context
of the iterative resolution of a fixpoint equation X = F(X), that the sequence
Xo = F(1),Xi41 = X;VF(X;) converges in a finite number of steps towards
a post-fixpoint of F'. In general, a widening operator tries to capture and to
extrapolate the difference between its two arguments X; and F(X;), by mak-
ing the hypothesis that the difference will be repeated in the sequence Xj,
F(X;), F(F(X;)),.... The main difference with acceleration techniques is that
the widening, at least in its basic definition, does not exploit the semantic func-
tion F' (which is defined by the analyzed system), but is defined solely on abstract
values. This is both a weakness — it is then more difficult to make a good or
even an exact guess, and a strength — a highly complex function F is not a
difficulty, whereas acceleration-based techniques may fail in such cases (non-flat
systems, nested loops, ...).

4.1 Widening Operator

In our case, the choice of V is all the more important as all approximations
performed by the analysis will depend on its application. Because of the FIFO
operations, the widening operator should remain precise for both the begining
and the end of the queue. It also should induce intuitive approximations. In [27],
a widening operator for regular languages was mentioned. We will adapt this
operator to regular languages representing the content of a FIFO channel.

This widening operator will be based on an extensive and idempotent operator
Pkt R(E) = R(X) (ice. pr(X) D X and pi 0 pr = pi), where k € N is a para-
meter. pg will induce a widening operator defined by X1V Xo = pr(X7 U Xo).
Thus, the proposed widening does not work by extrapolating a difference, but
by simplifying the regular languages generated during the iterative resolution.
The operator py, is defined on a language L by considering the automaton M(L)
quotiented by a bisimulation up to depth k.

Definition 2 (Bisimulation of depth k). Let (Q, X, Qo, Qf, —) be a minimal
deterministic automaton and col : Q — [1..N] a color function defining an
equivalence relation 1 ~¢ol g2 < col(qi) = col(gz). For k > 0, the smallest
bisimulation of depth k finer than =¢q is defined inductively by: Vg1, q2 € Q,
a1~ @2 iff 1 Reol @2

a1~ go
. a a
G~ g iff {Va e XV €Q, 1 B q = 3 EQ o dh A g~ g
a a
Va € X Vgh €Q, 2 > qh = 341 €Q : q1 > ¢4 N ¢f =P )

! It is precisely because A = R(X) is not complete that we cannot define an abstraction
function a : p(X*) — R(X) as it is usually done in abstract interpretation.
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In this section, we consider the standard color function, which uses N = 4 colours
for separating initial and final states from other states:

collq) =1if g€ QuNQy, 2if g€ Qs \ Qo, 31if g € Qo \ Qy, 4 otherwise (4)

Definition 3 (Operator p$°l.). Given a bisimulation relation ~5°' of depth k
the operator p° : R(X) — R(X) is defined by quotienting the MDA of L:

P (L) = LM(L)/ =)
col

pi’ is extensive as being defined by a quotient automaton, and it is idempotent
as a consequence of ~§°! being a bisimulation relation. As ~¢% C~¢°!, we also
have VL € R(X) : pp+1(L) C pr(L). However, pi is not monotone, as shown by

the following example: a* C a* + a?b, but p;(a*) = a3a* is not comparable to
p1(a* + a?b) = a* + a®b.

Definition 4 (Widening operator Vfc(’l). Given an integer k > 0 and a color
function col, we define a binary operator Vo' : R(X) x R(X) — R(X):

LiVelLy 2 peN(Ly U Ly)
Proposition 1. fol is a widening operator for R(X) in the sense of [25]:
1. LiULs C le(éOlLQ,'
2. For any increasing chain (Lo C Ly C ...), the increasing chain defined by
Ly = Lo, L}, = LiV§"'Li;1 is not strictly increasing (it stabilizes after a
finite number of steps).

This property ensures the global correctness of our analysis [25].

Proof. 1. The language recognized by a quotient automaton is a superset of
the language of the initial automaton. 2. Given a deterministic automaton
(Q,%,Q0,Q,—) and a color function col : @ — [1..N], we have |Q/ a5
| < NIZIM s 2l (proved in [28]). Thus the set {p¢°l(L)|L € R(X)} is
finite.

4.2 Effects of the Widening Operator

We analyze here in detail the effect of the extensive operator pi on a language,
using the color function of Eq. (4).

Sum of languages: If L = L; U Ly, the widening operator may merge some
subwords of L; with subwords of Ls. For instance, p1(aaz 4+ bay) = (a +
b)a(z + y); we thus lose the property “ we have an ’a’ at the beginning of
the queue iff we have an 'x’ at the end”.

L = aax + bay p1(L) = ( +b)a(r +y)
~0l8te20  -O3 ;8250

My (e
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Repetition: an important effect of py is to introduce Kleene closures in regu-

lar expressions. We have py(a™) = a"Parif k <n -2 : the repetition of a
a” otherwise

letter beyond some number is thus abstracted by an unbounded repetition.
The same happens for the repetition of bounded-length words: for n > 3,
pr((ar...ap)™) = (a1 ...ax)(a; ... ag)*. If the system allows arbitrarily-long
channel contents, this approximation can guess the limit of the fix-point com-
putation. If a letter is repeated at different places, the two Kleene stars may
be merged: for instance p;(ax®br3c) = axt (bxT)*c, instead of the (prefer-
able) axTbzTc:

L = az3bx3c pl(L)x: ax;(bx"')*c
~OL0L0L0-e 0040580 ~O058 B0
b

One can improve the widening for the two previous situations, by considering
a color function col2 which also separates states according to the set of letters
already encountered from the initial states. One has p$°?(L) = ax*batc.
This allows to propagate non-local properties in the FIFO queue.

Suffixes and prefixes: we have the following properties:

Proposition 2. /28] L and pi(L) have the same set of prefizes of length 1
and the same set of suffizes of length less or equal to k.

Thus, the k last messages written in a queue are not abstracted. As a con-
sequence, we wait enough before trying to capture some regularity with the
operator pi. Notice than one can improve the result for prefixes by combining
forward with backward bisimulation relations.

Surprisingly, this simple widening has not yet been experimented for the analysis
of CFSMs. Our contribution here is to adapt for FIFO queues the widening
mentioned in [27], by choosing an appropriate color function, and to demonstrate
its practical relevance in this context (c.f. section 6).

4.3 Complexity of the Analysis

The operations we perform on finite automata are polynomial and rather efficient
in practice. The complexity of our analysis depends also on the number of steps
of the fixpoint computation. This number is quite small on the examples of
section 6 (< 12, with pg<2), but the theoretical bound is exponential in the size
of the alphabet and double-exponential in k. We conjecture than even on larger
examples, the practical complexity remains much below this bound.

5 Systems with Several Queues

We now come back to the general case where several queues are to be analyzed. In
this case, we must choose whereas we analyse each queue independently, using the
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method of the previous section, or we analyse all the queues together. In the first
case, according to the classification of [29], we obtain an attribute-independent
analysis based on a non-relational abstraction, because properties on different
queues are not inter-related. In the second case, we obtain an attribute-dependent
analysis based on a relational abstraction, in which one can represent properties
like “queue 1 contains ’a’ messages iff queue 2 contains ‘b’ messages”. We propose
both solutions.

Concrete representation. In the previous section, a configuration was a word.
Now a configuration is defined by n words ws, ..., w, which can be represented:

1. as a vector of words (wy, ..., wy,)

2. as a single word w1f ... f{w, obtained by concatenation and the addition of
a separation letter f

3. or as an “interleaved” word w? ... wdw} ... w}l ...

The third representation is used for representing sets of unbounded integer vec-
tors with NDDs [30], but it is not suited to the FIFO operations. We will consider
the two first representations that naturally define two different analyses.

5.1 Non-relational Abstraction

Here we adopt the view of a configuration as a vector of words, and we abstract
each component independently: we take

A" =R(X1) X -+ X R(Xn)

as an abstract lattice, ordered component-wise. The meaning function ™" :
A™ — o(XF x -+ x X*) is defined by

V(L L) = Y(L1) % - x (L)

The widening V}, of section 4 is extended to A™ component-wise:

(L1, ..., L)Vi(LY,..., L) = (L1VL},..., L, VL)), which defines a proper
widening operator. Sending or receiving a message on the queue i consists in
modifying the component i of the abstract value. In this lattice, the least upper
bound (“the union”) is no longer exact, because of the cartesian product. For ex-
ample, the upper bound of the values (a, z) and (b, y) is the language (a+b, z+y).
Hence, the loss of information is no longer only due to the widening operator.

5.2 Relational Abstraction

If we adopt instead the view of a configuration as a concatenated word, we obtain
the QDD representation of [12], to which we apply the principles of section 4:

AT =R(ZU{t}) (5)
(X)) = {{wy,...,wp) € X7 x ... x X% | wif... . fw, € X} (6)

We implicitly restrict A” to sets of concatenated words of the form described
above. The only difference with [12] is the use of widening instead of accelera-
tion. This representation allows to represent relations or dependencies between
queues. For instance the language L of Fig. 2 encodes the relation “the queue 1

I P

starts with an ’a’ iff the queue 2 contains an ’x
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Order 1 L = ad®fz + ba3ﬁy p2(L) = (a+b)a 3]i(x +vy)

« BLOLDEOL0s »@»@»@»o»o\
~O ©:8:070707 20 - ©

O"O\ a,~a~a
—»O\
Order 2 = xﬂaa + ytiba® p2(L) =L

Fig. 2. Widening and ordering of queues in concatenated words

Operations. The union, intersection and inclusion test operations are the natural
extensions of their counterpart for an automaton representing a single queue.
However, we have to adapt the operations [i!m], [¢?m] and Vj. As each word
recognized by a MDA M = M(L) with L € R(X U {f}) is a concatenated
word separated by f letters, each state ¢ € @ of M can be associated to one
queue-content by a function 7 : @ — [1..n], and can be characterized as initial,
and/or final for this queue [12,28]. Given such a partition, the operations [ilm]
and [i?m] are easily implemented. Concerning the widening operator, it should
avoid to merge the different queue contents, and preserve the invariant that each
word has n — 1 § letters. We thus adapt the standard color function, which uses
now N = 4n colours:

3 if ¢ is both an initial and a final state for the queue 7(q)
col(q) = 4x1(q —? }f qis a ﬁp;i.l .(but not initial) state for the queue 7(q)
if ¢ is an initial (but not final) state for the queue 7(q)
otherwise
(7)

Impact of the ordering. A natural question arises: to which extent is our re-
lational analysis dependent on the chosen ordering for queues 7 All the exact
operations, which do not lose information, do not depend on it. However, the
widening is dependent on the ordering of queues, as shown by the example of
Fig. 2. Consequently, our analysis depends on the ordering. A widening operator
which would be independent of the ordering would have been more satisfactory,
but we did not find out yet such a widening operator, with good properties w.r.t.
precision and efficiency (see the discussion in [28]).

6 Experiments and Comparisons

The approach we followed for the analysis was to sacrifice exactness for uni-
versality of the analyzed model and convergence guarantee. Of course such an
approach is relevant only if the approximations introduced are not too strong,
and if they still allow to obtain interesting results. In order to perform this exper-
imental evaluation, we implemented both the non-relational and the relational
abstractions, and we connected them to a generic fixpoint calculator, that takes
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Sender/  Contents
Receiver K#L#C

0/0 1% #1% e

0/1 0
0/2 0
0/3

0
1/0 1*0*#1*#m
/1 O*#1*#m
1/2  0*#1%0*#e

1/3 0
2/0 0
2/1 0
2/2 0" #0" #e
2/3 [
3/0  1*#0*1%#e
3/1 0
) 3/2 0" 1*#0*#m
L2  Sender Receiver L0 3/3  1*#0"#m

Fig. 3. The alternating bit protocol

care of the iterative resolution of fixpoint equations and applies widening follow-
ing the principles of [31]. All our experiments used the V; widening operator
based on the standard color function, and returned their result in less than 1
sec. on a 2 GHz Intel™ Pentium computer. The fixpoint was obtained in 7 to
12 iteration steps, depending on the examples.

The Alternating Bit Protocol (ABP) is a data-transmission protocol, between a
sender S and a receiver R. S transmits some data package m through a FIFO
channel C' and R and S exchange some information (one-bit messages) through
two channels K and L (Fig. 3). We performed a relational analysis of the CFSM
modeling this protocol (Fig. 3). It shows that some control states are not reach-
able and that there is at most one message in data channel C. As in [12,32], we
obtain the exact result. Notice that in this case, a simpler non-relational analysis
delivers the same results.

The connezion/deconnexion protocol, defined in Example 1, demonstrates the
usefulness of a relational analysis:

Relational Analysis Non-Relational Analysis
Client/ Queue 1 # Queue 2 Client/ Queue 1 Q.2
Server Server

0/0  (co)*(oc)*#e + c(oc)*#d 0/0 + (0" )T (e + 0 +otc) d
1/0  (co)*(oc)*ote + (co)*#d 1/0 (0o*c)*o d*
0/1 c(oc)* #e 0/1 + (0" c)+(z-:+o +ote) d
1/1 (co)*#e 1/1 ot + 0" (coh)t d*

The result given by the relational analysis happens to be the exact reachability
set, unlike the non-relational one. The non-relational analysis misses the fact that
there is at most one d in the second queue, which induces many approximations.

A non-regular example. Our abstraction can deal with cases where the reach-
ability set is not regular. Let us consider the CFSM depicted in Fig. 4. Each
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process can send a message a or ¢, and a synchronisation is guaranteed by the
messages b and d.
In location (0/0), the content of the

queues will be a™fefic"te with n > 0. This @ @

set is non-regular, and thus cannot be repre-  1la 47d 27 4ld
sented by a regular expression. Our method

will find an over-approximation of the ex- (:) 21h 9 (:) 3lc 9

act reachability set. In location (0/0) the
queue-content we found is represented by
the language :

Fig. 4. A non-regular protocol

Loy = ellefiefie + afeficie + aaa™fefcec™ e

This example shows that our method may give a good over-approximation of a
non-regular reachability set.

A protocol with nested loops is depicted in Fig. 5, which is an abstraction of
systems exchanging frames composed of several packets.

The sender first sends a start message, then la ?start
sends any number of a messages and ends the fﬂ@' N
frame with an end message. The receiver can @ lend 2end @) %
read any message at any time. < ' i

. Sender Receiver
Our analysis shows that, when the sender v
is in location 0, the content of the queue is : Fig. 5. Nested loop

Lo=cec+ (s+e¢e)a*e(sa’e)”

Here the ability of representing regular expressions with nested Kleene closures
is important; in this case we even obtain the exact reachability set.

Comparison with acceleration techniques. In Tab. 2 we compare the techniques
mentioned in Tab. 1 with our non-relational and relational analysis, on the 4
previous examples. We did not consider the method of [8], which assumes lossy
channels.

— yes means that the reachability analysis gives the exact result.

— no means that the reachability analysis does not terminate.

— appror means that the reachability analysis gives an over-approximation of

the reachability set.

The only case where our relational method gives less satisfactory result than
another method, which is also the only case where the result is not exact, is the
Non-Regular protocol. On this protocol, the CQDD method can compute the
exact reachability set (J,,~ o a"fefc™fe, whereas we approximate it, using Vy, by
Uo<nepyo a™fefc™te U aft2a*fefc 2" e, which is not so bad. On the other
hand, none of the other methods delivers results for all the examples.

This comparison is experimental, and should be completed in the future with
larger examples. However, it is very difficult to prove the superiority of an analy-
sis that uses a widening operator, as pointed out by [33]. From a theoretical point
of view, we can make two statements. First, we can partially order the expressive-
ness of the representations (which does not necessarily induce a corresponding
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Table 2. Comparison of acceleration techniques with our 2 analysis

Acceleration techniques Regular languages with widening
Example SLRE [11] QDD [12] CQDD [13] non-relational relational
(1) ABP protocol yes yes yes yes yes
(2) Conn./deconn. approx® yes yes approx” yes
(3) Non-regular no*P° no®° yes approx™®*® approx®
(4) Nested loops no‘ yes no‘ yes yes

 non-relational representation P

¢ exact set not representable

counting loops [12] that cannot be accelerated

ordering of the analyses in terms of accuracy). Following Tab. 1, we have that
SLRE is the less expressive, QDD and our relational method are equivalent, and
are uncomparable to CQDD. Second, proposition 2 implies a (modest) partial
completeness result: if in a CFSM the length of the FIFO queues is bounded by
[, then taking k > n - [ for the widening Vi lead to exact results.

7 Conclusion

In this paper, we showed how to perform reachability analysis of CFSMs using
an Abstract Interpretation approach and the notion of relational/non-relational
analysis [29]. Our method can be applied to any CFSM and always terminates. It
is technically simple, based on standard Abstract Interpretation technique and
well-known concepts like regular languages and bisimulation of depth k. Despite
of its simplicity, that we see as a strength, our method is often as accurate as ac-
celeration techniques on standard examples, and it can deal with counting loops
[12]. Tt is however unable to certify by itself whether the obtained result is exact
or not (which is a limitation common to abstract interpretation techniques). Last
but not least, we think that our approach is more amenable to the combination
of FIFO channels with other unbounded datatypes, like counters, in the spirit
of [34]. Indeed, it seems very difficult to accelerate loops where FIFO operations
are guarded by numerical tests on counters and where counters are conversely
updated depending on the FIFO queues contents.

For CFSMs, our method is a good alternative to acceleration based techniques.
The two approaches may actually be seen as complementary. Typically, one can
first try to get the exact reachability set using acceleration techniques and then
apply our method in case of failure. A more interesting combination consists
in using acceleration techniques to add meta-transitions in the original model,
when possible, and to apply our method to the augmented system.

In the future we plan to explore two directions: the first one is to combine
the abstraction for FIFO queues with abstractions for numerical variables, in
order to attack the verification of more realistic models. The second one is to
consider CFSM with infinite alphabets. This is required for the many protocols
that use “tokens” to uniquely identify different frames. These tokens are typically
assumed to belong to an infinite set.
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Abstract. Formal modelling languages are powerful tools to systemat-
ically represent and analyze the properties of systems. A myriad of new
modelling languages, as well as extensions of existing ones, are proposed
every year. We may consider that a modelling language is useful if it
allows to represent the critical aspects of systems in an expressive way.
In particular, we require that the modelling language allows to accu-
rately discriminate between correct and incorrect behaviors concerning
critical aspects of the model. In this paper we present a method to as-
sess the suitability of a modelling language to define systems belonging
to a specific domain. Basically, given a system, we consider alternative
correct/incorrect systems and we study whether the representations pro-
vided by the studied modelling language keep the distinction between
correct and incorrect as each alternative system does.

1 Introduction

Hundreds of languages have been proposed to formally describe any kind of
systems. A lot of them differ only in some aspect concerning the way some
features are represented or interpreted (e.g. timed automata [AD94] versus tem-
poral process algebras [NS94] versus timed Petri nets [Zub80], generative versus
reactive probabilistic systems [GSS95], Markovian [Hil96, BG98] versus non-
markovian stochastic models [LN01, BG02], and so on). Since the number of
possible ways to deal with each feature is high, each lineal combination of these
possibilities eventually leads to a new language. Thus, a clear and well-defined
criterion to asses the utility of a language to model systems belonging to some
domain would be very useful. In this line, we could ask ourselves which char-
acteristics we want in a given formal method [AR00]. Informally speaking, a
language is good to model a class of systems if it allows to create models where
critical features are suitably represented. In terms of correction, a model should
be able to perform what the original system does, and should not do what the
system does not. For instance, if a system must perform the action a only if the
variable z is equal to 10 then a model specifying only that a may be performed
would not be accurate enough. Besides, if that action a must be performed only
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after 5 seconds then a model where that requirement is not included would
not be suitable. Following these ideas, a modelling language is suitable to de-
fine a class of systems if it discriminates desirable and undesirable behavior
(almost) as the corresponding modelled systems do. In order to check it, we will
(semi-)automatically compare the behavior of systems and their models. In par-
ticular, we will compare the correct and incorrect behaviors each of them may
expose.

There is a testing technique that can inspire the creation of a new methodology
that actually fits into our purposes. Mutation Testing [Ham77, How82, BM99|
allows to estimate the power of a test suite to assess the (in-)correctness of
an implementation with respect to a specification. Basically, mutation testing
consists in facing tests with several mutants of the specification, that is, alter-
native specifications where some aspect is modified. Mutants are created from
the specification by introducing modifications that simulate typical program-
ming errors. Then, the set of tests to be assessed is applied to each mutant and
we observe the capacity of tests to kill mutants, that is, to detect erroneous
behaviors in mutant specifications that are actually wrong. Let us note that a
mutant could be correct, that is, equivalent to the original specification. Unfor-
tunately, to check the correctness of a mutant is not decidable. So, this technique
is, in general, semi-automatic. Our method, inspired in the previous idea, can be
basically described as follows: Given a real system (defined in some language)
we create some mutants (in the same language) that might behave incorrectly.
Then, we apply the modelling language under assessment to create models of
both the original system and their mutants. If the modelling language were not
expressive enough, then several systems with different behaviors (taken from the
mutant systems and/or the original system) could converge to a single model.
If these systems were either all correct or all incorrect then it would not be a
problem that the modelling language provides a single model for them. This is
so because the conversion might not have lost relevant aspects. However, if some
of the systems that converged to a single model were correct and others were
not then the modelling language is losing relevant characteristics that delimit
the difference between correct and incorrect. Let us note that, in general, no
modelling language allows to express in a natural way exactly the same things
than the language used for the system definition.

Our measure of the expressivity and suitability of a language to define a given
system will be based on the relation between the correctness of the mutants and
the correctness of their corresponding models. For example, let us consider 1000
mutants of a system. Let us suppose that 900 mutants are incorrect with respect
to the system and let us consider the 900 models of these mutants. If 300 of
them are also models of the original system then the modelling language is
not very suitable for defining this class of systems because the modelling phase
loses aspects that are critical to define the border between correct and incorrect.
Other possible unsuitability criterion is the following: If 300 of these models of
incorrect mutants are equivalent to the original system or its model (or more/less
restrictive in a sense that can be considered valid) then the modelling language
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Program P Mutants of P

1: x = 0;

2: while (no message is received) {

3: wait for a random delay M;: 3: wait for a random delay
of [0,2] minutes; of [0.5,1.5] minutes;

4 if (x==1) then { Msy: 4: if (x==2) then {

5 send(’A’);

6: x = 0; Ms: 6: x = 2; My: 6: x = 1;

7: }

8 else {

9: x = 1;

10: +;

11: }s

Fig. 1. Program example

is unsuitable. Since our methodology can be applied to other systems of the
same domain to measure the suitability of the target language to describe them,
it may help to check whether a new language makes a relevant contribution to
express the critical aspects of systems belonging to a specific domain.

The rest of the paper is structured as follows. In the next section we introduce
a simple example to motivate the definition of our methodology. In Section 3
we formally present the main concepts of our methodology. Next, in Section 4
we study some formal properties relating the concepts previously introduced.
Finally, in Section 5 we present our conclusions and some lines for future work.

2 Motivating Example

In this section we illustrate our method with a running example. A program P,
written in a given language L, is depicted in Figure 1. Until a message is received,
it iteratively performs two operations: First, it waits for a delay between 0 and
2 minutes (we assume that the random variable denoting the delay is uniformly
distributed); next, it sends the message A one out of two times. Let us note that,
from an external observer’s point of view, the behavior of P actually consists in
iteratively sending the message A after random delays between 0 and 4 minutes,
until a message is received from the environment.

In Figure 1 we also give four mutants of P. Each of them differs from P in a
single code line. We will apply the following correctness criterion: A mutant M;
is correct with respect to P if its external behavior coincides with the one from
P. We suppose that external behavior concerns only sent messages and delays
between them. Since the maximal delay between two consecutive A messages in
M is 3, My cannot produce some behaviors included in P. So, M is incorrect.
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Mo is incorrect as well: For instance, it can wait 10 minutes until a message is
received without sending any message. M3 is correct because its behavior is not
affected by the change. Finally, My is incorrect: All the times the loop is taken,
except the first one, we have that X is 1, so an A message is sent. Hence, the
delay between messages A is equal to, at most, 2 minutes, while delays can take
4 minutes in P.

Let us consider three modelling languages L1, Lo, and L3. Each of them misses
some aspect that is actually considered in the language L: Only fix temporal
delays can be represented in Li, Lo does not use any wariables to govern the
behavior of systems, and L3 cannot represent any temporal delay at all. We will
study and compare the suitability of these languages to model the program P.
In particular, we will study whether each of the languages properly captures the
(subtle) aspects delimiting the border between correct and incorrect behaviors.
In order to do it, each language will face the definition of each mutant of P, and
we will study whether the (in-)correctness of each alternative properly remains
in the models domain provided by each language.

The modelling language Li represents most program aspects exactly in the
same way as L does. The only difference is that L; does not allow to represent
random temporal delays. Instead, all temporal delays must denote a determin-
istic amount of time. In particular, the translation of a program from L to L, is
done as follows: For any random delay we consider its mean expected delay. For
example, line 3 in P is translated into “wait for 1 minute.” As a result, the
models of P and M; in language L actually coincide. Since P is correct but M,
is not, this collision denotes that L; does not properly represent this behavior.
The collision of two different systems, being one of them correct and the other
incorrect, into a single model, is called collision mistake in our framework (the
formal definition is given in Section 3). Basically, it denotes that some critical
details are lost in translation.

Let us consider the correctness criterion we use in the domain of L and let
us apply it to the domain of L; models. Despite M; is an incorrect mutant, its
model in L; produces exactly the same external behavior as the model of P. In
fact, let us note that the fiz delay placed before the if statement is 1 minute long
in both models. That is, the model of M; is correct with respect to the model of
P, but the system it comes from is not correct with respect to P. We denote the
situation where an incorrect system leads to a correct model, or viceversa, by
model mistake (see Section 3). Basically, it shows that the correctness criterion
is not properly preserved in the model domain.

Regarding the modifications induced by Ms, Ms, and My, they are properly
represented in L;. This is because L; represents all lines but line 3 exactly as L
does. In particular, these mutants do not produce any of the mistakes considered
before. On the one hand, their models differ from each other and from the model
of P, so there do not lead to any collision mistake. On the other hand, models
of incorrect mutants are also incorrect in the domain of models, so they do not
produce model mistakes. In particular, the model of M3 does not produce any
message, and the (fix) delay between messages in the model of M, is 1 minute.
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However, the fix delay in the model of P is 2 minutes. Finally, since both M3
and its model are correct, M3 does not yield a model mistake. Summarizing, in
both approaches 3 out of 4 mutants do not produce mistakes and are correctly
represented by L.

We will conclude the presentation of this example at the end of Section 3, once
all the concepts underlying our methodology have been formally introduced. In
particular, we will use Lo and L3 to create models of P and its mutants, and we
will compare the suitability of each language to represent P.

3 Formal Framework

In this section we present the basic concepts of our methodology and show how
they are applied to assess the suitability of a modelling language to describe a
class of systems. First, we introduce the concept of language. In our framework
a language is defined by a syntaz, allowing to construct the appropriate words
(i.e., programs), as well as a semantics, associating semantic values to syntactic
expressions.

Definition 1. A language is a pair £ = (a,3), where « denotes the syntaz
of £ and § denotes its semantics. Let Systems(L) denote the set of all words
conforming to «. Then, [ is a total function [ : Systems(L) — B, where B is
the semantic domain for L. O

Next we present the concept of correctness of a system. Correctness is defined in
the domain of semantic values and it is given in terms of a comparison between
values. So, we may say that a semantic value by is correct with respect to bs.
For example, this might mean that both semantic values represent bisimilar
behaviors. The correctness relation is not necessarily symmetric. For example,
it may define a conformance relation where the behavior of a system must be
a subset of that exposed by another. Besides, it could be defined in terms of
the set of semantic values where some required property holds. In general, if ¢
is a correctness criterion then b € c(b’) means that b is correct with respect to
b’. Let us note that by using this criterion we implicitly define which aspects
of a system will be considered critical. For example, if this criterion says that a
system is correct regardless of its temporal performance, then temporal issues are
not considered critical in our analysis. In the following definition, P(X) denotes
the powerset of the set X.

Definition 2. Let £ = («,5) be a language with 8 : Systems(£) — B. A
correctness criterion for the language £ is a total function ¢ : B — P(B).

If for all b € B we have b € ¢(b) then ¢ is a reflezive criterion. If for all b, b’ € B,
b € ¢(b) implies b € ¢(V'), then ¢ is a symmetric criterion. If for all b,b’,b"” € B,
b € ¢(b) and b € ¢(b') imply b” € ¢(b), then c is a transitive criterion. We say
that a criterion ¢ is an equivalence criterion if it is reflexive, symmetric, and
transitive. O

According to our methodology, we will create mutants to check whether they
behave as their corresponding models. Thus, we will be able to assess whether
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the modelling language properly discriminates correct and incorrect behaviors.
This will provide us with a measure of its suitability. In order to create mutants
we introduce modifications in the original systems. These modifications substitute
some subexpressions of the system by others. Given a string of symbols and a
substitution, this function returns the set of strings resulting from the application
of the substitution to the string at any point. In the next definition we formally
present this concept. For any set of symbols X', we consider that 3* denotes the
set of all finite strings of symbols belonging to X.

Definition 3. Let X be a set of symbols. Let e = e1 ---e, and e’ =€) ---€/ be
sequences in X*. The term substitution function for e and e, denoted by [e/¢€’],
is a function [e/e'] : X* — P(X*) where for any w = w; - - - w, we have

1<k<pA

/ / /

e/e’|(w) = wi- - wiey- - €, Witnt1®* W

le/€'](w) { Lm " Plw = w- - -wger: - -enWhint1- - Wy

The creation of mutants will be defined in terms of a function. Given a system
and a set of term substitution functions, this function generates a set of mutants
by applying substitutions of the set to the system.

Definition 4. Let £ = («,3) be a language and S be a set of term substi-
tution functions. A mutation function for £ and S is a total function M :
Systems(L) — P(Systems(L)), where for any a € Systems(L) and b € M(a)
we have b € o(a) for some o € S. O

From now on we will assume that for any mutation function M for £ and any
a € Systems(L) we have a € M (a). This assumption will help to deal with a
system and its mutants in a more compact way.

The translation of a system from the original system language into the mod-
elling language under assessment will be also represented by means of a function.
Let us note that this function, in general, will not be injective: Some systems
with different behaviors could be represented by the same model. Hence, the
modelling language may lose some details. If these details are not considered
critical in the analysis, then losing them is not necessarily bad. On the contrary,
eliminating irrelevant details in models may help to create more handleable mod-
els. However, if the translation into the modelling language loses critical details,
then the modelling language may not be suitable. As we will see below, these
situations will be detected within our framework.

Definition 5. Let £1 = (a1, /1), L2 = (ag, B2) be two languages. A translation
function from L4 to Lo is a total function T' : Systems(£q) — Systems(L). O

Now we are provided with all the needed machinery to present the concepts
used in our methodology. We propose two alternative criteria to check whether
a modelling language is suitable to represent relevant details of systems. Next
we present the first one: If a correct system and an incorrect one (taken from
the set of mutants and the original system) converge to a single model then
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System Modelling System hodelling
Damain Domain Domain Damain
Correct =
Incorect
Correct Incafect
(resp. fncarsect) (resm, Carvect)

\ COLLISION MISTAKE /\ MODEL MISTAKE j

Fig. 2. Correctness Criteria

relevant details concerning the correctness are lost. In particular, the translation
misses details that make the difference between correct and incorrect. Hence,
we say that it is a collision mistake in the representation of the system by the
modelling language. This situation is graphically presented in Figure 2 (left). In
the following definition the cardinal of a set X is denoted by | X |.

Definition 6. Let £1 = (a1, 1), L2 = (a2, 82) be two languages, S be a set of
term substitution functions, and M be a mutation function for £; and S. Let
T be a translation function from £q to Ls. Let ¢; be a correctness criterion for
L1 and s € Systems(L1). We say that m € M (s) is a collision mistake for s,
M, T, and c;, denoted by CMistake®-T:¢1(m), if there exists m’ € M(s), with
T(m) = T(m'), such that either

(
(a) Bi(m) € c1(Bi(s)) and Bi(m') & c1(Bi(s)) or
(b) Bi(m) & c1(B1(s)) and Br(m’) € c1(B1(s)).

In this case, we say that m’ is a collision pair of m for s, M, T, and c1, and
we denote it by m/ [#MT:ct m. The number of collision mistakes of s for
M, T, and c;, denoted by NumCMM-T:¢1(s), is defined as | {m | m € M(s) A
CMistake®sM:Te1(m)}|. O

For the sake of notation simplicity, we will omit some parameters when we as-
sume that they are unique in the context. Hence, we will sometimes simply write
CMistake(m), m’ | m, and NumCM(s). Next we define our second mechanism to
check whether a modelling language fails to express a system. Now, a correct-
ness criterion will also be applied to the modelling language. For instance, an
equivalence criterion may be used, that is, a reflexive, symmetric, and transitive
criterion. We say that the modelling language produces a model mistake in the
translation of the original system if the correctness criteria of the original lan-
guage and the modelling language map (in-)correct systems in a different way. In
particular, if a correct (resp. incorrect) system is translated into a model that is
considered incorrect (resp. correct), then we detect a failure in the representation
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of the system by the modelling language. This situation is graphically presented
in Figure 2 (right).

Definition 7. Let £1 = (a1,01),L2 = (a9, [2) be two languages, S be a set
of term substitution functions, M be a mutation function for £; and S, T be
a translation function from £; to L2, ¢; and co be correctness criteria for £
and Lo, respectively, and s € Systems(L;). We say that m € M (s) is a model
mistake for s, M, t, ¢, and co, denoted by MMistake®M:::¢1:¢2(m), if either

(a) Bi(m) € c1(B1(s)) and Ba(t(m)) & ca2(B2(t(s))) or
(b) Bi(m) & c1(B1(s)) and Ba(t(m)) € ca(B2(t(s)))-

The number of model mistakes of s for M, t, c¢;, and ¢, denoted by
NumMMM-te1e2(s) is given by | {m|m € M(s) A MMistake® M-beve2(m)}|. O

Again, we will omit some parameters when they can be inferred from the context.
Now we present mechanisms to find the mistakes in the representation of a
system, regardless of the used criterion. In both cases, we define the suitability
of a modelling language to represent a system as the ratio of mutants that are
correctly translated.

Definition 8. Let £1 = (a1,01),L2 = (ag,[2) be languages, S be a set of
term substitution functions, M be a mutation function for £, and S, T be a
translation function from £ to Lo, ¢; and ¢y be correctness criteria for £; and
Lo, respectively, and s € Systems(L1). The collision suitability of Lo to define s
under M, T, and ¢y, denoted by CSuit(s, La, M, T, c1), is defined as
i | M(s)| — NumCM(s)
CSuit(s, L2, M, T, c1) | M(s) |

The model suitability of Lo to define s under M, T, ¢1, and cq, denoted by
MSuit(s, Lo, M, T, c1,c2), is defined as

| M(s)| — NumMM(s)

MSuit(s, L2, M, T,c1,c2) = | M(s) | -

Let us remark that in order to measure collision suitability no correctness crite-
rion is applied to the modelling language Lo, that is, co is ignored. The previous
concepts can be extended to deal with sets of systems belonging to some specific
domain. Thus, our framework is not only useful to assess the suitability of a
language with respect to a specific system but also with respect to a family of
systems. For instance, we could assess the suitability of a modelling language
to describe data link layer network protocols or distributed cryptographic pro-
tocols. A modelling language unable to represent temporal delays (resp. data
encryption) would produce several collision and/or model mistakes and would
be unsuitable. In each case, a representative set of systems in the domain has
to be chosen and applied. Depending on the relevance of each system and its
fitness in the domain, it should have a different weight in the overall assessment.
In the following definition we owerload the functions presented in the previous
definition to deal with sets.
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Definition 9. Let £; = (a1, (1) and L2 = (aq, B2) be two languages, S be a set
of term substitution functions, and M be a mutation function for £; and S. Let
T be a translation function from £1 to £ and c1, co be correctness criteria for £
and Lo, respectively. Let S = {(s1,w1), ..., (8n,wy)} € P(Systems(Ly) x (0..1])
be a set of pairs of systems and weights for these systems, where forall 1 <i<n
we have w; > 0 and ), .., w; = 1. We define the collision suitability of Ly to
define S under M, T, and ¢; as

CSuit(S,[,Q,M,T,Cl) = Z w; ~CSuit(si,£2,M,T,cl)
1<i<n

We define the model suitability of Lo to define S under M, T, c1, and ¢y as

MSuit(S,,CQ,M,T,Cl,CQ) = Z wW; 'Msuit(Si,ﬁz,M,T,Cl,Cz)

1<i<n

3.1 Concluding Our Motivating Example

Let us consider the modelling language Lo. It represents random delays exactly
as L does, but it considers neither program variables nor their effects. In partic-
ular, it converts any condition on variables into a non-deterministic choice. For
instance, concerning the conditional sentence in line 4 of the program P pre-
sented in Figure 1, the model of P in Ly just denotes that either of the branches
18 non-deterministically chosen. In fact, since variables are ignored in Lo, the
choice just consists in choosing between sending A or not.

Let us note that the models of the programs P and M; in Ly do not coincide
because their different versions of line 3 stay in Ly. For the same reason, the
model of M; is different to the model of the correct mutant Ms, so there is
no collision mistake with M;. Moreover, there is not a model mistake with M;
either, but the reason is quite different. Let us note that the model of P in Lo
can produce any delay between A messages. Since the if choice is implemented
as a non-deterministic choice, the else statement can be taken any number
of times before the next message A is sent. Thus, any delay can be cumulated
before sending each message. However, the model of M; cannot produce its first
message until 0.5 units of time pass. That is, the model of M; is not equivalent
to the model of P. Hence, in spite of the collateral effects of the absence of
variables, the (wrong) temporal behavior of M; is properly detected.

Let us remark that the mutants of My, M3, and My only differ from P in
the way they deal with variables. Hence, the models of My, M3, and My in Lo
coincide with the model of P. The collision with the original program is not a
collision mistake for M3, because M3 is actually correct. However, it is so for
the incorrect mutants Ms and My. Moreover, since these models coincide with
the model of the correct mutant M3, M3 is also involved in a collision mistake.
Regarding the correctness in the model domain, we find the same problem for the
incorrect mutants Ms and My: The models of Ms and M, are correct with respect
to the model of P (they have the same external behavior), but the respective
systems My and My are incorrect with respect to P. On the other hand, since



Assessing the Expressivity of Formal Specification Languages 229

the model of M3 is correct, M3 does not produce any model mistake. So, the
number of properly represented mutants with Lo is 1 and 2, for collision and
model mistakes, respectively.

Finally, we consider the modelling language L3. This language does not rep-
resent temporal delays (neither deterministically nor probabilistically), though
variables are represented and used exactly as in L. Since the line 3 is ignored by
L3, P and the incorrect mutant M; collide by producing the same model in L,
which in turn is a collision mistake. Besides, since both models coincide, we have
that the model of M is equivalent to the model P (though M is not equivalent
to P). Hence, we also have a model mistake (as we will study in Section 4, a
collision mistake between two models induces a model mistake in at least one of
the involved systems).

Regarding My and My, they lead to models that are different to both the
model of P and the model of the correct mutant Ms. That is, Ms and My do
not induce any collision mistake. The correct mutant M3 does not produce a
collision mistake either. Concerning model mistakes, Ms does not produce them
because its model cannot produce any message at all, which is not equivalent
to the behavior of the model of P. However, the model of the incorrect M, is
actually equivalent to the model of P. Let us note that, since temporal delays
are not concerned by L3, the external behavior of L3 only reveals the number
of times the message A is sent. Both the model of P and the model of M, can
send A any number of times. So, they present the same external behavior and
we have a model mistake. Summarizing, if we consider collision mistakes then
3 out of 4 mutants are free of them. However, if model mistakes are concerned
then only 2 out of 4 mutants are properly represented.

In the next tables we compare the performance of each language to define the
program P and its mutants. The first table shows the mistakes of each mutant as
well as the mistakes of P. Obviously, P cannot yield a model mistake (its model is
correct by definition). However, if the model of P coincides with the model of an
incorrect mutant, then P is actually involved in a collision mistake. The second
table, for each kind of mistake, divides the number of mistake-free systems by
the total number of systems (both P and the mutants are considered).

L1 (det. time) Ly (no vars) L3 (no time)
collision m? model m? collision m? model m? collision m? model m?
P with M; no with Mz, My no with M, no
My with P yes no no with P yes
Mo no no with P, M3 yes no no
M3 no no with Ma, M4 no no no
My no no with P, M3 yes no yes
collision suitability model suitability

L 0.6 0.8

Lo 0.2 0.6

L3 0.6 0.6

If our micro-sample of four mutants were representative of all the kinds of er-
rors that may appear in the system P, then we could conclude that the modelling
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language that provides the best representation accurateness is L;. Similarly, we
can also study sets of systems. If several systems within a given domain, instead
of a single system, are considered then the suitability of a modelling language
to specify some semantical aspects of these systems can be assessed. Let us
note that, in the previous example, we could consider other correctness criteri-
ons (e.g., traces inclusion, bisimulation, conformance, etc). Since each criterion
focuses on different semantical aspects of systems, each would lead to different
suitability results. In the previous example we have considered a straightforward
translation from L to each modelling language. Other more elaborated and pre-
cise translations could be considered. For example, temporal delays of different
length could be simulated in L; by iterating a tiny delay any non-deterministic
number of times. However, such a translation would produce too complex and
artificial models, which does not fit into the purpose of a model. Hence, trans-
lations must be direct even though details are lost. Finally, let us remind that,
depending on the framework, some operations of our methodology could require
the participation of a human. For example, checking the equivalence of systems
is not decidable if the language is Turing-powerful. The mutant generation func-
tion (which applies randomly generated mutations) and the language translation
mechanism must be defined by a human, though they can be automatically ap-
plied once they are defined.

4 Properties of the Formal Framework

Next we will study the theoretical properties of the concepts presented in the
previous section. In particular, we relate the suitability notions presented in
Definitions 8 and 9 and we study sufficient conditions to guarantee them. The
following results assume the notation criteria introduced in the beginning of
Definition 6, that is, £1 = (a1,01) and Lo = (ag,2) are two languages, S is
a set of term substitution functions, and M is a mutation function for £; and
S. Besides, T is a translation function from £; to L2, ¢; and ¢y are correctness
criterions for £4 and Lo, respectively, and s € Systems(£1).

First, let us note that the relation of collision pairs (see Definition 6) | is a
symmetric relation.

Lemma 1. For any mi,mg € M(s) we have that my | mo implies ma | m;.

Proof. If my | mo then CMistake(msz) holds, mi,ma € M(s), and T(m;) =
T(ms2). Besides, m; and mq fulfill either the case (a) or the case (b) of Defi-
nition 6. In the first case, B1(m2) € c1(Bi(s)) and B1(m1) € c1(H1(s)). Since
mi,mg € M(s), T(m1) = T(mz), and both £1(m1) & c1(f1(s)) and F1(m2) €
c1(81(s)) hold, we conclude mo | mq holds. The proof for the case where (b)
holds is similar. o

Nevertheless, the relation | is neither reflexive nor transitive. The next result
relates collision mistakes, represented by the relation [, and model mistakes. If
two mutants produce a collision mistake then at least one of them is a model
mistake.
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Lemma 2. Let m1,mg € M(s) such that my | mo. Then, either MMistake(m;)
or MMistake(mz).

Proof. If my | mo then CMistake(msz) holds, mi,me € M(s), and T(m;) =
T'(ms2). Besides, by Lemma 1, we have CMistake(m;).

Let us suppose that case (a) of Definition 6 holds (the proof is similar for the
case where (b) holds). We have 1 (m2) € ¢1(81(s)) and B1(m1) & c1(B1(s)). Let
us show that if MMistake(ms) is false then we have that MMistake(m;) holds.
If MMistake(msa) does not hold then, by the condition §;(ms) € ¢1(B1(s)), we
infer that (B2(T(ms2)) € ca(B2(T(s))) necessarily holds. Since T'(my) = T (mz),
we have that G2(T(m1)) € c2(B2(T(s))) is true as well. Besides, since we also
have that (1(m1) & c1(61(s)), we deduce that MMistake(mq) holds.

Similarly, we prove that if MMistake(m;) does not hold then MMistake(my) is
true. If MMistake(mq) is false then G2(T'(m1)) & c2(62(T'(s))) because we have
B1(m1) € c1(81(s)). Since T'(my) = T(m2) and B1(ms) € ¢1(81(s)), we conclude
MMistake(ms). 0

The previous result allows to relate incomplete collision suitability with incom-
plete model suitability. If a collision mistake is found while assessing the suit-
ability of a modelling language to represent a set of systems, then the model
suitability for this language and set is not full.

Proposition 1. Let § = {(s1,w1),...,(Sn,wn)} € P(Systems(Ly) x (0..1])
with Zlgign w; = 1 and such that for all 1 < i <n we have w; > 0. Then,

CSuit(S, Lo, M, T,c1) < 1 = MSuit(S, Lo, M, T, c1,¢2) < 1

Proof. Taking into account that >, .., w; = 1 and that for all 1 < ¢ <
n we have CSuit(s;, Lo, M, T,c1) < 1, CSuit(S, Lo, M, T,c1)<1 implies that
there exists 1 < i < n such that CSuit(s;, Lo, M,T,c;) < 1. This implies
NumCMM-T+¢1(s;) > 1. Then, there exist m; and mg such that m; 5T my.

By Lemma 2, either MMistake®i-*-T:¢1:¢2(m; ) or MMistake®:M:T¢1:¢2 (1my). In
both cases we have NumMMM T>¢1:¢2(5,) > 1. Thus, we also have that the condition
MSuit(s;, Lo, M,T,c1,c2) < 1 holds. If we put this disequality together with
the fact that for all 1 < j < n we have MSuit(sj, Lo, M, T,c1,¢c2) < 1 and
> o1<j<n Wi = 1, we infer MSuit(S, Lo, M, T, c1,c2) < 1. O

Let us note that the previous implication holds in spite of ¢2 not being considered
in the left side, that is, it holds for any correctness criterion cs. In the following
result we use collision mistakes to find as many model mistakes as possible.
Since each two mutants involved in a collision mistake induce at least one model
mistake, we will group mutants into pairs of collision mistakes. In order to avoid
that two pairs provide the same model mistake (this could happen if both pairs
share a mutant), we will require that these pairs are disjoint. In this way, each
pair will add up one model mistake. In the following result, # means “number
of.” Besides, graphs are denoted by pairs (V, E) where V is the set of vertices
and E is a set such that each of its elements is a set that is comprised of exactly
two (distinct) vertices. The elements of E are called edges.
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Proposition 2. Let G = (V, E) be a graph with V = M(s) and {m,m’'} € E
iff m | m/. Let us consider the set of graphs

G={G' |G =(V,E') A E' CE A no path in G’ traverses 3 different nodes}

Let n = max{# connected components with 2 nodes in G’ | G’ € G}. We have

that MSuit(s, £27 ]\47 T’ c1, 62) < | ZIWA(/;()Sl)l—n

Proof. Let G' = (V',E’) € G be the graph where the number of connected
components of 2 nodes is maximal. For any edge {m, m'} € G’ we have m | m/.
Due to Lemma 2, we have that either MMistake(m) or MMistake(m'). Hence,
each connected component of 2 nodes in G’ provides a model translation mistake.
Since the sets of nodes of each connected component in G’ are disjoint, mistakes
provided by two components do not coincide. Thus, since NumMM(s) > n, we have

. | M(s) | —n
MSuit(s, Lo, M, T, c1,c0) < M (s) | O

Next we present a simple sufficient condition to guarantee total collision suitabil-
ity. Intuitively, if the translation function is injective then two mutants cannot
collapse into a single model, so the translation of a correct system and an in-
correct system cannot produce correctness inconsistencies. Hence, the collision
suitability of a modelling language to represent a set of systems is full.

Proposition 3. Let S be defined as in Proposition 1. If T is injective then we
have CSuit(S, ,CQ, M, 717 Cl) =1.

Proof. If T is injective then there do not exist distinct m,m’ € M(s)
such that T(m) = T(m'). Thus, for all 1 < i < n we have that there does
not exist m € M(s) with CMistake®: M- T¢1(m). Thus, for all 1 < i < n
we have NumCMM:T¢1(s;) = 0, implying that CSuit(s;, Lo, M,T,c;) = 1. Since
Y 1<icn Wi = 1, we conclude that CSuit(S, Ly, M,T,c;) = 1. O

The following condition allows to obtain full model suitability. If the correctness
criterion of the modelling language assesses a model as correct if and only if
this model comes from a correct mutant then we obtain total model suitability.
Moreover, the reverse claim also holds.

Proposition 4. Let S be defined as in Proposition 1. For all 1 < ¢ < n let
C1 (ﬂl (81)) = Bli and let C2 be such that Cz(ﬂg(t(si))) = Bzi, where

(1) If b € By; then for all m € M(s;), with 51(m) = b, B2(t(m)) € Bay; holds and
(2) If b & By; then for all m € M(s;), with B1(m) = b, B2(t(m)) & Ba; holds.

Then, MSuit(S, L2, M, t,c1,c2) = 1. The reverse implication is also true.

Proof. We prove the left to right implication. First, let us show that if cs
is defined as above then for all 1 < i < n we have NumMMM-tc1e2(g)) = 0,
that is, there do not exist 1 < ¢ < n and m’ € M(s;) such that we have
MMistake®:M:t:c1.¢2 (). By contrapositive, suppose that there exists 1 <i <n
such that MMistake®:M:h¢1:¢2(;m) for some m € M(s;). On the one hand, let us
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suppose that $1(m) € c1(Bi(s:)) and Ba(t(m)) & c2(B2(t(s:))). Then, Si(m) €
By; and B2(t(m)) € Ba;, which makes a contradiction with the definition of
co (condition (1)). On the other hand, if we suppose B1(m) & ¢1(61(s;)) and
B2(t(m)) € ca(B2(t(si))) then Bi(m) & By; and B2(t(m)) € Bg;, which is con-
tradictory with condition (2). Hence, MMistake®:"M:::¢1:¢2(1m) is not possible for
any 1 < i < n, so NumMMM-t¢1:¢2(5;) = 0 for all of them. This implies that for
1 < i < n we have MSuit(s;, Lo, M, t,c1,c2) = 1. Since >, w; = 1, we
conclude MSuit(S, Lo, M, t,c1,c0) = 1. o

Next we prove the right to left implication. MSuit(S, Lo, M, t,¢1,c2) = 1 im-
plies that for all 1 < ¢ < n we necessarily have MSuit(s;, Lo, M, t,c1,c2) = 1,
since for all of them the condition w; > 0 holds and we have », ., w; = 1. If
MSuit(s;, Lo, M,t,c1,c0) = 1 then NumMMM-te1¢2(s,) = 0. Now we show that if
NumMMMt:¢1:¢2(5;) = 0 then for all 1 < i < n we have that ¢y follows the previous
form. By contrapositive, let us suppose that co does not. Then, for some 1 < <
n either (1) or (2) does not hold. On the one hand, let us suppose that there
exist b € By; and m € M(s;), with $1(m) = b, such that B2(t(m)) ¢ Ba;. Then,
Bi(m) € c1(Bi(s;)) and Ba(t(m)) & ca(Ba(t(si))). So, MMistakes:M:te1.ez ()
and NumMMM-b¢1¢2(s;) > 0, which makes a contradiction. On the other hand,
let us suppose that there exist b ¢ By; and m € M(s;), with 81(m) = b, such
that B2(t(m)) € Ba;. Then, Bi1(m) & c1(Bi(s;)) and B2(t(m)) € c2(Ba2(t(s:)))-
Again, MMistake®:M:%c1:¢2 (1) and NumMMM-te1:¢2(s;) > 0, so we also obtain a
contradiction. Hence, for all 1 < i < n we have that ¢y fulfills the conditions (1)
and (2). O

Let us note that it is not always possible to construct such a correctness criterion
co as required in the previous result. In particular, if there exist 1 < i < n
and m € M(s;) such that CMistake® *::¢1(m) then it will not be possible to
fulfill both conditions. Besides, let us note that, even when it is possible, it is
not desirable to create on purpose a correctness criterion co so that complete
suitability is met. On the contrary, the purpose of the correctness criterion is to
assess the suitability, so it must be defined prior to stating the actual class of
systems to be analyzed.

5 Conclusions and Future Work

In this paper we have presented a formal methodology to assess whether a formal
modelling language is suitable to represent the critical aspects of a system or
set of systems. It relies on the idea of creating several alternative systems and
using them to exercise the capabilities of the modelling language to distinguish
correct/incorrect behaviors. Then, by analyzing whether the modelling language
maps correct and incorrect systems as the original language does, we assess the
suitability of the modelling language to model these systems.

As future work we plan to apply our methodology to assess the suitability of
some well-known modelling languages to represent systems belonging to specific
domains. So, our methodology will provide us with an objective and systematic
(while heuristic) criterion to compare modelling languages.
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Abstract. Algebraization of computational logics in the theory of fork
algebras has been a research topic for a while. This research allowed us
to interpret classical first-order logic, several propositional monomodal
logics, propositional and first-order dynamic logic, and propositional and
first-order linear temporal logic in the theory of fork algebras.

In this paper we formalize these interpretability results as institution
representations from the institution of the corresponding logics to that
of fork algebra. We also advocate for the institution of fork algebras as a
sufficiently rich universal institution into which institutions meaningful
in software development can be represented.

1 Introduction

Modeling languages such as the Unified Modeling Language (UML) [1] allow us
to model a system through various diagrams. Each diagram provides a view of
the system under development. This view-centric approach to software modeling
has its advantages and disadvantages. Two advantages are clear:

— Decentralization of the modeling process. Several engineers may be modeling
different views of the same system simultaneously.
— Separation of concerns is enforced.

On the other hand, this decentralized process may lead to inconsistencies
among different views, or even between different partial models of the same
view.

At the same time this modeling process evolved, several results were produced
on the interpretability of logics to extensions of the theory of fork algebras [2]. An
interpretation of a logic L to fork algebras consists of a mapping 717, : Sent; —
Equations ,,;, satisfying the following interpretability condition:

I'Era <= {Tt(v):veTl} Fpork To(a) .

Since the language of fork algebras is algebraic, the only predicate is equality.
Therefore, formulas are equations and k.4 is equational reasoning in the theory
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of fork algebras (to be introduced later). This makes reasoning in fork algebras
simple.

So far, interpretability results have been produced for classical first-order logic
with equality [2], monomodal logics [3], propositional dynamic logic [3], first-
order dynamic logic [4], propositional linear temporal logic [5] and first-order
linear temporal logic [6].

These results constitute the foundations of the Argentum Project. Argentum
is a CASE tool aimed at the analysis of heterogeneous models of software. A
system description is a collection of theory presentations coming from different
logics, and analysis of the heterogeneous model is achieved by interpreting the
presentations to fork algebras and automatically analyzing the resulting fork-
algebraic specification.

The idea of having heterogeneous specifications and reasoning across them is
not new. A vast amount of work on the subject has been done based on Goguen
and Burstall’s notion of institution [7]. Institutions capture in an abstract way
the model theory of a logic. They can be related by means of different kinds of
mappings such as institution morphisms [7] and institution representations [8].
These mappings between institutions are extensively discussed by Tarlecki in [9].
The main difference between them being that institution morphisms allow one
to build a richer institution from poorer ones, while representations allow us to
encode poorer institutions into a richer one. Tarlecki goes even further when he
writes:

“... this suggests that we should strive at a development of a con-
venient to use proof theory (with support tools!) for a sufficiently rich
“universal” institution, and then reuse it for other institutions linked to
it by institution representations.”

In this paper we pursue this goal by:

1. Introducing the institution of fork algebras.
2. Rephrasing all previous interpretability results, in terms of institution rep-
resentations in the “universal” institution of fork algebras.

Actually, we will go one step further. Using the foundations of General Logics
[8], we provide also an entailment system for fork algebras which happens to be
complete. Notice also that tools supporting automatic analysis of specifications
in the theory of fork algebras, such as ReMo [10], facilitate the search for models
or inconsistencies in specifications. Similarly, the extension of the PVS semi-
automatic theorem prover [11] in order to prove properties in the theory of fork
algebras gives us good theorem proving support.

The paper is organized as follows. In Section 2 we introduce the class of full
closure fork algebras, as well as their proof calculus, from an algebraic per-
spective. In Section 3 we present some necessary definitions from the theory of
institutions. In Section 4 we present the logic of closure fork algebras from an
institutional perspective. In Section 5 we show how theories coming from differ-
ent logics can be effectively merged in the institution of closure fork algebras.
Finally, in Section 6 we draw some conclusions.
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2 Full Closure Fork Algebras

Full Closure Fork Algebras with Urelements (denoted by FCFAU) are extensions
of relation algebras [12], that is, they possess a relation algebra reduct. In order
to introduce this class, we introduce first the class of Pre Proper Closure Fork
Algebras with Urelements (denoted by ePCFAU).

Definition 1. Let U be a nonempty set. A ePCFAU is a two sorted structure
(V%Y. U,u,n, ,0,U x U,0,1d,”,V,°,* %) such that

*:U x U — U is one to one, but not surjective.

Id is the identity relation on the set U.

— U, N and — stand for set union, intersection and complement relative to
U x U, respectively.

— x° is the set choice operator defined by the condition:

2 Cxand|2®|=1 <<= x#0.

v

o is relational composition,
closure.
V, the fork operator, is defined by the condition

is transposition, and * is reflerive-transitive

SVT = {{(z,yxz): (x,y) €S A (r,2) €T} .

Notice that x° denotes an arbitrary pair in x. This is why x° is called a choice
operator. Function * is used to encode pairs. The fact it is not surjective implies
the existence of elements that do not encode pairs. These elements, called urele-
ments, will be used to represent the elements from the carriers of the translated
logics.

Definition 2. We define FCFAU = Rd ePCFAU, where Rd takes reducts to struc-
tures of the form <2U><U,U,ﬁ7 —,0,U xU,o,Id,”, V,O,*> (the sort U and the
function x are forgotten).

We will refer to the carrier of an algebra A4 € FCFAU as |A|.

The variety generated by FCFAU (the class of Proper Closure Fork Algebras)
has a complete ([4, Theorem 1]) equational calculus (the w-Calculus for Closure
Fork Algebras with Urelements — w-CCFAU) to be introduced next. In order to
present the calculus, we provide the grammar for formulas, the axioms of the
calculus, and the proof rules. For the sake of simplifying the notation, we will
denote the relation U x U by 1, and the relation 1V1NId by Idy. Relation Idy
is the subset of the identity relation that relates the urelements.

Definition 3. The set of w-CCFAU terms is the smallest set T satisfying:

— {0,1,1d}C T,
— Ifz,y €T, then { &,2*,2°,x Uy, zNy,xoy,aVy} CT.

Definition 4. The set of w-CCFAU formulas is the set of identities t1 = to, with
t1,t9 € T.
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Definition 5. The identities described in formulas (1)-(1) are axioms*

of w-CCFAU.

1. A set of identities aziomatizing the relational calculus [12].
2. The following axioms for the fork operator:

xVy = (zo (IdV1)) N (yo (1VId)),
(#Vy) o(2Vw)” = (zo2) N (youw),
(IdV1)’V(1VId) < Id.

3. The following azioms for the choice operator [13, p. 324]:
2°0lox® < Id, a°olox® <Id, lo(xNa®)ol=1loxol.
4. The following axioms for the Kleene star:
¥ =1d U zox®, za'oy<y U z'o(y N zoy).
5. An axiom forcing a nonempty set of urelements.
loldyol=1.

Definition 6. The inference rules for the calculus w-CCFAU are those of equa-
tional logic (see for instance [14, p. 94]), extended by adding the following infer-
ence rule?:

FId<y P <ykattl <y

(Vi e IN)
Fat <y

The importance of V is twofold; first its inclusion assures the existence of a
complete calculus with respect to its class of models (i.e. FCFAU) and second,
and most important, it is used to define most of the translations from logical
formulas to relational terms in order to interpret a logic in FCFAU.

Notice that only extralogical symbols belong to an equational or first-order
signature. Symbols such as = in equational logic, or V in first-order logic, have
a meaning that is univoquely determined by the carriers and the interpretation
of the extralogical symbols. Similarly, once the field of a FCFAU has been fixed,
all the operators can be assigned a standard meaning. This gives rise to the
following definition of FCFAU signature.

Definition 7. An FCFAU signature is a set of function symbols {f;};es. Fach
function symbol comes equipped with its arity. Notice that since FCFAUs have
only one sort, the arity is a natural number.

! Since the calculus of relations extends the Boolean calculus, we will denote by <
the ordering induced by the Boolean calculus in w-CCFAU. As it is usual, x < y is a
shorthand for x Uy = y.

2 Given i > 0, by z* we denote the relation inductively defined as follows:
i1 ;
x

L= ¢, and

=gzozx'.
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The set of FCFAU signatures will be denoted as Signgceay. Actually, in order to
interpret the logics mentioned in Section 1, constant relational symbols (rather
than functions in general) suffice. Since new operators may be necessary in or-
der to interpret new logics in the future, signatures will be allowed to contain
functions of arbitrary rank.

In order to extend the definitions of terms (Def. 3) and formulas (Def. 4) to
FCFAU signatures, we need to add the following rule.

— If t1,.. -atarity(fj) eT, then fj(tl, Ce 7tarity(fj)) eT (fOI‘ allj € j)

If X € Signgcpay, the set of X-terms will be denoted as T'ermy. In the same
way, Seny will denote the set of equalities between X-terms (i.e. the set of
Y -formulas).

Definition 8. Let X' = {f;}jes € Signpceay, then <77, {fj}j€j> € Mods, iff
P € FCFAU, and fj c[Pleritvlfi) — | P, for all j € J.

Definition 9. Given a signature ¥ = {f;}jcy € Signrcrau, and M =
<P,{fj}jej> € Modys, we denote by mypr : Termys — |P| the function that
interprets terms in model M.

Definition 10. Let X € Signgcrau, then |:F2CFAUQ Mods, x Seny is defined as
follows: M ':FECFAU tl = tQ Zﬁ mM(tl) = mM(tQ).

3 Institutions

Burstall and Goguen introduced in [7] the notion of institution as a general
and abstract description of the model theory of a logic. This semantic path
was then followed by a proof-theoretic approach by Meseguer [8], and Fiadeiro
and A. Sernadas [15]. In this section we present the definition of institution, and
use the notion of entailment system (or m-institution) in order to capture certain
proof theoretical aspects of a logic. These concepts are then related by the notion
of logic [8]. From here on, we assume the reader has a nodding acquaintance with
basic concepts from category theory such as the notions of category, functor,
natural transformation and colimits. The interested reader is directed to [16] for
a gentle introduction to category theory for software engineering.

Definition 11. A quadruple (Sign, Sen, Mod, {|=*} s¢|sign|) s an institu-
tion if:

— Sign is a category of signatures,

— Sen : Sign — Set is a functor (let X € |Sign|, then Sen(X) returns the set
of X-sentences),

— Mod : Sign°® — Cat is a functor (let X € |Sign|, then Mod(X) returns the
category of X-models),

— {E=*"}s¢isign| is a family of binary relations =*C [Mod(X)| x Sen(X)



240 C.G. Lopez Pombo and M.F. Frias

and for any signature morphism o : X — X' X-sentence ¢ € Sen(X) and
X' -model M’ € |Mod(X)| the following E=-invariance condition holds

M’ ¥ Sen(o)(8) iff Mod(o)(M') =% 6
Definition 12. A triple (Sign,Sen, {F*} scsign| ) @s an entailment system if:

— Sign is a category of signatures,

— Sen : Sign — Set is a functor (let X € |Sign|, then Sen(X) returns the set
of X-sentences),

— {F*}sesign| is a family of binary relations = C 28en(¥) » Sen (X)) such that
for any {X, X'} C |Sign|, {¢} U {¢i}iez C Sen(X), {I, 1"} C 25n(X) the
following conditions are satisfied:

1. reflexivity: {¢} H¥ ¢,

2. monotonicity: if ' V> ¢ and I C I"', then I'' % ¢,

3. transitivity: if [ = ¢; for alli € T and I'U{¢;}icz F* ¢, then ' =¥ ¢,
and

4. F-translation: if I' F* ¢, then for any morphism o : ¥ — X' in Sign,
Sen(o)(I') ' Sen(o)(¢).

Definition 13. Let <Sign, Sen, {I—E}Eaggm > be an entailment system. Then,
Th, its category of theories, is a pair {0, A) such that:

— O is the set of pairs (X, I') with X € |Sign| and I" C Sen(X), and
— A are the theory morphisms, i.e., arrows o : (X, I") — (X', I} in which
o: X — X' is a signature morphism that satisfies the property:

forallyeT, I'+* Sen(s)(v) .

Definition 14. A gquintuple (Sign, Sen, Mod, {F*} s¢|sign|s {=} sesign|) is @
logic if:

— <Sign7 Sen, {}—E}EE|5ign| > is an entailment system,

— <Sign,Sen, Mod, {)22}26|5ign| > s an institution, and

— the following soundness condition is satisfied: for any X € |Sign|, ¢ €
Sen(X), I' CSen(X), ' ¢ = I' =¥ ¢.

A logic is complete if in addition the following condition is also satisfied: for
any X € |Sign|, ¢ € Sen(X), I' C Sen(X), I' =* ¢ = ' -¥ 6.

4 The Logic Behind Closure Fork Algebras

In this section we will show how to build a logic (in the sense of Def. 14) on top of
closure fork algebras. Since the variety generated by FCFAU is completely char-
acterized by the w-CCFAU equational calculus, we might consider to relativize
the institution (entailment system) of equational logic rather than introducing a
new one from scratch. This might work for a while, but there are technical and
methodological reasons for presenting the explicit construction.
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On the technical side, notice that the actual proof systems for equational logic
and w-CCFAU differ in their proof rules (w-CCFAU has an extra rule — c.f. Def. 6).
This prevents us from modeling the proof calculus [8, Def. 12] w-CCFAU as a proof
subcalculus [8, Def. 14] of equational logic. From the methodological point of
view, the categorical construction provides important information to the reader
on what operations are part of the logic, how morphisms are defined, etc.

4.1 The Institution Behind Closure Fork Algebras

In this section we will define an institution on top of FCFAU. The section is
structured following the order of requirements stated in Def. 11.

Once the definitions for Signgcpay, Senrcrau or Modrcrau are precisely stated,
proving that indeed Signgcpay is a category, or that Senrcray and Modgcray are
functors between appropriate categories becomes a simple exercise in category
theory (and is therefore left to be proved by the reader). Here lies the beauty
of the institution of closure fork algebras. It is a simple, yet very expressive
institution, and therefore an appropriate candidate for a “universal” institution.

Lemma 1. We define Signgcpay = (O, A), where O = Signecrau, and o :
{fitiex = {9j}jeq € A whenever o is an arity preserving total function. Then,
Signgcpay @S a category.

The intuitive meaning is that an arrow o : X' — X is a translation of X-symbols
to X’-symbols. Since the fork algebra operators are not in the signatures, these
cannot be translated.

Definition 15. Let X' € |Signgcraul, then Termpcray(X) = Termy.

Let o : X — X’ be a FCFAU signature morphism, then oy¢pp, is the homomorphic
extension of o to terms of the set Termecpay (X). Function oyerr, translates terms
according to the translation of basic symbols induced by o.

Definition 16. Let X' € |Signpcpayl, then Senpcrau(X) = Seny.

Given a signature morphism o, function o, translates FCFAU sentences accord-
ing to o. It is defined by the condition

Teq(t1 = 12) Y Grrm(t1) = Grerm (2) -

Lemma 2. Let 0 : ¥ — X' be a Signgcpay morphism, then Sengcray
Signpcpay — Set defined as Senpcrau(0)(S) = { 0eq(s) : s € S} is a functor.

Lemma 3. Let X' € |Signgcrau|, then Modrcrau(X) = (Ox, Ax ), where
— Ogy=Mods, As={y:M — M':~ is a FCFAU homomorphism},

1S a category.
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The next definition characterizes the action of Modgrcpay on morphisms in
Signgcpay- Morphisms o @ X — X7 in Signpcpay are translations from X-symbols
to X’-symbols. Since Modgcpay must be contravariant, we will define it as the
operation that from X’-algebras takes reducts to the signature of X-algebras.

Definition 17. Let X = {f;}icr and X' = {g;}jes be FCFAU signatures.
Let 0 : ¥ — X' be a Signgcpay morphism. Let M' = <P7{gj}jej> €

[Modrcrau(X')|. Then, M’ [,= <737 (f )i€1>, where f.=o(fi).

Lemma 4. Let 0 : ¥ — X' be a Signgcgay morphism. Then, Modgcrau(o) :
MOdFCFAu(E/) — MOdFCFAu(E) deﬁned by

Modecray (0)(M') = M’ |5, Modecrau(0)(Y') =7/,
s a functor.
Lemma 5. Modgcrau : Signgcpay”® — Cat is a functor.
Proof. The proof immediately follows from Lemmas 3 and 4.

Lemma 6. Let ¢ : ¥ — X’ be a Signgcpay morphism. Let t; = ty €
SenFCFAU(E). Let M' € |M0dFCFAU(E/)‘- Then,

Modecrau () (M) Fcray t1 = t2
iff M’ |=fceay Senrcrau(0)(t = 1) -
Theorem 1. The structure

{ Signecray > Senrcrau, Modecrau, {):FECFAU}EEISignFCFAM )
18 an institution.
Proof. The proof follows by Lemmas 1, 2, 5 and 6.

The institution of the closure fork algebras is denoted by Ircrau.

4.2 The Entailment System Behind Closure Fork Algebras

In this section we use a standard model theoretic construction [8, Prop. 4] in
order to build a candidate entailment system. This entailment system, though it
defines an entailment relation, does not guarantee the existence of axioms and
proof rules implementing the deduction relation. We will address this issue again
in Section 4.3.

Definition 18. Let X € |Signpcpayl- Let I' € Senpcrau(X). We define the
category Modgcrau (X, I') as the full subcategory of Modgcrau(X) determined
by those models M € |Modgcrau(X)| that satisfy all the sentences in I, i.e.,

M Efcpay ¢ for each ¢ € T
We also define a relation between sets of sentences and sentences IFfcpay, as

follows:
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Since Signpcpay is & category, and Senrcray is a functor. In [8, Prop. 4] it is
proved that for each ¥ € |Signecrayl, IFecray Satisfies the conditions presented
in Def. 12. Thus, the following theorem holds.

Theorem 2. The structure

. b))
< Signgcray > Senrcrau, {“_FCFAU}E€|SignFCFAU| >
is an entailment system.

The entailment system of closure fork algebras is denoted by IEFCFAU.

4.3 The Logic Behind Closure Fork Algebras

Notice that since by definition the relation IFfcga, is sound and complete with
respect to F=gcpays from Thms. 1 and 2, the following theorem holds.

Theorem 3. (Igcpau and I;CFAU form a logic)
The structure

. ) )
< Signecrau, Senrcrau, Modrcrau, {IFrcrau} Sesigneeray]» 1FEFCRAUS S€Signecrayl >
s a logic.

The logic associated to closure fork algebras will be denoted by Lgcrau.

Having proved the existence of a sound and complete entailment relation
Ffcpay in the way we did, is of little interest. The entailment relation does not
give any hints as to how to deduce properties, what would be the axioms, or
what are the proof rules employed in order to generate the relation. Actually,
it might be the case that no deduction mechanism is available. Fortunately, as
the following theorem shows, this is not the case when working with closure fork
algebras.

Theorem 4. Let I—FECFAUQ 2Senrcu(X)  Senpcray (X)) be the entailment relation
induced by the calculus w-CCFAU. That is, © Ficpay ¢ iff there is a proof of ¢
from the set of hypotheses ©. Then, for all X € |Signecraul, Fecrau = Fecrau -

5 Reasoning Across Logics in Closure Fork Algebras

Once the logic behind FCFAU has been developed, it is possible to review the
existing interpretability results in the light of the theory of institutions and
institution representations [9]. Moreover, we will present a general technique for
building a unique homogeneous theory from heterogeneous ones.

In general, if L is a logic and X';, an L-signature, an interpretability result of
L in FCFAU is generally presented by resorting to:

— A mapping S from X, to X € [Signgcpayl-
— A translation T, _.pcrauy of X'p-formulas to X-equations.
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— A mapping of X';-models to X-models (full closure fork algebras), satisfying:

vl € FCFAU, 3By € [Mod(X1)|

(%‘ll Eila <= Ui TLHFCFAU(Q)) .
— A mapping of X-models (full closure fork algebras) to X'-models, satisfying:

VB € [Mody(Xr)|, 3As € FCFAU

(% |:fL a = Uy ':FZCFAU TL—>FCFAU(Q)) .
We introduce next institution representations.

Definition 19. Given institutions I = (Sign,Sen, Mod, {}=*} sc|sign| ) and
I = <Sign', Sen’, Mod’, {':E/}Eelsign/| >, an institution representation p: I —

I' consists of a functor p*9™ : Sign — Sign’, a natural transformation p*°™ :
Sen = p*9";Sen’ and a natural transformation p™°¢ : (p**9")°P; Mod' =
Mod such that for each o € |Sign|, ¢ € Sen(X), and M’ € |Mod(p*"9"(X))|
the following property holds:

M) g 6) iff (M)

Notice that the mappings necessary in order to build a representation between
institutions can all be trivially obtained from an algebraic interpretation of a
logic to closure fork algebras.

Suppose S is a system whose models allow us to retrieve temporal properties
(formalized as a linear temporal logic theory Thi™" = (X5 IN7)), and dy-
namic properties (formalized as a propositional dynamic logic theory TthL =
<E§DL7 FpDL>). Using institution representations pitL—rcrau : ILTL — Ircrau and
ppoL—FcrAU : IppL — Ircrau allows us to get new theories that live in the same
algebraic world:

LTL PDL
prL—pcra(Thg ) ppoL—pcra(Thg ")
A A
PLTL—PCFA PPDL—PCFA
ThY THEP

It is easy to prove that the category Thgcpay is finitely cocomplete, that is, for
any finite diagram ~ : I — Thgcpau there exists a colimit of v (i.e. there exists
T € |Thecrau| and a commutative cocone with base v and vertex T).

Notice that if in a diagram we have T} N L Ts, (T1,T3,T5, theories and
01,02 theory morphisms) and o1 (f1) = f2, 02(f2) = f3, then symbols f1, fo and
f3 will be mapped to the same symbol in the colimit.

Using this colimit construction we can compute a FCFAU-theory specifying the
whole system. Notice that this theory only equates those symbols that are glued
by morphisms from the diagram. A different situation arises when the developer
wishes to equate symbols from theories T7 and T5 due to system design decisions.
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It is seldom the case that 77 and T will be related by signature morphisms. In
[17], Fiadeiro presented, as a tool to solve this synchronization problem, the
specification of channels. Channels are theories that only contain symbols with
no particular behavior (no axioms for the symbols are given). Let us illustrate
with an example how channels work. Let {P;};cr € EgTL and {P/}ier € EEDL
be proposition symbols. Let us assume they were aimed to represent the same
predicates, pairwise (that is, P, = P/ for all ¢ € I). The idea is to create a new
theory ({P;}icr,?) and theory morphisms oyt (mapping P; to P;) and oppL
(mapping P; to P/). Then, the symbols P; and P/ are adequately equated in
the colimit. Unfortunately, this construction is flawed because theories Th'gTL
and TthL live in different institutions. Fixing this is trivial by introducing
a FCFAU theory channel between the representations of the theories, as the
following diagram shows:

(X, I)
“iv
SiTL Ssync SppL
oLTL opDL
purL—rcrau(ThiY) = ((Pi)iez,0) > ppoL—rcrau (ThEY)
A A
PLTL—FCFAU PPDL— FCFAU
Th*t ThRP

We have successfully equated the proposition symbols. Still there is a major
gap between the theories. In effect, the accessibility relation T induced by the
LTL theory is unrelated with the actions {A;};cs in the PDL theory. Notice that
it is a very natural decision in the software development process to use PDL for
specifying atomic actions and LTL to prescribe the admissible evolutions of the
system. Therefore, the relationship T = Uje ;A should hold. Since T is not
a symbol in the signature of LTL theories (it appears in the semantics of the
logic), a construction along the lines of the channel construction does not seem
to work.

Fortunately, the representation of LTL to Ircrau (see [5] for the mapping of
LTL formulas to closure fork algebras) includes symbol T in signatures, and
therefore a construction as the one provided in the following picture, including
a theory whose only axiom is T = UjEJ A, does the job.

(2,1)

«v v

5 dppL
FCFAU

oL Ssync
<T7 {Aj}ier AT =Ujcs Aj} >
v
OFCFAU

OLTL OpPDL
purL—rcrau(TREY) <7 ({Pitier, T, {A;}jes,0) > ppoL—rcrau (TAE™)

A A
PLTL—FCFAU PPDL— FCFAU

LTL PDL
ThY ThY!



246 C.G. Lopez Pombo and M.F. Frias

At this point, questions about conservation of properties of the partial spec-
ifications might arise. Since equational logic is monotonic, theorems from the
particular theories are preserved. Nevertheless, new properties may emerge in
the combined theory as a result of the interaction between the properties of the
intervening theories.

6 Conclusions

Relations are ubiquitous in logics with applications in software technology. Either
in the form of predicates in classical first order logic, as actions in dynamic logic,
or as accessibility relations in modal logics, they are everywhere. Therefore, the
election of a relational framework to represent logics is fully justified. Many logics
have already been interpreted in the theory of closure fork algebras. Reasoning
across these logics then becomes feasible by resorting to relational tools. The
relational algebraic approach departs from the mainstream work on reasoning
across formalisms carried on in the institutional framework. In this paper we
have related both approaches and have shown that closure fork algebras are a
suitable candidate as a universal logic. The example we have discussed on the
relationship between dynamic and temporal theories shows how easy it is to
introduce meaningful relationships among theories coming from different logics.
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Abstract. Synthesizing a proper implementation for a scenario-based
specification is often impossible, due to the distributed nature of imple-
mentations. To be able to detect problematic specifications, realizability
criteria have been identified, such as non-local choice.

In this work we develop a formal framework to study realizability
of compositional MSC [GMPO03]. We use it to derive a complete clas-
sification of criteria that is closely related to the criteria for MSC from
[MGRO5]. Comparing specifications and implementations is usually com-
plicated, because different formalisms are used. We treat both of them
in terms of a single formalism. Therefore we extend the partial order
semantics of [Pra86, KLI8] with a way to model deadlocks and with a
more sophisticated way to address communication.

1 Introduction

For scenario-based specifications of distributed systems (e.g. in terms of Message
Sequence Chart, MSC), it is often impossible to synthesize an implementation
with exactly the same behavior. This is caused by the distributed nature of im-
plementations. The best-known phenomenon leading to problems is non-local
choice [BAL97], but also other criteria [HJ00, Gen05, MGRO5] have been pro-
posed to determine realizability of specifications in practice [MGO5]. In this work
we develop a formal framework to study such criteria for the MSC extension that
is called compositional MSC [GMP03, MMO1]. Our work differs from [AEY05],
which studies decidability and worst-case complexity of checking whether an
MSC specification is realizable, but provides no practical criteria.

Most realizability criteria seem to be tricky formalizations of intuitions about
realizability. In contrast, we formally study under what circumstances specifica-
tions are trace equivalent to their implementations, and derive a condition that
is both necessary and sufficient. From this condition, we derive a complete clas-
sification of realizability criteria for compositional MSC. The resulting formal
criteria can easily be related to our intuitive criteria in [MGRO5].

Several kinds of semantics have been proposed for MSC specifications (e.g.
[KL98, Ren99, Hey00, UKMO03]), while implementations are typically expressed

* This research is supported by the NWO under project 016.023.015: “Improving the
Quality of Protocol Standards”.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 248-262, 2006.
(© Springer-Verlag Berlin Heidelberg 2006



Realizability Criteria for Compositional MSC 249
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Fig. 1. Running example

in terms of finite state machines. To compare specifications and implementations,
two different formalisms must then be related, usually via execution traces (in
fact a third formalism). We prefer to use one single formalism for both implemen-
tations and specifications, and we want to stay close to the MSC specification
formalism. Therefore we use a partial order semantics [Pra86] for our study, and
sketch the relation with operational formalisms. In addition to the partial order
model in [Pra86, KL98|, we introduce a way to model deadlocks and a more
sophisticated way to deal with communication.

Overview In Section 2 we introduce our partial order model, which we extend
with communication in Section 3. These two sections are rather independent
from MSC, but they are the basis of the semantics of compositional MSC in Sec-
tion 4. In Section 5 we define the typical way of synthesizing an implementation;
trace equivalence between specifications and such implementations is studied
in Section 6. Finally in Section 7 we classify various realizability criteria. The
conclusions and further work are presented in Section 8.

2 Extended Partial Order Model

In this section we define a partial order model and extend it with deadlocks, to
make it suitable for studying realizability criteria.

2.1 Running Example

We illustrate our techniques using a running example.

Figure 1 contains a (high-level) MSC consisting of the three basic MSCs ex1,
ex2 and ex3. It specifies the behavior of process instances X and Y, such that
first the behavior of exl occurs, followed by either the behavior of ex2 or the
behavior of ex3. For reference purposes we have included arbitrary event names
(e1 to e13) in the basic MSCs.

2.2 LATERs: LAbeled Transitive Event Relations

As a semantic model of behavior, we introduce the notion of a later, which is an
acronym for labelled transitive event relation. A later (E,<,l) is a triple that
consists of an event set F, a transitive causality relation <: < C F x F and a
labeling function [ : F — L for a given set of labels L. The behavior of a later
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is such that any event e : e € ' models a single action with label /.e; the event
can occur at most once and it may only occur after all events f : f < e have
already occurred. Compared to the partial orders in [Pra86], a later is an Iposet
in which the partial order constraint has been weakened.

In our running example, let laters p1, p2 and ps correspond to the basic MSCs
exl, ex2 and ex3, such that only the causalities per instance (on each vertical
axis) are considered, i.e. without communication. So, p1 = ({e1, ea,e3}, {e2 <
es}, l1) and as we will see later on I} = {e; —!(a, X,Y), e2 —?(a, X,Y), e3 —

I(b, Y, X)}. The structure of p; can be visualized as [ €1 es — e3 | such
that relation < corresponds to the transitive closure of relation —. In an inter-
leaved execution model where the events are labeled with atomic actions, the
maximal behaviors of a partially ordered later are its linearizations; in this ex-
ample: e - es - e3, €3 - e1 - ez and es - ez - e;. Each linearization represents an
execution trace, i.e. a sequence of action labels. We prefer to reason about par-
tial orders, because they are better related to MSC and they avoid decomposing
each partial order into several over-specific total orders. Another advantage is
that true concurrency can be modeled.

The most elementary laters are the empty later, with no events, and the
singleton laters, with only one event with a label k : k € L. We introduce the
following abbreviations for them:

[e] = (0,0,0)
[k] = ({e},0,{[e— k]}) for k: k € L and arbitrary e

2.3 Isomorphism

The event set of a later is abstract in the sense that a consistent renaming of
the events yields a later with the same behavior. This is formalized in the fol-
lowing notion of isomorphism. Laters (E, <,l) and (E’,<',1’) are isomorphic,
denoted (F, <,l) ~ (E',<’,l'), if there is a bijection ~: ~ C E x E’ such that
both

— (Ve,e' s e~ve = le=1.¢)
— Ve, foe,ffie~e ANfaf = (e<f=e < f)
Relation ~ is an equivalence relation. In what follows we will hardly mention ~

explicitly, and implicitly assume that where necessary ~ has been exploited to
obtain suitable laters, e.g. ones that are event disjoint.

2.4 Elementary Later Operators

We often need to relate events to the instance (i.e. computational unit or process)
in which they occur. We assume a fixed set of instance names I, and a function'
¢ : L — I that maps labels to the instance in which the actions with that label

! For a later (E, <,1), [HJ00] uses the slightly different function ¢’ : E — I, which
can be obtained from our later-independent ¢ as follows: ¢".e = ¢.(l.e) .
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occur. To construct larger laters from the elementary laters, we use the following
elementary operators on event disjoint laters (i.e. E, N E; = 0):

(Epa <p» lp) ” (Eqv <g lq) = (Ep UEg, <pU<g, lpU lq)

(Eps <pslp) 05 (Eq,<g)lq) = (EpUEq, <pU <ogU<q, lpUly)
where <, = Fj, X E,

(Eps <pslp) ow (Eq,<q:lq) = (EpUEq, (<pU <oy U<g)F, I, Ul)
where <o, ={(e,f)|e,f: e€ E, N f€E; N ¢.(l,.e) =d.(l4.f)}

Operator || denotes parallel composition, and operators og and oy denote strong
and weak sequential composition, respectively. These operators are associative
and they have unit element [€]. Since parallel composition is also commutative,
we can use || as a quantifier.

In our running example, ¢.(!(a, X,Y)) = X and ¢.(?(a, X,Y)) =Y. Let laters
pg and ps be defined as ps = p1 ow p2 and ps = p1 ow p3. The structure of ps is
visualized as | €1 — €9 —~€10—€11 —€12 €2 —» €3 —e8 —€13 | .

2.5 Deadlocks

A later (E, <,l) contains a deadlock if there is an event e : e € E such that
e < e. Conversely, a later is deadlock-free if the (transitive) causality rela-
tion is a strict partial order (i.e. irreflexive, asymmetric and transitive). These
definitions are consistent, since asymmetry implies irreflexivity, and transitiv-
ity plus irreflexivity implies asymmetry. In particular, all laters that can be
obtained from the elementary laters using the elementary later operators are
deadlock-free.

For example, consider later pj (to be defined in Section 3) with the following

structure: | €1 — €3 — e3 — eg — €9 —e1p==¢€11—e12—¢€13 | . In this
later there is a circular dependency between events e1g and eq1. From the tran-
sitivity of relation < it follows that ejg < ejg, hence eqg is a deadlock.

The interpretation of the causality relation is such that the set of events
“behind any deadlock” cannot occur either. We define the set of deadlocked
events A for a later (F, <,l) as follows:

AE,<,l)={fle,f:e€c ENfEE Ne<eAAe<f}

In our example we obtain A.py = {e10, €11, €12, €13}, and hence events e1, e, es,
es and eg are the only events that can occur in later pf.

2.6 Prefix

A natural way to compare laters is to compare their possible behaviors. If all
possible behaviors of a later p are contained in the possible behaviors of a later
q, we call p a prefix of ¢q. To determine whether p is a prefix of ¢, we only need
to consider the deadlock-free part of p. If p is a prefix of ¢, then (1) p may
contain fewer events than ¢, (2) on this smaller event set, p may contain more
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causalities than ¢, (3) ¢’s labeling of events is respected by p, and (4) for
each event that is in both p and ¢, all events that precede the event in ¢ are also
in p.

Formally, later p is a prefiz of later ¢, denoted p =< ¢, if for some laters
(Ep, <p,lp) ~pand (Ey, <g4,1;) =~ q the following four conditions hold:

1. E, C E,
2. <qN(Ep, x Ep) €<,

3. L,N(E,xL) =1,Nn(E,*xL)

4. Ve, fre<q fANfEE, = ecE))
where E, = E,\A.(Ep, <p,lp)

In the running example several prefix relations hold, such as p; < p4 and p; =< ps.

As a corollary of p < ¢, we have E, C E, for E; = E,\A.(Ey, <q,1q). Prefix
order < is a pre-order (i.e. reflexive and transitive) with smallest element [e].
Some typical prefixes are p < pllg, ¢ = pllg, p = posqand p =X pow q.
In comparison with [KL98|, our definition is more explicit, it can deal with
deadlocks and it allows <4 N(E, x E,) to be strictly smaller than <.

Parallel composition is monotonic in both arguments, while both kinds of se-
quential composition are only monotonic in their second argument (since dead-
locks are invisible). A special kind of prefix is a causality extension:

<C<' = (B, <) < (B, <]
As an example consider later pg, which is a causality extension of later ps.

2.7 Projection

To restrict the set of events of a later, we define a projection operator m that
restricts a later to the events in instance ¢ as follows:

7 (B, <,1) = (F,< N(F x F),IN (F x L))
where F={e|e: e€ E A ¢.(l.e) =i}

Its relation with parallel composition is p =< (|li : ¢ € I : m.p), and it is
monotonic with respect to causality extensions:

<g</ = 7Ti'<Ea </7l) = 7ri'<E’<’l)
2.8 Sets of Laters

Usually a single later cannot describe all possible behavior of a system. There-
fore we study a set of laters (which is the notion of process in [Pra86], and
pomset in [KL98]), which represents the set of behaviors of the individual lat-
ers. We lift each elementary later operator @ and the projection operator m as
follows:

PoQ={p®qlpg:peP NqeQ}
. P ={m.plp: p€ P}
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To lift the prefix order <, we define order C as follows:

PCQ = (Wp:peP:(Jqg:qeQ: p=q)

Order C is a pre-order with smallest element ). Like before, parallel composition
is monotonic in both arguments, while both kinds of sequential composition are
only monotonic in their second argument. Relation = defined as

PXQ = PCQAQCP

is an equivalence relation. Equivalence P = @) denotes that P and @ have the
same sets of deadlock-free prefixes, which means that they are trace equivalent.

3 Asynchronous Communication

In this section we develop an operator that introduces in a later the causalities
that correspond to asynchronous message communication. To model distributed
systems with communication via message passing, some labels are used to denote
sending or receiving a message. The most liberal causalities are obtained by
matching sends and receipts in their order of occurrence. This does not require
that messages with identical names are communicated in FIFO order.

3.1 Label-Wise Trichotomy

To match events properly, we need to determine the order in which events with
identical labels occur. For simplicity reasons, we assume for each label that
the events with that label are totally ordered; at least, in the deadlock-free
part of the later. Since this deadlock-free part is strict partially ordered, we
only need trichotomy (or comparability) for events with identical labels. For
notational convenience, we require this property for the whole later and for all
labels.
The label-wise trichotomy property T is defined as follows:

TP = (Vp:peP: Tp)
T(E,<,l) = Ve, fule=1lf = e=fVe<fV f<e)

As we will see in Section 4, this only imposes a few, acceptable restrictions
on MSCs. This property is maintained under causality extensions and event
restrictions, it holds for the elementary laters, and it is maintained under se-
quential composition; only for a parallel composition (E,, <p,lp) || (Eq, <g,lq)
label-disjointness is required, i.e. (Ve, f:e € E, A f € Eq: lp.e #1,.f).

3.2 Communication Causalities

We define operator I.p, which introduces the communication causalities in a
later p. For compositional MSC, we must also address communication between
two sequentially composed laters. Therefore we introduce an extra parameter ¢
to denote the entire preceding behavior of later p in terms of a later.
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For each message m, we must ensure that each receipt event (with label ?m)
is preceded by the corresponding/matching send event (with label !m). In case
there are more receive events than send events, these remaining receipt events
are turned into deadlocks. Thus we obtain (provided 7.t and TP hold):

r'p={rtp|p: pe P}
I''(E,<p,l) = (E, (<pU<o)TU<q, 1)
where <.=</ N(E x E) and <4=</, N(E x E)
and (E',<',l') = tow (E,<p,l) and E' = E'\A.(E',<',l')
and <.={(e,f)|e,fm:e€E N feE ANle=Ilm ANl.f=TmA
(#fgg<'eANl.g=Im) = (#g:g<' f Nl.g=m)}
and <,={(f, /)| frm: feE NU.f="mA
(##g:ge B Nllg=Im) < (#gug<' f ANl'.g=Tm)}

In this definition, first an auxiliary later (E’, <’,1’) is computed as the sequential
composition of ¢t and (E, <p,1). Then causalities </, are defined for the matching
communications, and causalities </, are defined for the deadlocked receipt events.
Finally, only the causalities on events E (i.e. not on events from previous behavior
t) are added to later (E, <, ).

For the running example, we define later p; = I').py and p§ = I'l.p5. When
visualizing p) and p§, we add the additional communication causalities according
to </ with dashed arrows, and the additional deadlock causality for unmatched
receipts (<) with a dotted arrow as follows:

€1 — €4 — €5 €] — €9 — €10 ==€11 — €12
o ! y b Cl el 7
Py: | €2 — €3 — €6 — €77 Ps: | €2 — €3 — €8 — €13

For p); this then boils down to: ‘ €] — €2 — €3 — €4 — €5 — € — 6@ ‘

For pg, the result was already visualized in Section 2.
The role of parameter ¢ of I is illustrated in the following important property
of sequential composition (see also Section 6):

I'.({ptow Q) = I'.({p} ow I'""7.Q)

Since I' is a causality extension, it maintains predicate 7. However, I" can in-
troduce deadlocks. The following are some other properties of I

(shrinking) I'p < p
(idempotence) I''.p = I''.(I'".p)
(monotonicity) p<=q = I''p < I''q

These properties can even be generalized to sets of laters.

4 Semantics of Compositional MSC

Using the preceding concepts, we define a semantics of compositional MSC as
an extension of the MSC semantics of [KL98]. For simplicity reasons, we delay
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the introduction of the communication causalities; in Section 6 we will show how
they can be introduced earlier (like in [KL98]). We start by giving the semantics
of basic MSC, then the semantics of high-level MSC, and finally we complete
this semantics by including the communication causalities.

4.1 Basic MSC

The semantics (without communication) of basic MSC B in instance-oriented
textual representation [Ren99] is defined as a later M, [B] as follows:

M, JO1 = [d

bmsc

M,  [inst i; S endinst; B] = M, _[S](i) || M,,...[B]
M, JO1G) = [e]
M, [a; S1(1) = M, Ja] (i) os M, [S](i)
M, [in n from j] (i) = [?(n, j,7)]
M, Jout nto j](i) = ['(n, i, j)]
M, Jlocal b](i) = [b(7)]
M. [co () endco](i) = [€]
M, [co a; C endco](i) = M,,,[a](i) | M,,,[co C endco] (i)
Function ¢ can then be defined as follows: ¢.(?(n,4,7)) = i, ¢.(/(n,i,7)) =
i and ¢.(b(i)) = ¢ . By construction, each later M, [...] is a strict partial

order.

To ensure that predicate T is satisfied, we assume that no instance name oc-
curs more than once per bMSC [Ren99], and we require that in each co-region
the events are label disjoint. The interest in co-regions is usually very limited
(they are completely excluded in [HJ00, GMPO03]), so this is no severe restric-
tion. The unrealistic assumption that for each message name there is at most
one send event and at most one receipt event per bMSC [KL98], is not required
here.

4.2 High-Level MSC

The semantics (without communication) of high-level MSC A in textual repre-
sentation is defined as a set of laters M, [A] as follows:

hmsc

M, [empty] = {[e]}
M, . [msc name; B endmsc] = {Mbm [[B]]}

] =
Mhmsc [[A Seq B]] hm L|:[ ]] hm L[[B]]
M [[A alt B]] hm L|:[ ]] hmsc [[B]]

hmsc
By construction, each later in M, _[...] is a strict partial order, and satisfies
predicate T. We do not explicitly address iteration, since it is just repeated
sequential composition. Sometimes the parallel composition of high-level MSCs,
denoted by par, is also considered. Its semantics can easily be expressed in terms
of operator || on sets of laters, but we will not consider it in our study.
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4.3 MSC
Finally we introduce the causalities imposed by communication:

M, [A] = M [A]

msc

Mt [[A]] = Ft'Mhmac[[A]]

msc

This is a proper definition since M, _[A] satisfies predicate T'. By construction,
predicate T also holds for M!_[A]. Note that the application of I'* may introduce
deadlocks, which violate the strict partial order property. This illustrates one of
the reasons for our extended partial order semantics.

Using the example laters from Sections 2 and 3, the semantics of the MSC
in Figure 1 corresponds to I'l.({p;} ow ({pa} U {p3})), which simplifies via
(T (py ow pa), T.(p1 ow ps3)} into {p}, ps}. These two laters represent the
possibility of either performing ex1 followed by ex2, or ex1 followed by ex3.

In [GMPO3] there is a restriction that receive events in bMSCs may not be
matched to send events in future bMSCs. In [MMO1] an extension is proposed
that drops this restriction. We consider the extension, since the original restric-
tion conflicts with elegant rules, like sequential composition of two bMSCs being
equal to simply connecting the instance axis [Ren99)].

5 Implementations

In this section we explain how specifications are implemented. The difference
between a specification and an implementation is that a specification describes
behavior in terms of all instances, while an implementation describes behavior
in terms of each individual instance. Thus an implementation for an instance
can be represented by a set of laters that contain events of that instance only.

To synthesize an implementation, the specification is decomposed according
to the instances. The joint execution behavior of an implementation is obtained
by recomposing the instances. We do not consider the unusual implementation
with message parameters proposed in [Gen05], which effectively boils down to
renaming the messages and shifting the moments of choice. In such an imple-
mentation, additional parameters in a request message are sometimes used to
fix the choice that should made by the receiver of the request.

5.1 Decomposition

The typical decomposition D of a set of laters M to its instances is:
DM = {[i—m.M]|i: i€}

In this set, each instance name is mapped to the corresponding projection of M.
Since projection is an event restriction, predicate 7' is maintained.

For our running example, the decomposition of the laters, D.{p}, p5}, yields
the following: { [X +— {[ €1 — €4 — €5 | [ €1 — €9 —€r0—=€e11—¢€12]}],

[YH{‘62H63H66H67O‘7\ ey — €3 —es —e€13] }}
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Let us briefly investigate what might be lost by decomposition. For a single-
ton set {(F,<,l)}, note that E and [ are partitioned per instance, and hence
only the causalities between different instances are lost. For each later in a
larger set M, also the link between its projections in the different instances
is lost.

5.2 Recomposition

To study the joint execution behavior of the decompositions, the decomposition
has to be recomposed. Using the definition from the previous section, the typical
recomposition R of a decomposition becomes:

Rili—mM]|i:iel} = I"(|i:iel: m.M)

This is a proper definition provided T.M holds, since T is maintained un-
der parallel composition with disjoint labels. The projections are label-disjoint,
since for each label k all events with that label belong to one instance,
viz. ¢.k .

We emphasize that R o D, where o denotes function composition, is not
monotonic with respect to C. For causality extensions like I'?, we have:

(RtoD).(I'"'.P) T (R'oD).P
5.3 Implementations in Operational Formalisms

Using our later representation, implementations in operational formalisms can
easily be obtained. In an interleaved execution model where the labels denote
atomic actions, the maximal behaviors of a single later are the linearizations of
the maximal deadlock-free prefix. The set of maximal behaviors of a set of laters
is the union of the linearizations of the individual laters. In turn, linearizations
can easily be transformed to process algebraic expressions using the delayed
choice operator [BM95]. The implementation of our running example corresponds
to the following CSP-style implementation:

X: la “(?-le + 4 )
Y: ?a-1b-(% + !d-?)

6 Relation Between Specification and Implementation

In this section, we investigate whether compositional MSC specifications are
trace equivalent to their implementations, i.e. for all A and t:

M! [A] = (R'oD).M'_[A]

msc msc

For details of the proofs we refer to [MRWO06].
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6.1 The Implementation Contains the Specification

In this section we show that the specification is contained in the implementation,
ie. for all A and t: M! [A] C (R'oD).M!_[A]. It can be proved as follows:
(R' o D).M, [A]
= {definition of R’ o D}
r‘(lli:iel: m.M!_[A])
3 {property of m and ||; monotonicity of I'}
e, [A]

= {definition of M}
M, [A]

msc

[A]; idempotence of I'}

msc

6.2 The Specification Contains the Implementation

In this section we derive conditions under which the implementation is contained
in the specification, i.e. for all A and ¢: (R' o D).M! [A] T M! [A]. We will

set up an inductive argument based on the structure of the high-level MSC. We
assume that the following rewrite rules have been applied:

(empty) seq C — C
(AseqB) seq C — A seq (Bseq(C)
(Aalt B) seq C — (AseqC) alt (BseqC)

These rules do not change the occurrences of choice, but they ensure that the first
argument of sequential composition is just a single bMSC. Using the property
of I' and oy in Section 3, we derive an alternative characterization of M!_[...]
in which communication is addressed earlier (like in [KL98]):

Mt [msc name; A endmsc] = M! [msc name; A endmsc seq empty]
M, [empty] = {[e}

M?! [msc name; A endmsc seq B] = I'*.({ M, [A]} ow MW Mons[AI[B])
M, [Aalt B] =M, [ATu M, [B]

Empty. For sake of space, we omit the very simple proof of this base case.

Sequential Composition. This inductive case can be proved as follows:

(R o D).M!_[mscname; A endmsc seq B]

= {alternative characterization}
(R' o D).(I".({M,,,. [A]} ow ML MinIAI[B]))

C  {monotonicity}
(R'o D).({M,,, [A]} ow Mg m-LAI[B])

= {e see below}
It.({M,, [A]} ow (R*°WMonselAl o D). Mtow Moms [AI[ B])

= {induction hypothesis, monotonicity of I" and oy }
r'.({M,, [Al} ow M2 Mo LA1[ B])

= {alternative characterization}
M [mscname; A endmsc seq B]

msc
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The step marked e follows from the following rule, where m denotes a later that
does not order events in different instances, and M denotes a set of laters:

(R' o D).({m} ow M) = I'*.({m} ow (R'° ™o D).M)

Alternative Composition. This inductive case can be proved as follows:

(Rt o D).M!_[Aalt B]

= {alternative characterization}
(R’ o D).(M, [A] UM, [B])

C  {A see below}
(Rto D).M!_[A] U (R'o D).M! [B]

= {induction hypothesis (twice)}
M, [A] U M [B]

= {alternative characterization}
M [Aalt B]

The step marked A is not only a sufficient condition, but also a necessary one.
Since it does not hold for each MSC, we will study it further.

6.3 Sound Choice

Checking condition A is quite involved in practice, since by definition of R o D
arbitrary combinations of projected laters (i.e. from both M! [A] and M!_[B])
need to be considered. In Section 7 we will relate various realizability criteria to
this condition, but in this section we first strengthen it into a more convenient
condition for this purpose; for the details we refer to [MRWOG6].

We strengthen condition A into what we call the sound choice property: there
exists an instance k such that for each instance j : j # k both

—Vgu[I—-M_[Al]l, n: nen; M [B] A {n} Znr;.M!_[A]:

msc msc

T ((Ji:i#5: meg) || n) = TH(li:i#7: mi.9)
—Vhu[l— M _[B]],m: memn;. M _[A] A {m} £ =;.M!_ [B]:
=

P((ici# g mh) | m) = TU(lici# 5 mohs)
Here functions g and h represent a chosen later per instance. Later n : n €
m;.ME [B] A {n} Z m;.M!_[A] denotes a later from MSC B that is no prefix of
any later from MSC A. Note that behaviors occurring both in MSC A and MSC
B are not problematic for the choice between A and B. The <-term expresses
that later n (or later m) cannot perform any behavior. Instance k and condition
j # k ensure that some instance may have initiative.

The choice in our running example is not a sound choice, as can be pointed out
by considering both options for k. For kK = X, we can choose n = 7y .(I"P1.p3)
and gx = I'P'.p2, which violate the first < term; and similarly for k = Y. We
will discuss it in more detail using the non-local choice criterion in Section 7.

Notice that instead of considering arbitrary combinations of projected laters,
on the left-hand side of the < in this condition, the combinations of projected
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laters contain only one later n from B, or only one later m from A respectively.
Finally we stress that this condition is stronger than condition A.

7 Realizability Criteria

The sound choice property of the previous section implies that the specification
and the implementation are trace equivalent; otherwise the specification may not
be realizable. In this section we convert the realizability criteria from [MGRO5] to
high-level MSCs with binary choice, and generalize them to compositional MSC
with co-regions. We first depict how the criteria are classified in comparison with
sound choice and derived condition A from the previous section:

. . . — non-local choice L. .
derived condition< sound choice . . — non-deterministic choice
propagating choice
— race choice

Example MSCs for (combinations of) these criteria can be found in [MGRO5].

7.1 Non-local Choice

A choice between two MSCs is local if at most one instance has initiative in these
MSCs; otherwise several instances can independently start executing different
MSCs. An instance has initiative in an MSC if some first event of the instance
is labeled with either an internal action, or sending a message, or receiving a
message that was sent before the choice. The choice in our running example is
non-local, since due to events e4 and eg both X and Y have initiative.

Non-local choice follows naturally from sound choice, and in particular from
its <-terms. Observe that a later n is likely to be problematic if for each label-
disjoint later z we have I'*.(z||n) Z I't.z. This condition follows from I't.n # [e],
which means that later n contains an initiating event. Due to condition j # k
in the definition of sound choice, only instance k may have initiative, i.e. no two
different instances, say ¢ and j, may have initiative. This leads to the non-local
choice criterion:

(Fi,j,mn i #j Amem. M [A] A {m} Z m.M! _[B] A I''.m £ [¢]
An€mp M [B] A {n} Zm; M! JA] A I''n £ €] )

msc msc

The difference with other variants of non-local choice in [BAL97, HJ00, MGRO5]
is in our first two conjuncts on both m and n, where we ensure that sound choice
is violated.

7.2 Propagating Choice

Absence of non-local choice is not sufficient to guarantee sound choice. It does
guarantee that there is at most one instance that determines the choice, viz. in-
stance k in the definition of sound choice. The other instances j have no initiative
and hence their chosen laters n are characterized by I'*.n < [¢]. What remains to
guarantee sound choice is that the other instances can resolve the choice, which
is characterized by the propagating choice property (see also [MGRO5]): for each
instance j both



Realizability Criteria for Compositional MSC 261

= Vgl — M [Al, n:nem M [B] A {n} & m;. M, JA] A T < [e]:

(lizi# g mig) | n) = I(lizi# g migi)
—Vhuo[l— M [B],m:meéemr;. M [A]AN{m} & m;. M _[B]AI".m < [€]:
)

msc msc msc

(g mchi) | m) 2 Th(lizi# 3§ michs)

7.3 Non-deterministic Choice

Propagating choice is an important property, but it is not easy to apply. A simple
case that violates it is when the MSCs contain behaviors m and n that are
different, although they share a common prefix p, i.e. p < m and p < n. In case
such a prefix p starts with a receipt behavior, instance j cannot resolve the choice
using one of its initial events. This is characterized by the non-deterministic
choice criterion (see also [MGRO5]):

Fjymn,pp=m A p=nA
m € m;. M, [A] A {m} & m;. M, [B] A T'.m = [€]

An€mp. M. [B] A {n} Zm;.M. [A] A T''n < [€]

ANQBg.h: g I — M:_[A]l A B (I — M!_[B]] :

(I*((lici#5: migs) | p) 2 T(lizi#j: mig)

VIt((lici#7: mhi) || p) 2 TE(lizi#j: mih))))
This criterion can be made more syntactic by weakening the inner existential
quantification into condition p # [€]. Although non-deterministic choice violates
sound choice, it does not guarantee that the condition A in Section 6 is violated;
so sound choice has been a real strengthening.

7.4 Race Choice

Absence of non-deterministic choice is not sufficient to guarantee propagating
choice. It does guarantee that the choice can be resolved when no initiating
receipt event can end up receiving a message intended for a non-initial receipt
event in another MSC. The other cases are characterized by the race choice
criterion (see also [MGRO5]). Its formal definition is very similar to the definitions
of propagating choice and non-deterministic choice, see also [MRWO06].

In [HJ0O0] the reconstructible choice criterion is proposed in order to guarantee
realizability. However, this claim contradicts their example of a reconstructible
MSC (see Figure 15 in [HJ00]). In terms of our classification, it suffers from
race choice: if instance A sends message m1 before message m5, instance B may
receive message m6 (related to m5) before message m3 (related to m1l).

8 Conclusions and Further Work

We have developed a denotational semantics for compositional MSC through our
extension of pomsets with deadlocks. In this formalism we have studied realiz-
ability, especially of the choice construct. We have discussed various proposed
realizability criteria and shown completeness of our classification in [MGRO5].
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Realizability problems can also be detected by verifying the implementation
[UKMO3]. However, it is far more effective to have criteria for specifications, and
to develop ways to make specifications realizable [HJ00]. For the latter, we plan
to evaluate our proposals in [MG05, MGRO5] using the current framework, and
to automate them.

A possible extension is to explore other realizability criteria, especially since
sound choice is a real strengthening. In addition, more syntactical criteria would
better allow automation. Also the realizability of other MSC constructs may be
studied, of which parallel composition is a challenging one.
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Abstract. We propose an algebraic semantics for the temporal logic
CTL* and simplify it for its sublogics CTL and LTL. We abstractly
represent state and path formulas over transition systems in Boolean
left quantales. These are complete lattices with a multiplication that
preserves arbitrary joins in its left argument and is isotone in its right
argument. Over these quantales, the semantics of CTL* formulas can be
encoded via finite and infinite iteration operators; the CTL and LTL op-
erators can be related to domain operators. This yields interesting new
connections between representations as known from the modal p-calculus
and Kleene/w-algebra.

1 Introduction

The temporal logic CTL* and its sublogics CTL and LTL are prominent tools
in the analysis of concurrent and reactive systems. Although they are by now
well-understood, one rarely finds algebraic treatments of their semantics. First
results along these lines were obtained by von Karger and Berghammer [23, 24].
But the semantic operators involved were characterised only implicitly. For LTL
compact closed expressions could be obtained by Desharnais, Moller and Struth
in [5] and, in the framework of fork algebras, by Frias and Lopez Pombo [10].
In the present paper we provide compact closed semantic expressions for CTL
and LTL by using modal operators in combination with finite and infinite itera-
tion. This is achieved in two steps. First we provide an algebraic semantics for
the more expressive logic CTL* on the basis of quantales, i.e., complete lattices
with an operation of multiplication that preserves arbitrary joins in its left and
non-empty joins in its right argument. In quantales, sets of states and hence the
semantics of state formulas can be represented as test elements in the sense of
Kozen [15], while general elements represent the semantics of path formulas.
We define suitable mappings that, for the CTL and LTL formulas, transform
their general CTL* semantics into simplified versions in w-regular form. This
yields interesting new connections between representations as known from the
modal p-calculus [12] and Kleene/w-algebra. Our reasoning is purely semantical;
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we do not intend to provide something like an interpretation between logical
theories.

The remainder of this paper is organised as follows. Section 2 briefly reca-
pitulates the standard semantics of CTL* and gives a set-based view of it that
prepares the algebraic semantics. In Section 3 we present the algebraic frame-
work of quantales enriched by tests, modal operators and iteration. Section 4
gives an algebraic semantics of full CTL* that abstracts a set-based view of the
standard semantics. The next section discusses the algebraic properties of the
semantic element that models the next-time operator. Section 6 shows that the
denotations of state formulas are in one-to-one correspondence with tests, i.e.,
abstract representations of sets of states. This prepares the simplified semantics
for CTL and LTL that are derived from the full semantics in Sections 7 and 8. It
turns out that much weaker requirements on the underlying algebras now suffice:
modal Kleene algebra with a convergence operator in the case of CTL and plain
modal Kleene algebra for LTL. A brief conclusion is presented in Section 9.

2 Modelling CTL*

The language ¥ of CTL* formulas (see e.g. [9]) over a set ¢ of atomic proposi-
tions is defined by the grammar

U oo= 1 |®| 0¥ |XP|PUT |ED,

where X and U are the next-time and until operators and E is the existential
quantifier on paths. The logical connectives —, A, V, A are defined, as usual, by
p =df ¢ = L, oA =gp (@ = ), pVY =ar ~p = Ppand Ap =4 ~E-gp.
The sublanguages X of state formulas that denote sets of computation traces
and IT of path formulas that denote sets of states are given by

Yu=1|o|XY— X |EI
=% |11 —II|XII|IIUIL

To motivate our algebraic semantics, we briefly recapitulate the standard
CTL* semantics formulas. Its basic objects are traces o from ST or S¥, the
sets of finite non-empty or infinite words over some set S of states. The i-th
element of o (indices starting with 0) is denoted o;, and o° is the trace that
results from o by removing its first ¢ elements.

Each atomic proposition m € @ is associated with the set S; C S of states
for which 7 is true. The relation o = ¢ of satisfaction of a formula ¢ by a trace
is defined inductively (see e.g. [9]) by

o~ 1,

cE™® iff o9 € Si,

cEp—1Y iff o ¢ implies o =1,

cEXe iff ol Eo,

oclEeUy iff 3j>0.07 Y andVk<j.oF = o,
o Ep ifft 37.79=00and 1.

In particular, o |~ iff o [~ .
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From this semantics one can extract a set-based one by assigning to each
formula ¢ the set [¢] =ar {0 | 0 = ¢} of paths that satisfy it. This is the basis
of the algebraic semantics in Section 4.

We quickly repeat the proof of validity of the CTL* axiom

—Xip > X, (1)
since this will be crucial for the algebraic representation of X in Section 4:

cEXp e oEXp oo e Eap e okEXp.

3 Quantales, Modal Operators and Iteration

W now prepare the algebraic setting. A left quantale is a structure (S, <,0,-,1)
where (S, <) is a complete lattice with least element 0 and an associative mul-
tiplication (to model sequential composition) that preserves arbitrary joins in
its left and non-empty joins in its right argument. Moreover, 1 is required to be
neutral w.r.t. multiplication, playing the role of inaction. The meet and join of
two elements a,b € S are denoted by aMb and a + b, resp. Both operators have
equal binding power, which is lower than that of multiplication. The greatest
element of S is denoted by T. The definition implies that - is left-strict, i.e., that
0-a=0forallaesS.

A right quantale is defined symmetrically. Finally, (S,<,0,-,1) is a quan-
tale [20] if it is both a left and right one. In a (right) quantale multiplication is
right-strict, i.e., a -0 = 0 for all @ € S. The notion of a quantale is equivalent to
that of a standard Kleene algebra [3].

A (left) quantale is called Boolean if its underlying lattice is distributive and
complemented, whence a Boolean algebra. An important Boolean quantale is
REL(M), the algebra of binary relations over a set M under set union and
relational composition; further examples will be presented below.

General quantale elements abstractly represent sets of paths, i.e., the seman-
tics of path formulas. To model state formulas we use tests as introduced into
Kleene algebras by Kozen [15]. In REL(M) a set of elements can be modelled as
a subset of the identity relation; meet and join of such partial identities coincide
with their composition and union. Generalising this, a test in a (left) quantale
is an element p < 1 that has a complement ¢ relative to 1, i.e., p+ ¢ =1 and
p-q=0=gq-p. The set of all tests of a quantale S is denoted by test(S). It
is not hard to show that test(S) is closed under 4+ and - and has 0 and 1 as its
least and greatest elements. Moreover, the complement —p of a test p is uniquely
determined. Hence test(S) forms a Boolean algebra. If S itself is Boolean then
test(S) coincides with the set of all elements below 1. We will consistently write
a,b,c... for arbitrary semiring elements and p, q,r,... for tests. Also, we will
freely use the standard Boolean operations on test(.S), for instance implication
p — q = —p + q, with their usual laws.

With the above definition of tests we deviate slightly from [15], in that we do
not allow an arbitrary Boolean algebra of subidentities as test(S) but only the
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maximal complemented one. The reason is that the axiomatisation of domain to
be presented below will force this maximality anyway (see [6]).

A set of states will now be represented abstractly by a test. Left and right
multiplication by a test correspond to restricting an element on the input and
output side, resp. This allows us to represent the set of all possible paths that
start with a state in set p by the test ideal p- T.

Example 3.1. We now introduce two further important Boolean left test quan-
tales. Both are based on finite and infinite words over an alphabet A. Next
to their classical interpretation as characters, the elements of A may e.g. be
interpreted as states in a computation system, or, in connection with graph al-
gorithms, as nodes in a graph. So words over A can be used to model paths in
a transition system. As usual, A* is the set of all finite words over A including
the empty word . Moreover, A% is the set of all infinite words over A. We set
A =4 A* U A¥. Concatenation is denoted by juxtaposition, where st =45 s
if s € A“.

A language over A is a subset of A>°. As usual, we identify a singleton language
with its only element. For a language U C A we define its infinite and finite
parts by

infU =df UnA“, finU =df U—-infU.

The left Boolean quantale WOR(A) = (P(A*®),C,0,-,{e}) is obtained by
extending concatenation to languages in the following way:

U-Vv =df infU U (finU)V.

Note that in general U -V # ST; for V = () one has ST = ), whereas U - V =
inf U. Tt is straightforward to show that WOR(A) is indeed a left quantale. This
algebra is well-known from the classical theory of w-languages (see e.g. [22] for
a survey). However, its neutral element is {¢} and therefore its test algebra
test(WOR(A)) = {0, {e}} is rather trivial and not suitable for our purposes.

Therefore, besides this model we use a second one with a more refined view of
multiplication and hence a richer and more useful test algebra. It uses non-empty
words and the fusion product X of words as a language-valued multiplication
operation. For s € AT, t € A, u € A® —¢ and z,y € 4,

sx Wau =g5 sxu , sa:l><lyu=df@ ifx#y, tXu =g .

Informally, a finite non-empty word s can be fused with a non-empty word
t iff the last letter of s coincides with the first one of ¢; only one copy of that
letter is kept in the fused word.

Since we view the infinite words as streams of computations, we call the left
Boolean quantale based on this multiplication operation STR(A) and define it
by STR(A) =4 (P(A® —¢),C,0,X, A), where X is extended to languages in
the following way:

UNXV =4 infU U {sXt:sefinUANteV}.
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This operation has the language A as its neutral element. Moreover, as above,
we have U M () = infU and hence U X () = @ iff inf U = (. A transition relation
over a state set A can be modelled in STR(A) as a set R of words of length 2.
The powers R’ of R then consist of the words (or paths) of length i + 1 that are
generated by R-transitions.

The multiplicative identity A has exactly the subsets of A as its subobjects,
so that in this quantale the tests faithfully represent sets of states. a

Over a left Boolean quantale S the domain operation " : S — test(S) returns,
for a set of paths represented by an element a € S, the set of their starting
states. It is axiomatised by the Galois connection

a<pea<p-T.

This is well defined, since in a Boolean left quantale - preserves arbitrary meets of
tests in its left argument [4], and hence in left Boolean quantales domain always
exists. By general properties of Galois connections, domain preserves arbitrary
joins. For further domain properties see [6].

We list a number of important properties of tests, test ideals and domain; for
the proofs see [17].

Lemma 3.2. Assume a left Boolean quantale.

(a) (p-T)=p.

(b) p<qgep-T<qT.

(¢) If the meet aMb exists then p-aMb=p-(aMb).
Hence alsop- TNa=p-a andp-(aMb)=p-allp-b.

(d) praflg-a=p-q-a.

() p-T=p-T.

By (b) the set of test ideals is isomorphic to the set of tests. To use the above
properties freely, we assume for the remainder that S is a Boolean left quantale.
Using domain we define (forward) modal operators. For a € S, ¢ € test(S),

(a)g =a5 (a-q), lalg =ar —(a)—q .

The diamond is an abstract inverse-image operator, whereas box generalises the
notion of the weakest liberal precondition wlp to Boolean left quantales. If we
view a as the transition relation of a command then the test [a]q characterises
those states from which no transition under a is possible or the execution of a
is guaranteed to end up in a final state that satisfies test q. Both operators are
isotone in their test argument. Hence in a Boolean quantale we have the full
power of the modal p-calculus [12] available.
In particular, the convergence Aa € test(S) of an element a, defined by

Aa =gf px.la)z,

characterises the set of states from which no infinite transition paths emerge.
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To make the modal operators well-behaved w.r.t. composition we need to
assume that the underlying quantale satisfies

Ta-b) = '(a-D), (2)

since then (a - b) = (a) o (b) and [a -b] = [a] o [b], where o is composition of
modal operators. Therefore we call a (left) quantale with this property modal.
Both WOR/(A) and STR(A) are modal.

We will also need finite iteration a* and infinite iteration a“ of quantale
elements. They are defined as usual by

a" =g¢ pr.l+a-z, a® =4 vr.a-x,
where p and v are the least and greatest fixpoint operators, resp. If, like in a
Boolean quantale, + is completely conjunctive then, as shown in [1], these oper-
ations satisfy the axioms of a left Kleene/w-algebra [14,2]. The two operations
are connected as follows (see e.g. [1]):

a*-b=pxr.bt+a -z, a“4+a*-b=vr.bt+a-z. (3)

In a modal left quantale, star, convergence and box interact according to the
following induction and coinduction laws [6, 7]:

z<p-lalzx = z < [a”]p, (4)
Aa-[a]p = px.p-[a]z. (5)

Dual laws hold for the diamond operator.

Modal quantales (and, more generally, modal w/convergence algebras) of-
fer additional flexibility compared to PDL [12] and the p-calculus, since the
modal operators are defined for w-regular expressions, not only for atomic
actions.

4 Algebraic Semantics of CTL*

We now give our algebraic interpretation of CTL* over a Boolean modal quantale
S. To save some notation we set ¢ = test(S). Moreover, we fix an element n (n
standing for “next”) that represents the transition system underlying the logic.
The precise requirements for n will be discussed in Section 5. Then the concrete
semantics above generalises to a function [ ] : ¥ — S, where [¢] abstractly
represents the set of paths satisfying formula ¢:
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Using these definitions, it is straightforward to check that

[evel = Tel + 91, leAdl =leln ], [-el = [l

Given a set A of states, over the left quantale STR(A) (see Example 3.1)
this semantics coincides with that of Section 2. Another important check of the
adequacy of our definitions is provided by the following theorem. The restriction
on n mentioned in the assumption will be discussed in the next section.

Theorem 4.1. Assume that left multiplication with n distributes through meets.
Then the element [ U] is the least fixpoint uf of the function

f) =ar W]+ (el n-y).

Proof. Since in a Boolean quantale multiplication and binary meet preserve arbi-

trary joins, f preserves arbitrary joins, too, and hence is continuous. So by

Kleene’s fixpoint theorem pf = = £7(0). A straightforward induction shows that
3>

£y =L (7 - [wIn [T k- o],

J<i k<j
from which the claim is immediate. O
We define the usual abbreviations:
Ap =qr —E-p, Fo =a TUp, Gp =4 —Fop.
Theorem 4.1 and (3) yield the following closed representation of F:

Corollary 4.2. [F¢] = n* - [¢].

5 The Next-Time Operator

We now want to find suitable requirements on n by considering axiom (1) in
the algebraic setting. To satisfy it, we need to have for all formulas ¢ and their
semantical values b =45 [#],

n-b = [-Xg] = [X=¢g] =n-b. (6)

This semantic property can equivalently be characterised as follows (property
(a) was already shown in [4]).

Lemma 5.1. Consider a Boolean left quantale S and n € S such that n-0 = 0.
(a) VbeS:n-b<n-b& VbceS:n-(bMNc)=n-bMn-c.
by vbeS:n-b<n-ben T=T&nv=T.

Proof. (a) (=) It suffices to show (>), since the reverse inequality follows by
isotony. By shunting, the assumption n- b < n-b, distributivity, Boolean
algebra, and lattice algebra:
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n-bMNn-c<n-(bMNe)en-b<n-c+n-(bMNec)<n-b<n-c+n-(bMc)
<n-b<n-(c+(bMc))en-b<n-(c+b)s TRUE

(<) We calculate, using the assumption in the third step:
0=n-0=n-(bNb)=n-bMNn-b.

Now the claim is immediate by shunting.
(b) By shunting, distributivity, complement, greatest element, and n¥ = vy .n-y:

n-b<nbeT<nbtnbeT<nb+b)eT<nT&T=nTenY=T.
O

In relation algebra, the special case n- 1 < n of the property in (a) characterises
n as a partial function and is equivalent to the full property [21]. But in general
quantales the special and the general case are not equivalent [4]. Moreover, again
from [4], we know that in quantales such as WOR and STR an element n is left-
distributive over meet iff it is prefix-free, i.e. if no member of n is a prefix of
another member. This holds in particular if all words in n have equal length,
which is the case if n models a transition relation and hence consists only of
words of length 2. The equivalent condition Vb.n-bMn- b= 0 was used in the
computation calculus of R.M. Dijkstra [8].

But what about property (b)? Only rarely will a quantale be “generated”
by an element n in the sense that n“ = T. The solution is to choose a left-
distributive element n and restrict the set of semantical values to the subset
SEM(n) =4 {b:b < n“}, taking complements relative to n“. This set is clearly
closed under + and M and under prefixing by n, since by isotony

n-b<n-n¥=n%.

Finally, it also contains all elements p - n* with p € test(.5), since p < 1. Hence
the above semantics is well-defined in SEM(n) if we replace T by n“.

6 The Semantics of State Formulas

In this section we show, next to some other properties, that the semantics of each
state formula has the special form of a test ideal and hence directly corresponds
to a test, i.e., an abstract representation of a set of states. This will be the key
to the simplified CTL semantics in Section 7.

Theorem 6.1. Let ¢ be a state formula of CTL*.

(a) [¢] is a test ideal, and hence, by Lemma 3.2(a), [¢] = Te] - T.
() [ = el
(©) [Ae] = = (leD) - T-

Proof. (a) The proof is by induction on the structure of ¢.
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— For | and p € test(S) this is immediate from the definition.

— Assume that the claim already holds for state formulas ¢ and . We
calculate, using the definitions, the induction hypothesis, Lemma 3.2(e),
distributivity and the definitions again,

e =9l = lel + W] = Tl - T+Tel- T ==Tel - T+Ty]- T
= Tl +TwD) - T = (Tel = TvD) - T-
— For Ep the claim is immediate from the definition.

(b) Immediate from (a) and the definition of [E¢].
(¢) Similar to (b). O

Moreover, state formulas are closed under —, A,V and A.

Next, we derive some properties of U and its relatives for state formulas. For
this we use knowledge about dual functions and their fixpoints. The (de Morgan)
dual f° of a function f : S — S over a Boolean quantale is, as usual, defined

by f°(y) =ar f(y). Then puf = vfeand vf = pfe.

Lemma 6.2. Let , v be state formulas of CTL* and p-T =45 [el,q¢-T =ar [¢]-
(a) [eUy] = (p-n)*-q-T = ([l TTn)* - [4].
(b) [Ge] = (p-n)* = ([¢]n)~.

Hence we have the shunting rule (p-n)¥ = n*-—p-T.
Proof. (a) Using Theorem 4.1 and Lemma 3.2(c) we calculate

[eUd] = py.q-T+(@-TNn-y) = py.q-T+p-n-y,
and the claim follows by (3).
(b) Since [F¢] = pf, where f,(y) = p- T + n -y, we have, by Lemma 3.2(e),
[Ge] = [-F=¢] = vfS,, where, again by Lemma 3.2(e) and by (6),
foply) = —p-T4+n-y=-p-Thn-y=p-TMNn-y=p-n-y.
Hence the claim follows by the definition of w. O
The case p = 1 yields again Corollary 4.2. Now we deal with E.
Lemma 6.3. [EXy] = [EXEy].
Proof. By the definitions, properties of domain, (2) and the definitions again,
[EXE] = (n-Te]-T)- T ="(0-Tel)- T = (n-[e]) T = [EX]. D

Next, we collect a number of properties of A. The proofs are straightforward
calculations.

Lemma 6.4. For atomic proposition p € test(S),
[AL] = 0, [AT]=T,
[AlpV o)l = p+[Ad], [Ale A )] =p - [Ae].

Moreover, for the axiom EXT we obtain
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Lemma 6.5. [EXT] =T < 'n=1 < n total.
Proof. This follows by Lemma 3.2(b), since [EXT] ="(n-T)-T ="n-T. a

We conclude this section by noting that EX and AX are de Morgan duals; again
the proof is a straightforward calculation.

Lemma 6.6. [AXp] = [-EX—y].
From this and Lemma 6.3 we obtain

Corollary 6.7. [AXy] = [AXAg].

7 From CTL* to CTL

For a number of applications the sublogic CTL of CTL* suffices. We will see
that it can be modelled in plain Kleene/convergence algebra. Syntactically, CTL
consists of those CTL* state formulas that only use path formulas of the restricted
form IT == XX | Y UX.

From the previous section we already know that the semantics of every CTL
formula is a test ideal ¢, from which, by Theorem 6.1(a), we can extract the
corresponding test (or state set) as 't. This is reflected by the simplified semantics

[¢la =df r[[@ﬂ~

This enables us to calculate solely with tests.
First, for the Boolean connectives we obtain by disjunctivity of domain and
Lemma 3.2,

leVila = [wla + [¥]a, le AYla = [ela - [¥]a [=ela = —[ela-

Next, we transfer the properties of A from Lemma 6.4 to the simplified semantics.
Again the proofs are straightforward calculations.

Lemma 7.1. For atomic proposition p € test(S),
[AL]s = O, [AT]a=1,
[AleVe)la = p+ [Ag]a, [Alp Ao)la=p - [A¢la-

Now we can calculate the inductive behaviour of [ ] for all CTL formulas.

Theorem 7.2
(a) [L]a =0,
(b) [pla = p,
() [v—¥la=Ilela — [¥]a
(d) [EXpla = (n)[#]a,
(e) [AXela = [n’]_[[QD]]d = [AXA¢]4,
() [AFls = = n* - [pla- T = ='(=[¢la - n)~,
(8) [E(pUy)]a = (([¢]a - n)*)[]a,
(h)  [AlpUY)]a = [AFpla - [b*]([¢]a + [¥]a) where b =g —[¢]a-n.
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The lengthy proof by induction on the structure of the state formulas can be
found in the Appendix. This theorem shows that the sublogic CTL needs fewer
algebraic concepts than full CTL*: general joins and complementation (and there-
fore also general meet) are not needed. For the CTL semantics a modal left omega
algebra [17] is sufficient.

To complete the picture, we show the validity of the usual least-fixpoint char-
acterisation of A(u), where u = [pUy] for state formulas ¢ and . Then, by
Lemma 4.1, the definition of f, Lemma 6.4 twice and Corollary 6.7, we obtain
Alu) =A(f(u)) =Alg-T+p-n-u)=q¢-T+p-An-u)=q-T+p-Aln-A(u)).
In general quantales, however, A(u) need not be the least fixpoint of the asso-
ciated function. We need an additional assumption on the underlying quantale
S, namely that unlimited finite iteration can be extended to infinite iteration in
the following sense:

VbheS: igibi) < o). (7)

In particular, S must have “enough” infinite elements to make »* # 0 if all
b® # 0. This property is violated in the subquantale LAN of WOR in which only
languages of finite words are allowed, because in LAN finite languages may be
iterated indefinitely, but no infinite “limits” exist.

Now we can show the desired leastness of A.

Theorem 7.3. Assume (7).

(a) ='(b) = Ab.

(b) Ifb is total, i.c., D =1 then also "(b*) = 1.
(©) Ilg] = p- T then [AFgla = A(-p-a)
(d) [pUdla = ph, where h(y) =ar q+p-[nly.

Proof. (a) First, ='(b*) is a fixpoint of [b]:
2(07) = b () = (b —=(67) = BI(=T(6)).

Hence Ab = pu[b] < —'(b*). For the converse inequation we calculate By
shunting, (7), and the definition of meet:

—(b%) < Abe —Ab < (b¥) <= —Ab §‘|_H|\Ir(b”) =VieN:-Ab < ().
1€

Using —Ab < 1, isotony of domain, the definition of box and that Ab is a
fixpoint of [b], we have indeed '(b7) > "(b% - =Ab) = —=[b!]|Ab = —Ab.

(b) By the assumption (2) of modality multiplication preserves totality: if 'a =
=1 then (a-b) = (a-B) =(a-1) ="a = 1. Now an easy induction shows
D=1 = Vi:b" =1 and assumption (7) immediately implies the claim.

(¢) Immediate from Theorem 7.2(f) and (a).

(d) From the definition of h we get by Boolean algebra

h(y) = (¢+p) - (g+ [nly).
Now the claim follows from (5), Theorem 7.2(h) and (b). O
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This result shows that for CTL we can even do without omega iteration and need
only a convergence algebra. Recently it has been shown [13] that property (a) is
equivalent to validity of the coinduction rule

p<'(g+a-p)=p<'(a+a" -q).

8 From CTL* to LTL

The logic LTL is the fragment of CTL"* in which only A may occur, once and
outermost only, as path quantifier. More precisely, the LTL path formulas are
given by

Hu=&| L |IT—II|XII|ITUIL

The LTL semantics is embedded into the CTL* one by assigning to ¢ € II the
semantic value [Ag].

Unfortunately, except for the cases [AX¢] = [n][A¢] and [AGe] = [n*][A¢]
the semantics does not propagate nicely in an inductive way into the sub-
formulas, and so a simplified semantics cannot be obtained directly from the
CTL" one.

However, by a slight change of view we can still achieve our goal. In the
considerations based on the concrete quantales WOR and STR, the semantic
element n representing X “glued” transitions to the front of traces. However, as
is frequently done, one can also interpret n as a relation that maps a trace o to
its tail o!. This is the basis for a simplified semantics of LTL over the Boolean
quantale REL(A%) (since standard LTL considers only infinite traces) for some
set A of states.

What are the tests involved? Obviously, they now correspond to sets of paths,
since they are subrelations of the identity relation on traces. So in this view
the semantics of LTL formulas is again given by test ideals, only in a different
algebra.

Therefore we can re-use the simplified CTL semantics. In particular, we set

Xele =ar (ML

This means that [X¢]. is the inverse image of [¢]. under the tail relation; hence
the standard LTL semantics is captured faithfully.

What does axiom (1) mean in this interpretation? It is equivalent to the
equation (n) = [n] which characterises (n) as a total function. This holds indeed
for the tail relation on A¥.

The semantics of L and — are as before. It remains to work out the seman-
tics of U. With p =4 [¢]L and ¢ =4 [¢]L, we want [oUy]L to be the least
fixpoint of the function h(y) =4 g+p-(n)y, which by the dual of box induction
(5) is ((p - n)*)q. By this, the semantics of F¢ and Gy work out to (n*)¢q and

[n*]g.
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Summarising, our LTL semantics now reads (see also [5])

[L]. =0,
[plL = p,
[ — ¥ = [wlL — [¥]L,
Xele = (e,
[ Uyl = (el - n)) [,
[FylL = [<n*>[[¢}]b

This shows that for LTL we can weaken the requirements on the underlying
semantic algebra even further, viz. to that of a modal Kleene algebra.

9 Conclusion

We have provided a compact algebraic semantics for full CTL* in the framework
of modal quantales and shown that for the two sublogics CTL and LTL the se-
mantics can be mapped to closed expressions using modal operators as well as
Kleene star and w-iteration or the convergence operator. Compared with repre-
sentations of CTL* in the modal p-calculus the compactness is achieved, since in
quantales the modal operators are defined for w-regular expressions (and even
more generally), not only for atomic actions. Moreover, we have shown that for
CTL and LTL the requirements on the semantic algebra can be relaxed to that of
a modal omega or convergence algebra an even just a modal Kleene algebra, resp.

Future research will concern use of the algebraic semantics for concrete cal-
culations in case studies as well the extension from the current propositional
case to the first-order one; for this Tarskian frames as introduced in [16] seem a
promising candidate.

Acknowledgements. We are grateful to the anonymous referees and to Kim
Solin for valuable comments and remarks.
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Appendix: Proof of Theorem 7.2

The proof is again by induction on the structure of the state formulas. The cases
(a)—(c) of L, p and ¢ — % have already been covered in the proof of Theorem 6.1.

(d)

Using again Theorem 6.1, the definition of [ ], (2) and the definitions again,
I
we caleulate [EXgla = TX¢] = "(n-[¢]) = (n-Tel) = ()¢l
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(e) By Theorem 6.1(c) and Lemma 3.2(b), definition and Theorem 6.1, by (6),
by Lemma 3.2(b), domain property, and the definition:

[AXpla =~ [Xpl = ='n-[gla- T=="(n-[ela- T)=="n-=lgla- T)=
= (n - =[ela) = [n][#la-

Moreover, [¢]a = [Ag]a follows from Lemma 7.1.

(f) Assume [¢] = p - T. By the definition of A and the explicit representation
of F from Corollary 4.2 we obtain [AFp] = —n -p- T -T. Now the claim
follows from the shunting rule of Lemma 6.2(b) and the definition of [ ]4.

(g) For [E(pUy)] we use the principle of least-fizpoint fusion [1]: If h preserves

arbitrary joins and ho f = goh then h(uf) = pug.
Set, for abbreviation, p =4 [¢]q and ¢ =4 [¢]4. Then, by Lemma 4.1 and
Lemma 3.2(c), u =45 [¢Uy¥] = pf where f(y) =qr ¢- T+ (p-n-y). Second,
by Theorem 6.1 and (5), ((p-n)*) = pg where g(p) =q4r g+ {((p-n))p. We
need to show '(uf) = pg. By the principle of least-fixpoint fusion this is
implied by " o f = go', since " preserves arbitrary joins. We calculate: By
definition f, additivity of domain, Lemma 3.2(a), by (2), definition diamond,
and definition g:

G =g T+@ny)="a T+ ny)=c+tpny=
g+ (p-n-y)=q+{p-n)-y=g(y).

(h) Forr =4 [A(¢Uv)] we use that, by Theorem 6.1(c), r = —|ru where u =gy
[eUe]. Let, for abbreviation, p- T =4 [¢] and ¢- T =4 [¢]. Since u = pf
where f(y) = ¢-T 4+ p-n-y, we have u = vf°. By the definitions, de
Morgan, Lemma 3.2(e), Lemma 3.2(c) and de Morgan, Lemma 3.2(e) and
(6), complement, distributivity, and de Morgan:

p- T+n y)=-q - (-p-T+n-y)=-qg-(-p-T+n-y)
==q-—p-T+=g-n-y==(p+q)-T+-g-n-y.

By the above, (3), distributivity and de Morgan, Lemma 6.2 (b) and a do-
main property, Theorem 6.1(c) and definition of box, and Lemma 4.2:

= —'(vf°)

= (o n)* + (g ) —(p+q)-T)
= ﬁr((ﬁq-n)“) (=g -n)* - =(p+q)-T)
= = (n*-q-T) - ='((=g-n)*-=(p+q))

= A(n*-q-T) - [(~g-n)*](p+q)

= (AFq) - [(=g-n)*1(p + q).
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Abstract. Transfinite semantics have been argued to be a proper frame
work for reasoning about correctness of certain program transformation
techniques, e g program slicing But transfinite semantics work fine only
for non recursive programs because of infinity being “one way”

This paper presents transfinite trace semantics in a different form
which we call fractional semantics The components of traces are indexed
with rational numbers rather than ordinals Rational numbers form both
infinite ascending and infinite descending chains, so the principal obstacle
of handling recursion disappears

Although we have not yet found a fractional semantics appropriate
for all cases of recursion, the approach seems to be promising Another
contribution achieved with help of fractional semantics is presenting both
standard and transfinite trace semantics uniformly using fixpoints

1 Introduction

Standard semantics consider computations all of whose proper initial parts are
finite States of computation traces are indexed with natural numbers

By transfinite semantics, one means a semantics according to which com
putation may continue after an infinite number of steps from some limit state
determined somehow by the infinite computation performed States of traces are
indexed with ordinals Transfinite semantics have turned out to be useful for
constructing an adequate theoretical setting for some applications

For example, the first study of transfinite semantics has been done for func
tional programming, see Kennaway et al [5] Later, Giacobazzi and Mastroeni
[4] introduced transfinite semantics for a simple imperative language with the
aim to overcome the so called semantic anomaly of program slicing The idea
was proposed already by Cousot [2] We have followed up this approach in [6, 7]

Program slicing is a kind of program transformation where the aim is to find
an executable part of a program which is responsible for computing all the values
important to the user An introduction can be found in Binkley and Gallagher
[1] A semantic anomaly arises when the slices found via data flow analysis being
definitely perfect for practical purposes are not correct w r t standard semantics
The discrepancy occurs when infinite loops are sliced away and running the slice
causes execution of code not reached during the run of the original program For

* Partially supported by Estonian Science Foundation under grant no 6713

M Johnson and V Vene (Eds ): AMAST 2006, LNCS 4019, pp 278 292, 2006
© Springer Verlag Berlin Heidelberg 2006
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this reason, a semantics for giving a theoretical framework to program slicing
must not fatally distinguish between termination and non termination

Transfinite semantics may be called lazy trace semantics since they allow
recovery from non termination The term “lazy” comes from Danicic et al [3]
where a lazy denotational semantics was proposed with the same aim “Semantic
anomaly” can arise also due to runtime errors if one slices away a statement like
assignment of 1 / 0 to a variable with no influence to important variables via
data flow Lazy semantics can recover also from such errors by treating only the
assigned variable as infected by the error rather than the whole computation

In this paper, we propose fractional semantics as a uniform framework for
both strict and lazy trace semantics In fractional semantics, states of traces are
indexed with rational numbers Our design of these semantics leads to parts of
the code being in fact statically associated with certain intervals of rationals

For example, the execution trace of z x;(x s= vy ;y := z) at state
x—1l,y—2,z—0)is

00— (x—1ly—22z2—~0]|[z := x;x = y;y = 2)]),
ye (xelye 2z |[x = vy = z])
il—><(x»—>2,yb—>2,z»—>l)\[y = z]) ,

1= ({(x—2,y—1z—1)][e]) .

If the 2nd assignment is replaced with W = while z > 0 do z := z - 1
then the placing of runs of other parts on the trace remains unchanged:

x—1l,y—2z—0]|[y :=

—0) | [e]) .

0 - (x—1,y—22—0|[z := x;(W;y := 2)]),
D (ke L,y =22 D[ Wy 2= z])

g = (x—1ly—2z1D |z := 2z - 1;W);y == z]),
B (x> 1,y = 2,2 = 0) [ [W;y &= z) ,

i

1 —{

x—1,y—0,z

This would be the case even if the initial state was changed As every countable
set of ordinals can be order preservingly mapped into the set of all rationals,
this framework enables accommodating transfinite execution traces as easily

The lazy variants of our semantics defined later are not directly corresponding
to the denotational lazy semantics of Danicic et al [3] The essential difference
is that when a branching predicate takes an erroneous value then the semantics
of [3] merges both branches but our semantics simply choose the false branch
This treatment is enough for applications to program slicing

In Sect 2, we define the base language of our work together with a stan
dard denotational semantics In Sect 3, we present trace semantics definition
schemata for our language capturing both strict and lazy fractional semantics
The schemata refer to abstract fixpoints in the case of looping constructs Defin
ing these fixpoints appropriately is the topic of the following two sections Sec
tion 4 does this for while loop Section 5 discusses what can happen if the same
fixpoint specification is carried over to the case of recursion Section 6 concludes
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Syntactic categories.

Var the set of all variables
Proc the set of all procedure identifiers
Expr the set of all expressions
Stmt the set of all statements
Decl the set of all procedure declarations
Grammar.
Stmt — Var := Expr
| if Expr then Stmt else Stmt
| while Expr do Stmt
| eall Proc(Expr, ..., Expr)
| Stmt ; Stmt
| €
Decl — proc Proc(Var, ..., Var) is Stmt
| Decl ; Decl
| €
Laws.

VSeStmt(e;S=5=95;¢)
VD € Decl(e;D=D =D ;¢)

Fig. 1. Abstract syntax of Proc

2 Language Proc and Its Denotational Semantics

We are going to work on the language Proc  a simple programming language
with procedures Its abstract syntax is given in Fig 1

The inner structure of expressions is irrelevant for our purposes and we leave
it unspecified There are two kinds of looping constructs in Proc: while loops
and procedure recursion Explicit return statement is not included; procedures
returning a value can be equivalently reformulated using an extra variable

Note that ; is used to denote both statement and declaration succession and
€ is used to denote both empty statement and empty declaration In both cases,
€ is assumed to be the unit of ; at syntactic level

Let Val be the set of all values variables can take whereby it contains at
least the truth values tt, ff Let State = Var — Val All semantic categories
throughout this paper are assumed to contain a special value L used in the cases
of failure or undefinedness In the definitions, we will not show the attendancy of
L explicitly Functions need not be strict, i e , if applied to L, they not necessarily
give | as value But if | is applied to something, the result will be L

For a function f, its potential argument z and value v, write f[x — o] for the
function working like f except for on & where it takes value v If there is a family
Z1,...,&, of arguments and a corresponding family vy, ..., v, of values, write
fIVixz; — v;] for the function working like f except for on arguments z; where
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Types.
Act = State — State program actions on states
Env = Proc — (Val™ — Act) procedure environments
Signatures.
wPT ¢ Act — (Act — Act) auxiliary
PP ¢ (Env — Env) — (Env — Env) auxiliary
& € Expr — (State — Val) expression evaluations
S € Stmt — (Env — Act) statement actions
C € Decl — (Env — Env) small step environment changes
D ¢ Decl — (Env — Env) big step environment changes
Definitions.

E,T _ [g(h(s)) if E(E)(s) = tt
%;(ﬂ)(ﬁ)(g)(;zD){ s otherwise }
P =4,
S(X := E)e)s) = s[X — EE)s)]
S(T)(e)s) if EE)(s) = tt}

S(if F then T else T»)(e)(s) = {S(Tz)(e)(s) otherwise
S(while E do T)(e) = fix(wWET(S(T)(e)))

S(call P(Ey, ..., En))e)s)=eP)EEL(s),...,EWEL(S))(s)
STy ; D)) = S(T1)(e) ; S(T)(e)

S(e)e) =i1d

Clproc P (X1, ..., X.) is S)(e)

=e[P — A, ...,vn). As. 8(S)(e)(slVi X; — v;DIVi X; — s(X)]]
C(C1; Cr) =C(C) ; C(CY)
C(e)=1id

D(D) = fix PP

Fig. 2. Denotational semantics for Proc

it takes values v;, respectively We often write non | functions using A notation
Function composition is denoted by ; (the left hand function is applied first); id
stands for identity functions All these conventions hold throughout the paper

Fig 2 presents a standard denotational semantics for Proc It is given in
fixpoint form like it is common for denotational semantics We will present our
trace semantics also in similar form

Expression evaluation function £ is unspecified here since also the set of ex
pressions remained unspecified Assume expressions having no side effects Due
to the missing return statements, £ does not depend on procedure environment,

The value of operator fix on an argument function G is a fixpoint of G The
classical approach is to choose the least fixpoint w r t the order in which L is
less than “normal” states, among which all are pairwise incomparable It is a
classical result that the operators being the arguments of fix in the definitions
of Fig 2 possess least fixpoint, see Nielson and Nielson [8] for proof techniques
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We omit from our semantics everything concerning static errors like type
errors or argument vector mismatch on procedure call All programs we deal
with are assumed statically correct

In figure 2, we have omitted even everything concerning runtime errors be
cause this semantics has been presented for a guiding example only where the
peripheral details are of secondary importance In the definitions of semantics
in the rest of the paper, runtime errors are taken into account

3 Various Kinds of Trace Semantics of Proc

We parametrize items of our general semantics schema with semantics kind
To clearly distinguish between strict and lazy semantics, we use symbol T for
failure cases in lazy semantics and L in strict semantics This does not hint at
any order relation; difference of | and T is used to avoid repeating constructs
like “it is one way for strict x but otherwise for lazy x”

So assume State = Var — Val like before whereby Val > T Variables can
take value T either because of erroneous value assignment or, like in transfinite
semantics, after an infinite loop during which the value of the variable does not
stabilize Denoting failures with different elements in different kinds of semantics
is the only reason why expression evaluation function £, is also parametrized

The components of traces are configurations consisting of the current state and
the rest of the code The latter is also called program point Let Conf be the set of
all configurations and PP the set of all program points; then Conf = State x PP
Denote the configuration of state s and program point p by (s | p) Define
st(s| py=s,stL=_1and pp(s|p)=p, ppL =L Writec~ Liff stc=_1 or
ppc= L1 Call a trace failing iff it ends with a configuration ¢ ~ L

Program point as the part of the program to be run yet must entail the
current call stack, including remainders of every pendent procedure Basing on
this observation, take PP = List Stmt where List A is the set of all lists (either
finite or infinite but not transfinite) with elements from A Let nil denote the
empty list and, for a € A and | € List A, let a : | denote the list starting with a
and continuing with elements of [ in the same order; for strict version of : (giving
1 on argument 1), use : Let hd € List A — A be the operator giving the first
element of any non empty argument list as value and L if the argument list is
either empty or 1 We will often denote finite or infinite lists by describing their
contents exhaustively in brackets By |I|, denote the length of list I If p € PP
and T € Stmt, denote by p ; T the program point obtained by supplementing
the first element of p, if it exists, with T using ;, ie

p,T:{(S;T):q ifp:S:q}

p otherwise

Figures 3 and 4 together present trace semantics schema for Proc paramet
rically over the kind of semantics x Fig 3 contains precisely all items that are
to be specified differently for different kinds s
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Types.
Trace,,  the set of all traces

Signatures.
single, € Conf — Trace trace of one configuration
cons, € Conf x Trace, — Tracey list constructor
snoc, € Trace, x Conf — Trace, dual list constructor
hd. € Trace,, — Conf first configuration on trace
dh, € Trace,, — Conf last configuration on trace
brz, € Trace. x Trace, — Trace, brazing concatenation
map, € (Conf — Conf) — (Trace,, — Trace) mapping of each element

Fig. 3. Varying part of trace semantics of Proc

The trace concatenation operator is called brazing to express the idea that
the last element on the first trace and the first element on the second trace are
fused together into one element

Auxiliary operators wrapg play the role of guards permitting a computation if
some expressions do not produce L and outputting a trivial trace with program
point | otherwise Operator lift, applies its argument action to the last state
of given trace and concatenates the result with the given trace This operator is
used in situations where two actions have to be composed (statement succession,
while loop) Operators W7 concatenate a single step of execution of a while
loop with a given action Similarly, 2° composes a single step of interpretation
of a declaration with a given environment transformation

The call stack is actually reversed in the program point: the procedure called
latest appears as the last element in the list (the bottom of the stack)

For standard trace semantics, the unspecified items of Fig 3 are naturally
defined as shown in Fig 5 The first equality reflects that a trace is never
empty The operator snoc, adds one element to the end of a given trace if
it is finite and unfailing and gives the original trace back otherwise The op
erator brz, gives non L result only if either the first argument ends with the
element with which the second starts or the first argument is infinite or fail
ing In the former case, it concatenates the two traces, fusing the double con
figuration at the hook up place into one In the latter case, the first list is
given as the result Function map_ operates as map known from functional
languages

The definitions of items of Fig 3 for fractional semantics are shown in Fig 6;
a few new symbols are used which we define below The principles behind the
definitions of the operators are similar to that for standard semantics

Denote the set of all rational numbers by Q For arbitrary a,b € Q with a < b,
denote by [a; b] the set of all r € Q for which a < r < b By A --» B, denote the
set of all partial functions from A to B; by dom f, denote the set of elements
on which f is defined



284 H Nestra

Types.
Act,, = State — Trace program actions
Env, = Proc — (Val* — Act,) procedure environments
Signatures.
wrap’ € State — (Trace. — Tracex) auxiliary
lift, € Act. — (Trace, — Trace.) auxiliary
wET ¢ Act, — (Act, — Act,) auxiliary
iz € (Env, — Env,.) — (Env, — Env,) auxiliary
€. € Expr — (State — Val) expression evaluations
S, € Stmt — (Env,, — Acty) computations according to statements
C. € Decl — (Env, — Env,) small step environment changes
D, € Decl — (Env, — Envy) big step environment changes
Definitions.
l if Vi (€, (E)(s) # L)
(E1,...,En) —
WIAp,, sl= {singleﬁ(s | L) otherwise
lift, g1

= brz,(map, (A(u | p). (u | p; hd(pp(hd(g(st(dh. D)), g(st(dh, 1))
WE T (R)(g)(s)

= cons.((s | [while E do TI),wrap™ s
27(9) =g ; Cx(D)

Su(X 1= E)e)s)
= cons.((s | [X := EIl),wrap'™ s(single,_(s[X — E.(E)s)] | [£])))
S.(if F then Ti else T»)(e)(s)
= cons.((s | [if E then Ti else T3]),
@ Sc@)e)S) if EL(E)(s) = tt
Wrap, S{Sm(Tz)(e)(S) otherwise
S.(while E do T)(e) = fix(WET(S.(T)(e))
Si(call P(Ey, ..., E»))e)s)
= consx((s | [eall P(Ei, ..., En)]),
map, (A(u | p). (u | € : p))(wrap Pt 5 s(e(P)ER(E1)(S), . . ., Ex(En)())(s)))
S.(Th; T)e) = S (Th)(e) ; lift (S ..(Th)(e))
S.(e)e)(s) = single, (s | [])

C.lproc P(X;, ..., X,) is S)(e)
= e[P — A, ..., vn). As. snoc(t, (st(dh, H[Vi X; — s(X;)] | nil))]
(where t = 8. (S)(e)(s[Vi X; — v;]))
C(C1; C2) =Ch(Ch); Cu(Ch)
Cxle) =id

{Iiftng(ﬁ(s)) it £.(E)(s) = tt})

single (s | [e]) otherwise

b

D..(D) = fix P

Fig. 4. Parametric specifications common to all trace semantics of Proc
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Trace, = List Conf \ {nil}

single_ ¢ = [c] hd, I =hdl

_Jeil eyt L dhog={dn ifl=ldi,... dn]
consq (¢, 1) = { [c]  otherwise 7 { L otherwise }
[di,...,dn,cl ifl=1[d,...,dn],dn % L

snoc, (1, c) = { .
otherwise

l
di:...:dp_1:lp 1tdhsli =hds . _
erg(ll, ) = { 1 otherwise } if b = [dh T dn]’ hn 76 J_}
I otherwise
map, f(di:...:dn:1) = fld1):...: f(dn):1if I € {nil, L}
mapo- f[dhdZy'--] = [f(d1)7f(d2)7]

Fig. 5. Underlying elements of standard trace semantics

Trace, = {l € [0;1] --» Conf | 0 € dom! A (3r > 0(r € dom!)) = 1€ doml)}

single,c=(0+ c) consy(c,l) =(0+— c)Urightl hd, ! =1(0)
snoc,(l,¢) =leftlU(1 — ¢ dhol— {l(l) if 1 Edoml}
® 1(0) otherwise
leftly Urightl, iflel Alel

brz,(,) = {h Urighti, iflelhi AN1¢ lz} mapwfl =1;f
iUl otherwise

Fig. 6. Underlying elements of fractional trace semantics

A partial function [ € [0;1] --» Conf can be envisioned as a trace as follows:
for every r € doml, write I(r) at point r on the number axis, and read the
configurations from left to right

The condition imposed on functions belonging to Trace,, tells that every trace
has a first component at point 0 and, whenever there are more components, the
trace has a last component at point 1 Obviously, if the trace consists of one
component, it is its last component, so, consequently, every trace has a last
component It is useful to define also generalized traces where the endpoints are
not necessarily at 0 or 1 For all a,b € Q such that a < b, denote Traceff;b =
{f € la;b] --» Conf | a,b € dom f} So Trace, = Trace?p’1 u Trace?a’0

Expression (a — z) denotes the partial function in Trace®® whose value on
a is © Operators left, right transform partial functions f € [a;b] --» Conf with
dom f # @ according to rules

[ O—elemf) if|domf|=1
left f = { Or.2r); f otherwise ’
. _[A~—elemf) if|domf|=1
right f = { (M\r.2r —1); f otherwise
where elem f denotes the only value taken by partial function f with one element
domain The domains of left f and right f for f € Trace, are contained in [0; |
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and [;; 1], respectively The idea behind both operators is compressing traces to
twice smaller space

Let a,b,c,d € Q,0<a<b<c<d<Tandlet f € Trace@ , g € Trace;
Assume that f(b) ~ L or b # c or f(b) = g(c) Then define f Ug € Trace:;d U
Trace;* as follows:

d

dom f Udomg if f(b) £ L
dom(f Ug) = (domf\{b})u{d} if fO)~L AN a#bpy CdomfUdomyg ,
otherwise
f) ifr e dom f
Vredom(fUg) | (fUQE) =< gr) ifréddomf A f(b) £ L
f(b) otherwise

The idea is to join partial functions as sets of argument value pairs if f is unfail
ing and rearrange the values of f to possibly wider domain [a; d] if f is failing
Two examples illustrating fractional semantics were given already in Sect 1
To demonstrate the behaviour of strict fractional semantics in the case of errors,
replace the second assignment in the first example of Sect 1 withx := 1 / 0
The fractional execution trace on initial state (x — 1,y — 2, z + 0) is as follows:

— x;(x :t=1/ 0;y = 2)]),
= (x—1ly—2z-1D|[x :=1/ 0;y = z]),
= (x—1,y—2z—1)]1).

0 (x—1,y—2,2z—0)|[z :=
>
1

As the second assignment fails, it leads the execution to program point 1 The
configuration after this assignment is indexed by 1 rather than i since, accord
ing to the definition of U, final erroneous configurations are transferred to the
rightmost point of the second argument trace

Correctness of the definition of the semantics is not clear before specifying
precisely the meaning of fix in two places in Fig 4 The intention is that they
should stand for fixpoint operators We return to this in the following sections

Another concern is the well definedness of U for all its uses For that, we must
restrict the assortment of actions

Definition 3.1. If G = {g € Act,, | stthd,(g(s)) =s A |ppthd,(g(s))| =1},
denote

Act
Env

= {5 € G| dhy(g(s) # L = pp(dhy(g(s) = [e]} ,
= Proc — (Val" — {g € G | dh,(g(s)) # L = pp(dh,(g(s))) =nil}) .

+
%)
o
go
In the whole definition of fractional semantics, we may take Act; at place of
Act, and Envfa at place of Env, The only suspicion about U possible being
used incorrectly can be when they arise due to uses of lift,, since, in other cases,
the domains of the arguments of U do not intersect The following proposition
dismisses all doubt

Proposition 3.2. If g, € Act:; and s € State then lift, g(A(s)) is well defined
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Traces = Conf

ifcob L

single;c=c  conss(c,d) = snocs(c, d) = brzs(c,d) = { i otherwise

hdsc=dhsc=c map, fc= f(c)

Fig. 7. Underlying elements of denotational degenerate trace semantics

Proof Let
t =st(dh,(A(s)) , k=map\u | p).(u|p;hd(ppthd,(g(OIMN)(A(s)) .
It suffices to show that dh, k = hd,(4(¢)) whenever dh, k # 1L We have

L dh, k= \(u|p). (u|p;hd(ppthd,(g@)))))(dh,(A(s))
= (t | pp(dhy,(4(s))) ; hd(pp(hd,(5(1))))) .

Thus ¢ # L and dh,(A(s)) % L By g € Act’, we have pp(hd,(s(1) = [S] for
some S € Stmt By f € Act,, we get

pp(dh, k) = pp(dh,(4(s))) ; hd(pp(hd,(g())) = [e] ; S =[ST .
Therefore dh, (k) = (t | [S1) = hd,(g(®)) O

Lastly, it is worth to note that if we define the items of Fig 3 as shown in Fig 7
then we in principle obtain the denotational semantics schema in Fig 2 with
error handling added The difference that the original denotational semantics
specifies final states while the semantics obtained from Figures 4 and 7 gives
final configurations with trivial program point is purely formal

4 Fractional Semantics of While-Loop

In this section, we establish a way to define fix for fractional semantics of while
loop Due to limited space, we present proof sketches only

A preliminary study of the definition of ‘WE’T would show that, for arbitrary
fixpoints x,y of ‘Wf’T(ﬁ) and state s, traces z(s) and y(s) coincide everywhere
except for possibly at point 1 So there is not much freedom anyway

A classical way to construct fixpoints for semantics is taking the least upper
bound of monotonic chains wrt some ordering where the monotonic chains
are constructed by iteration of a continuous operator on some trivial value We
nearly follow this schema; we have abstractly stabilizing sequences at place of
monotonic chains and a limit operator defined via stabilization at place of least
upper bound Both notions are defined below

Definition 4.1. Call a sequence (c; : i € IN) stabilizing to v iff Vi > n (¢; = v)
for some n € IN Clall a sequence stabilizing iff it is stabilizing to some v
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For every set C' 5 L, let o¢ be defined by oc(c) = tt for all ¢ € C'\ {L} and
oc(L) = ff

Definition 4.2.

(i) Call a function f € C — D an abstract constant iff f ; op is a constant
function Call f an abstract identity iff f; op = o¢

(ii) Depending on the construction of the domain containing the elements of
sequence, define abstract stabilization as follows:
1 for (v; : i € IN) with v; € Val, the sequence is abstractly stabilizing if
(ovai(vy) 1 i € IN) is stabilizing;
2 for (p; : i € IN) with p; € PP, abstract stabilization and stabilization coincide;

3 if abstract stabilization is defined for domain B then, for (f; : i € IN) with
fi € A — B, call the sequence abstractly stabilizing iff either it is stabilizing
to L or it is componentwise abstractly stabilizing Among others, this applies
to sequences with elements from State = Var — Val;

4 if abstract stabilization is defined for domains A and B then, for (p; : i €
IN) with p; € A x B, call the sequence abstractly stabilizing iff either it is
stabilizing to L or it is componentwise abstractly stabilizing Among others,
this applies to sequences with elements from Conf = State x PP;

5 for ((a;,b;) 13 € N) and (f; : i € IN) where f; € Tracejj’bi, call the sequence
(f; : i € IN) abstractly stabilizing iff ((a;,b;) : i € IN) is stabilizing and, for
each r € Q, there exists n € IN such that either r ¢ dom f; for each i > n
or r € dom f; for each i = n and (f;(r) : i > n) is abstractly stabilizing;
in other words, abstract stabilization is defined componentwise where the
bounds (a;,b;) and the definedness/undefinedness status are considered as
components on which abstract stabilization and stabilization coincide

Definition 4.3.

(i) Let C be a set where abstract stabilization is defined Depending on the
construction of the domain C, define limit operator lim on every abstractly sta
bilizing sequence (c; : i € IN) such that all ¢; € C as follows:

1 if C=Val or C = PP then

. L _fd if(¢; i € IN) stabilizes to d\ .
lim(e; : i € IN) = {T otherwise } ’

2 for other domains, define lim componentwise together with the clause that if
the sequence stabilizes to L then the limit is also L

(ii) Let C, D be sets where abstract stabilization is defined A function f : C —
D is called continuous iff, for every abstractly stabilizing sequence (¢c; : i € IN)
with all ¢; € C, the sequence (f(¢c;) : i € IN) is abstractly stabilizing whereby
fim(c; : 7 € IN)) = im(f(¢;) : ¢ € IN)

The operator lim is well defined on Val and PP since Val > T and all abstractly
stabilizing program point sequences are stabilizing On State, the definition gives
the same limit operator as used in transfinite semantics papers [4, 6, 7]
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Define operator fix for trace semantics of while loop as follows

Definition 4.4. Let  be a kind of trace semantics and \s.s' be a fized state
transformation For G € Act,, — Act,, choose

fix G = im(G'(As. cons,.((s | [e]),single (s" | [e])):i € N) .

Obviously, fix depends on both k and As. s’ As it depends also on the argument
type (there is another fix for operators in (Env, — Env,) — (Env, — Env,)
in Fig 4) and the conditions under which the definition of fix is sound heavily
depend on k, we preferred to treat fix as an informal denotation hinting at some
kind of construction rather than an operator and omitted the indices

The choice of As. s’ starts playing a role when the loop does not terminate
The state into which the computation falls after executing the body for infinitely
many times equals to the limit of the ’ images of states occurring after any finite
number of body iterations

To obtain strict treatment of infinite loops, define s’ = L for every s Then
the limit is also L and the configuration c after infinite run satisfies ¢ ~ 1 which
means that this configuration is the last one irrespective of the possibly non
empty rest of code Therefore a non terminating loop is never followed by any
computation, hence the semantics is essentially standard But taking s’ = s for
every s leads to transfinite semantics like the second one given by us in [6]

Definition 4 4 is sound only if the sequence of the iterations is abstractly
stabilizing This is what Theorem 4 5 states for the while loop case of fractional
semantics Furthermore, it is easy to see that if, in addition, G is continuous
then fix G is indeed a fixpoint of G

As As. L is an abstract constant and As. s is an abstract identity, As. s’ meets
the requirements of Theorem 4 5 for both variants considered above

Theorem 4.5. Let E € Expr, T € Stmt and f € Act;, Let \s.s' be either an
abstract constant or an abstract identity
(1) Wf’T(ﬁ) is continuous

(ii) The sequence
((Wf’T(ﬁ))i(/\s. cons,,((s | [e]), singlew<s' [ [e]):ieIN)

is abstractly stabilizing
Therefore fiX(fo’T(ﬁ)) is well defined

Proof Denote G = W"(h) and a = As. cons,.((s | [€]),single (s’ | [¢]))

(i) Prove that operators left and right are continuous Prove that U is contin
uous in its both arguments Prove that hd, is continuous, brz, is continuous
in its both arguments, and map  is continuous Prove that wrapé(s) for any
s € State and lift, are continuous Then the claim follows

(ii) The case s = L is simple since G'(a)(L) = (0 — (L | [while E do T1))
for ¢ > 0 Assume now s # L

First show that Gi(a)(s) € TraC(—:*S;1 for every i« € IN It is easy to see that
0 € dom(G*(a)(s)); for 1 € dom(G*(a)(s)), it requires a little case study
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It remains to show that (G*(a)(s) : i € IN) is componentwise abstractly stabiliz
ing This is done in two parts: the first is to prove it for all rationals in [0; 1] except
for 1, the second is proving the abstract stabilization of (G*(a)(s)(1) : i € IN)

For the former, take arbitrary r € [0;1]\ {1}, choose n € N so that 1 — !, <
r<l-— 2,}” (there is precisely one such n), and argue by induction on n

Proving the abstract stabilization of (G*(a)(s)(1) : i € IN) goes in two parts
again If there exists an n € IN such that either dh, (A((% ; dh, ; st)"(s))) ~ L
or £,(E)(h; dh,, ; st)™(s)) # tt then argue by induction on n Otherwise, prove
by induction on n that G"(a)(s)(1) = (((h ; dh, ; st)™(s))" | [e]) and use the
assumption about As. s’ a

Corollary 4.6. For every S € Stmt and e € Envf;,, Figures 4 and 6 soundly
specify S, (S)(e) € Acty,

Proof By induction on the structure of S O

We already mentioned that taking s’ = s for every s € State leads to a transfinite
semantics observed in [6] Stating this connection in a precise form would be
cumbersome since the syntax of the language was a bit different there Anyway,
the following holds; it implies that S, with lazy ¢ is in principle transfinite
semantics provided no illegal orderings are introduced by environment

Theorem 4.7. Let e € EHV; such that dom(e(P)(vy, . .., v,)(s)) is well ordered
for every procedure identifier P, values v1,...,v,, and state s Define fix as in
Definition 4 4 where As.s' =id Then dom(S,(S)(e)(s)) is well ordered for every
S € Stmt and s € State whereby the type of the well order is a successor ordinal

Proof By induction on the structure of S, while loop being the main case 0O

For example, the components of the execution trace of while true do ¢
are numbered by ordinals 0,1,2,3,... and ® in transfinite semantics and by
0, ;, i, g, ... and 1 in lazy fractional semantics; the components of double infi
nite loop while true do while true do ¢ are indexed by ordinals from 0

to »? in transfinite semantics and as shown in Fig 8 in lazy fractional semantics

0 1

Fig. 8. The domains of lazy fractional semantics of statements while true do ¢
(above) and while true do while true do ¢

5 Fractional Semantics for Recursion

To handle recursion lazily, unloading infinitely deep recursion must be enabled
This involves chains with no least element, so transfinite semantics do not qualify
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Fig. 10. Construction of the domain of lazy fractional semantics of g in context of
declaration (2)

The simplest example is obtained by declaration
proc p() is call p() . (1)

Originating from the assumption that fix Tf,) is a fixpoint of Tf,) in Fig 4, we
obtain the lazy trace depicted in Fig 9 Two infinite sequences  one ascending
and another descending  are both converging to ;’

The trace domain of the fixpoint in the case of declaration

proc g() is (call g() ;call g()) (2)

is built step by step in Fig 10 Each step adds twice more points than the
previous since the number of uninterpreted calls doubles every level The fixpoint
domain forms a fractal structure A rational number between 0 and 1 belongs to
it iff its octal representation is finite and each its digit after octal point is either
1 or 3 except for the last one which can be also 2 or 4 The set of all possible
limits of converging sequences of rationals in this set is uncountable

The next interesting issue is the way how to define states of variables for
configurations on such traces Constructing the fixpoint similarly to the case of
while loop which seems a natural approach results in the following definition

Definition 5.1. Let  be a kind of trace semantics and \s.s' be a fized state
transformation For G € (Env, — Env,) — (Env, — Env,;), choose

fix G = im(G'(\e. AP. Avy, ..., vy, As. cons,.((s | [€]),single (s’ |nil))) :i € N) .

Unfortunately, this approach has severe flaws We finish the section by pointing
them out; a way to define fix appropriately for all cases is yet to be found
Firstly, fix Tg in lazy fractional semantics turns out not to be necessarily a
fixpoint of Tg For seeing that, consider declaration
D =proc d() is (x := -x;call d();z := X * X) .
In the sequence in Definition 5 1, the value of x at g (the place of the very
last assignment to z) in the case of a fixed initial state is alternating between x
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and —z (where z is the initial value of x), hence the value assigned to z at 3 is
stabilizing to 22 In the limit trace therefore x has value T at g but z has value
2% In the result of applying 22 to the limit, z is assigned T # 2

Secondly, the sequence in Definition 51 whose limit has to be found is
even not necessarily abstractly stabilizing Namely, the predicate in declaration
proc c() is (x := -x;call c();if x > 0 then z := 0 else ¢)
can take opposite values every two consecutive levels of iteration Since the
lengths of statements in the branches are different, there exist rational numbers

(eg 176) alternately belonging and not belonging to the domain of the trace

6 Conclusion

In the paper, we proposed fractional semantics to replace the less powerful trans
finite semantics for defining program slicing soundly We gave a general definition
schema for both strict and lazy variants of this semantics, the latter subsuming
transfinite semantics Schemata of both variants differ very little, the fixpoint
operator for while loop has a parameter whose value determines the variant

In the related papers [4,6,7], transfinite semantics may seem a bit ad hoc
Our parametric representation shows artlessness of this choice It also turned
out that the rules producing transfinite semantics in the case of while loop lead
to fractal structures in the case of recursion However, a precise way to define
fixpoints for recursion case was missing, this remains an open problem
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in a Modal Extension of Separation Logic*
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Abstract. This paper proposes a modal extension of Separation Logic [1, 2] for
reasoning about data-parallel programs that manipulate heap allocated linked data
structures. Separation Logic provides a formal means for expressing allocation of
disjoint substructures, which are to be processed in parallel. A modal operator
is also introduced to relate the global property of a parallel operation with the
local property of each sequential execution running in parallel. The effectiveness
of the logic is demonstrated through a formal reasoning on the parallel list scan
algorithm featuring the pointer jumping technique.

1 Introduction

Parallel prefix or scan on arrays is a fundamental collective operation in parallel com-
puting [3,4]. For example, the parallel prefix sum algorithm computes the sums of
prefix subsequences of an integer array. The prefix computation can be efficiently im-
plemented on parallel computers, where the basic technique is simultaneous addition
of array elements at indices of exponentially increasing intervals. The same technique
applies to implement a range of parallel algorithms including parallel sorting, maxi-
mum segment sum, etc. A data-parallel programming paradigm is best suited for the
implementation, where the same sequential program processes every different array ele-
ment simultaneously, as attributed by the SPMD (single program, multiple data-stream)
execution scheme [5].

A similar but more sophisticated programming technique can even implement par-
allel collective operations on linked data structures, e.g., lists and trees. The program
in Figure 1 implements a data-parallel scan operation on integer list that computes the
sum of every sublist, where the integer list is expressed by a linked structure. Each cons
cell allocates an integer value in the head position and a pointer to the successor cell (or
a special value nil when there is no successor cell) in the tail position.

The programming technique employed in the program is called pointer jumping
[3,6]. As depicted in Figure 1, in each step of parallel execution, the tail position in
every cons cell is updated with the value contained in the tail position of the successor
cell and also the integer value in the head position is added with that in the successor

* A preliminary short summary of this paper was presented at the 3rd Workshop on Semantics,
Program Analysis, and Computing Environments for Memory Management (SPACE 2006),
Charleston, SC, January 2006.
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(* p is a pointer to the initial cell of the list *)
q:=[p+1];
while g # nil do
begin
forall x — n,t in (allocation addresses of list cells) do
begin var m;
ift #nilthenm :=[t];r:=[t+1]; [x] :=n+m; [x+ 1] :=1¢
end;
q:=[p+1]
end

mital ] 3T 31U A

Ist iteration (2 i 2 idZ idZ idZ idZéIgUél
2nd iteration |4| L|4| L|4| \I\‘@W

srditeration [71/] 61 511 4l 31 214 LA

Fig. 1. Data-parallel list scan algorithm

cell. Every single step of parallel execution is expressed in the program by a data-
parallel primitive, the forall command. In the program, the forall command executes
the command body for every different cons cell in parallel, with x bound to the alloca-
tion address of the cons cell and n and ¢ bound to values stored in the head part and the
tail part of the cell, respectively. In the command body, [p] stands for dereferencing of a
pointer p, [p+ 1] for dereferencing with displacement 1, and the command [e] := ¢ up-
dates the address e with the value of ¢’. The iteration is terminated as soon as the tail po-
sition of the initial cell has been set to nil. It is easy to see that the iteration requires only
a logarithmic number of steps, since the length of pointers is doubled per each iteration.

This paper proposes a program logic, in the style of Hoare, for verifying such data-
parallel programs implementing a collective operation on linked data structure, on top
of a formal semantics of a suitable data-parallel programming language.

So far several formal semantics have been proposed for data-parallel programming
languages (e.g., [7, 8, 9]). The most prospective for our purpose would be the assertional
approach by Bouggé et al. [7]. However, they only deal with arrays as the primary data
structure for parallel processing. Thus pointer jumping is expressed with indirection
of interpreting pointers as array indices. This is not merely a notational issue. More
significantly, it obfuscates the logical structure of the program, by having the formal
reasoning stick to particular properties of integer arithmetics.

Our formal proof system for verification deals with a data-parallel programming
language in which pointers are first-class citizens. Pointer operations are notoriously
hard to reason about, even in sequential programs. We solve the difficulty by adopting
Separation Logic [1, 2], which has been recently developed for compositional reasoning
on pointer manipulating programs.

As we shall discuss later, parallel list scan instantiates the divide-and-conquer strat-
egy, where a data set is decomposed into disjoint subcomponents that are subject to
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successive parallel processing. The parallel processing of subcomponents is guaranteed
safe, as disjointness implies non-interference among parallel threads of sequential exe-
cution. Separation Logic allows us to express this property of the program in a notably
elegant way.

In addition to the standard features of Separation Logic, we extend it with a modal
operator, expressing modal possibility up to alteration of the heap contents. (Although
our modal operator is much alike Berger, Honda, and Yoshida’s content quantification
[10], ours has a fundamental difference from theirs: theirs takes care of a single address,
while ours mentions about the entire set of allocation addresses of the current heap.)
The modal operator provides a logical means for relating the global property of the
execution of a forall command with the property local to every sequential execution
running in parallel.

The rest of the paper is organized as follows. Section 2 introduces Separation Logic
with a modal extension. Section 3 informally explains the logical structure of parallel
list scan algorithm and interprets it into a formal specification in Separation Logic. In
Section 4, we give a formal definition of the data-parallel programming language and a
sound proof system for it. Section 5 gives a formal correctness proof for the parallel list
scan. Finally, Section 6 concludes the paper.

2 The Assertion Language of Separation Logic with Modality

This section gives the formal definition of the syntax and semantics of the assertion
language of Separation Logic extended with modality. Separation logic extends first-
order logic with assertions for mentioning about heap storage. We assume a shared
memory model for the heap storage, where a single global memory space is shared
among all parallel execution instances.

Given a partial function f, let us write f[x; — vi,...,x, — v,] for a partial func-
tion g such that dom(g) = dom(f)U{x1,...,xn}, g(x;) = v; forevery i, and g(y) = f(y)
for every y € dom(f) \ {x1,...,x,}. We write f#g to mean that f and g have dis-
joint domains. We also write f * g for the disjoint union of the two functions, if ffg;
f * g is undefined otherwise. Sometimes we represent a partial function f by its graph
{(x,f(x)) | x € dom(f)}. The notation f | A expresses a restriction of f to a set A, i.e.,
FIA={(x.f(x)) | x € dom(f) NA}.

Let Var be a set of of variables. We define the set Val of values as the set of integers
and the set Addr of addresses as the set of non-negative integers, hence Addr C Val.

Our formal model of storage consists of two semantic domains, sfore and heap:

Store = Var — Val Heap = Addr — g, Val State = Store x Heap.

A store is a total mapping from variables to values. A heap is a finite partial mapping that
associates each address with its content. The state of the entire storage is represented
by a pair of a store and a heap.

The syntax of the assertion language is given below.

e = (integers) | nil | x| e+e (expressions)
P ::=true |false|e=¢|-P|PVP|PAP|3xP|Vx.P|P=P

assertions
|emp |e—e|PxP|P *P|OP ( )
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An expression e is either an integer value, a constant symbol nil, a variable, or a
sum of integers. We assume the symbol nil stands for a non-address value. In addition
to the standard connectives of first-order logic, the assertion language provides several
separating connectives and a modality. We write FV(P) for the set of free variables, i.e.,
variables whose occurrence in P is not in the scope of any enclosing quantifier.

Given (s,h) € State, the interpretation of assertions is defined as below. Let us write
[e]s to denote the value of expression e interpreted under the store s. We define the judg-
ment s,h |= P as follows. (The interpretation of the remaining connectives is standard
and is omitted for the lack of space.)

s,h = emp iff dom(h) = 0.

sshiEe e iff [e]ls € Addr and h = {([e]s,[¢']s)}.

s,hi=PxQ ifft h="hy*hy, s,hy = P, and s, hy |= Q for some hy, hy.
sshi=P % Q iff {7’ and s,h" = P implies s,h*h' = Q, for all /.
s,h = OP iff dom(h) = dom(h') and s,h" |= P for some /'

The assertion emp indicates an empty heap that allocates no contents yet. Points-to
relation e — ¢’ indicates a singleton heap, which allocates a single content ¢’ at the
address e. Separating conjunction P x Q holds for the current heap h iff there exists a
disjoint separation of the heap & = hy * h; such that P holds for /; and Q holds for ;.
Separating implication P * Q says that Q holds up to any expansion of the current heap
that satisfies P. The modal operator is new to this paper. The assertion P means that
the assertion P can be made true by appropriately changing currently allocated values.

Here we introduce some notational conventions. We write e — ey, ez,.. ., e, for (e —
e1)*(e+1—epx)x---x(e+n—1+ e,) (n>1), namely, a block of size n allocating
values ey,...,e, at consecutive addresses starting from e. Inexact variant of points-
to relation e — ey,...,e, abbreviates e — eyq,...,e, x true, which indicates that the
current heap at least contains the allocation as expressed by e — ey, ...,e,. A symbol —
in the right hand side of — or < stands for an existentially quantified variable, e.g.,
x — 1,— — for dyz.x — 1,y,z. Throughout the paper, we assume that * binds more
tightly than A; we follow the usual convention on the precedence of bindings for other
connectives.

We also consider the following subclasses of assertions.

— An assertion P is called pure if it is independent to heap, that is, 5,4 = P implies
s,h' |= P for any h'. Syntactically, any assertion is pure if it is free from assertions
and connectives that are affected by heap, i.e., emp, *, *, —, and <.

— An assertion P is called precise if, for any store s and heap 4, there exists at most
one subheap /' such that /' C h and s,i’ = P. Assertions which are built from
logical expressions only using emp, *, <, e — ¢/, and e —— form a conservative
subclass of precise assertions.

— An assertion P is called strictly exact if P determines at most one heap, that is, for
any store s and heaps h,/, s,h = P and s, i’ |= P implies h = i’. Any assertion that
is built from logical expressions only using emp, *, and e — ¢’ is strictly exact.

Obviously any strictly exact assertion is precise.

Some logical properties of the assertion language will be given later in Section 5.
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3 Specifying Parallel List Scan

A large body of parallel algorithms can be explained as an instance of the divide-
and-conquer strategy, where a problem is divided into subproblems of smaller
sizes and solutions to the subproblems later combine to give the final solution. The
strategy merits parallel implementation, as disjoint subproblems can be safely solved in
parallel.

3.1 An Informal Description of the Correctness of Parallel Scan

Let us show that the data-parallel list scan (3
algorithm is another instance of divide-and Iy

conquer. Figure 2a gives a graphical presen- m/‘-w
tation of a single step of pointer jumping on

a linked list. The figure indicates that a sin- Fig. 2a. Odd-even list partitioning
gle step of pointer jumping corresponds to
an odd-even partitioning of the list: the par-
allel operation splits the list into two dis- 0

joint sublists, one consisting of cells sitting N e g g
at odd positions of the original list and the (A AY
other consisting of cells sitting at even posi- {

tions. Successive execution of parallel pointer @

jumping simultaneously operates on the par-

A
titioned sublists, further splitting each sublist w

into two disjoint smaller sublists. The itera-

tion continues until the original list is decom- LA A o LA £
posed into a set of singleton lists (Figure 2b). A ta
Note that the iteration respects the follow- Fig. 2b. Iterated partitioning

ing loop invariant: “Each iteration preserves

the sum of integers reachable from every cons cell.” This invariant implies that, when
the program terminates, every cons cell holds the sum of all the integer values reachable
from that cell in the original list. Thus, we obtain the list scan.

3.2 Formal Specification in Separation Logic

In the rest of this section, we express a formal specification of the properties dis-
cussed above in Separation Logic. We give a specification of program in Hoare’s par-
tial correctness assertion form, written {P} C{Q}, which means that, for any state
satisfying the precondition P, the program C safely executes without errors such
as memory faults and, if it ever terminates, it ends up with a final state satisfying the
postcondition Q.

Let us write [] to stand for an empty sequence of values and a :: ¢ for a sequence
beginning with a value a followed by a sequence £. We also abbreviate a; :: (ap :: (--- i
[):--) by [a1,a2,...,a,). In what follows, we use meta-variables T,7’, ... to range over
sequences of integers and 6,0’, ... over sequences of addresses.
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Let us define a few predicates for sequences.

- part(0,0;,07) iff either 6 = 6; =02 =[] or 6 = [p1, P2, ..., Pi)> O1 = [P1,P3s-- -,
p2Lk£1J+1L andGZZ [p27p4’~ 7p2 } (k> 1)
- alts(t,71,T2) iffeithert=11 =1 = [] ort=[n1,na,...,n), 11 = [p(1),p(3),..

P23+ 1)), and 12 = [p(2),p(4),...,p(2 5 ])], where p(k) = nx and p(i)
ni+niiywhen0<i<k—1(k>1).
- sum(t,m) iff T = [n1,n2,...,m] and m = Z;‘:l n; (k>0).

The predicate part(c,0;,02) gives the result of odd-even partitioning of the se-
quence G in 0] and G, the odd part and the even part, respectively; alts(T,T1,T2)
indicates that T; (T2, resp.) is the integer sequence obtained by adding every odd (even,
resp.) element in the sequence T with its successor element; sum(t,n) gives the sum of
integer sequence T in n. Figure 3 lists some properties relevant to these predicates.

part(c,[],02) & 6 =0) =] (3.1
alts(t,[,n)et1=1=] (3.2
alts([n],11,12) & 1 =[] AT2 =] (3.3)
part(n::o,m: 01,02) < n=mApart(0,0,,0]) (3.4)
alts(numut,n o 1,0) ©n' =nt+mAalts(m::1,1,71) (3.5)
alts(1,71,T2) Asum(T,n) < alts(T,Ty,T2) Asum(T,n) (3.6)

Fig. 3. Properties of sequences

We define assertion R(i, p,0,7) to indicate the heap state when the i-th iteration of
pointer jumping has just finished, where p is the pointer to the initial cell of the list and
¢ and 7 are the sequences of allocation addresses and integer values of the original list,
respectively. The inductive definition' of the assertion is given below.

R(i,p,[),[]) =i>0Ap=nilAemp

A

R(0,p,r:o,n::t) = p=rA3dq.(p+—n,q*R(0,q,6,1))
R(i,p,ruzo,n:1) 2i>0Ap=rA(R(i—1,p,61,71)*3q.R(i—1,q,62,72))
where part(r:: 6,61,02) and alts(n:: T,T1,T2).

When i = 0, the assertion represents a non-circular, heap allocated linked list struc-
ture [1]. When i > 0, the assertion indicates that the heap allocates two disjoint sublists,
the odd part R(i — 1, p,01,71) and the even part R(i — 1,¢,62,72), where each sublist is
further partitioned i — 1 times more.

We also define assertion I1"(G) (n > 1), whose inductive definition is given by:

1*([]) £ emp M (p::6) £ ;- xy.p = X1,..., %, *[1"(0).

! Though the present assertion language does not formally include inductive definitions, it would
be extended with fixed point operators as in [11].
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The assertion IT"(c) indicates that the heap allocates non-overlapping blocks of the
same size n at addresses as listed in G.

The properties about the program given in Figure 1 that we have informally discussed
above can be specified as follows.

Proposition 1. Let Cgoran and Cyhile denote the command bodies of the forall and while
command of the program in Figure 1, respectively. Then the following properties hold.

(a) {R(i,p,0,1)} forall x — n,t in 6do Cyoran {R(i + 1,p,0,7)}

(b) {3i.R(i,p,0,w) Ap+1 = g} while g # nil do Cypjie {Fi.R(i,p,0,w)Ap+1—
gNg=nil}

(¢) R(i,p,p1::0,n1 = 1)Ap+1<—nil = 3q.(R(i,q,6,T) A(g =nil Vg+ 1 < nil)) %
(p = p1 A p = n,nil), whenever sum(n; :: T,n).

The specification (a) indicates that every single execution of the forall command cor-
responds to a single step of parallel pointer jumping. The specification (b) identifies
Ji.R(i,p,0,w) A p+ 1 < g as the loop invariant. The implication (c) indicates that the
invariant property on the sum of integers discussed earlier is intrinsic to the definition
of R(i, p,0,T).

4 Program Logic for a Data-Parallel Programming Language

We consider a simple data-parallel programming language as given below:

b ::=true |false|e=¢|—-b|bVb|bAD
C :=x:=c|x:=e]||e] :=¢ |skip | C;C | begin var x; C end
| if b then C else C | while b do C |forall x — y;,...,y,incdo C (n > 0)

where meta-variable e ranges over the set of expressions and ¢ in the forall command
over the set of non-empty sequences of address constants.

The language consists of the following components. Assignment command x := e
updates the variable x by the value of the expression e; Lookup command x := [e] as-
signs x with the dereferenced value of the address e; Mutation [e] := ¢’ updates the
content at the address e by the value of ¢’; The command skip does no operation. These
atomic commands are composed via sequencing Cy; C;, block structures begin - - - end
with local variable declaration, conditionals, while loops, and the forall primitive for
parallel execution. As usual, if b then C abbreviates if b then C else skip.

We write FV(C) for the set of free variables in C, i.e., variables which are not in
the scope of local variable declaration of a block structure or a parallel command. We
also write MD(C) to denote the set of free variables which can be updated by a vari-

able assignment, i.e., variables that have a free occurrence of the form x := --- in C.
We assume that, for every parallel command forall x — y;,...,y, inc do C, MD(C) C
{915}

We give the formal semantics of this language in the style of big-step operational
semantics that derives an evaluation relation either of the form (s,h),C ~» (s, k') or
(s,h),C ~ abort. The former indicates that the command C with initial state (s,%)
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[e]s € dom(h)

(s,h),x:= e~ (s[x+— [e]s],h) (s,h),x := [e] ~ (s[x — h([e]s)],h)
[e]ls € dom(h) (s,h),C~ (' 1)
(s,h),e] := € ~» (s,h[[e]s — [€]s]) (s,h),begin var x;C end ~ (s'[x — s(x)], 1)
MD(C) C{x,y1,---,¥n} 6=[p1s- -, Pm] (m>1) h=Hnxn"
W =h*--xhy, dom(h}) ={pi+d|0<d<n—1}foreveryic{1,...,m}

(S[XHPhyl = h/(pi)v"“,yn = h/(pl+n_ 1)}71’1/),6"\” (Si7h;/) for everyie {17,m}
(s,h),forall x — yi,...,y, incdo C~ (s,U{(pi+d.h! (pi+d)) |0<d <n—1}xh")

Fig. 4. Operational semantics of the data-parallel programming language

ends up with a final state (s’,/’), while the latter stands for an execution aborted by
an error.

Figure 4 gives derivation rules for a part of commands, where the notation [e]s de-
notes the result of evaluating the expression e under the store s. We omitted standard
rules for other commands and the rules that lead to abort. A program can be aborted
either by a memory fault (via a lookup or a mutation into a non-allocated address) or
by an underallocation in the execution of forall, i.e., the heap allocates fewer addresses
than the required set 6 of addresses designated in the forall command.

In the execution of the command forall x — y1,...,y, in cdo C, the command body
C is simultaneously evaluated for every different address x taken from a fixed finite set
of heap addresses explicitly given by ¢. (In practice, 6 could be automatically derived
from, say, a reference name to a collection of heap allocated data, in a suitable extension
of the present language.) Every different execution of the command body is in charge
of updating the contents allocated in a contiguous block of size n starting from the
address x, with yj,...,y, bound to the values stored in the block. The condition 4’ =
) *--- % h}, in the premise of the operational semantics requires that the allocation
addresses of different blocks do not overlap. The variables x,yy,...,y, are local to each
execution instance; their variable assignments will be restored to the original ones, upon
termination of the parallel execution.

In order to avoid inconsistencies that may arise by concurrent writes to the shared
heap memory, we assume that every execution instance of a parallel command oper-
ates on its own local copy of the entire store and the heap blocks subject to the parallel
processing. Every instance is allowed to read and write the local copy of the storage, ex-
cept that global variables are read only. However, the effect of updates is only reflected
to the local copy and is not accessible from other instances during parallel execution.
Upon termination of the parallel execution, the store is restored to the original one and
the contents of every heap block are updated to those of the local copy of the cor-
responding block held in the associated execution instance; the contents of irrelevant
blocks in the local copy of each execution instance are discarded.

To summarize, an update to the heap is meaningful only if the updated address be-
longs to the block associated with the instance that executes the update. We also note
that no execution instance can change the heap domain, as the language does not include
commands for heap allocation and deallocation. There are many data-parallel programs
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that do not adhere to this limited set of heap operations, of course. However, the primary
goal of this paper is to develop a formal proof system that gives a clear logical account
for pointer jumping, a common programming technique in parallel computing. We pre-
sumed this reduced pattern of heap operations for the sake of a simpler specification of
the parallel command.

4.1 Hoare Logic for Data-Parallelism

We define a specification {P} C{Q} is valid iff (s,/),C ~» (s,h’) implies ', &’ = Q, for
all (s,h),(s', ') € State satistying s,h |= P,

The inference rules for deriving valid specifications are given in Figure 5. The upper
half of the figure consists of the rules for commands. Most of the rules are standard
except for LKP, MUT, and PAR. LKP and MUT give a weakest (liberal) precondition
for the lookup and mutation command, respectively, where logically equivalent variant
rules can substitute for them [1, 2].

The inference rule PAR is explained as follows. The condition P = I1"(G) in the
premise indicates that the heap mentioned by the precondition P has to disjointly allo-
cate a contiguous block of size n at every address listed in 6. The conjunct (IT! (6) Ax —
—) * true of the precondition implies that in any execution instance x must be bound to
the initial address of a separate block. The rest of conjuncts P Ax — y1,...,y, indicates
that yi,...,y, must be bound to the contents allocated in the block.

Every different execution of the command body C is intended to update a contigu-
ous block (referred to by x) with contents as mentioned by the postcondition Q. How-
ever, simply putting 3y; -+ -y,.(Q Ax < y1,...,y,) overspecifies the postcondition of
the command body, since every single execution instance of the command body is only
in charge of updating the block allocated at the address x and does not care about other
blocks. (If it ever updates other blocks, the effect will be canceled by other parallel
execution instances that are in charge of updating those blocks.)

Here we utilize the modal operator as follows in order to mention about such a lim-
ited portion of heap addresses out of the entire set of addresses:

v,y (= v, Y AC(QAX = Y1, ).

The first conjunct indicates that the heap allocates contents yy,...,y, at the address x;
The second conjunct requires the contents yy, ..., y, to respect the assertion Q but leaves
those contents allocated at other addresses unspecified.

The inference rule comes with a few side conditions for technical reasons. In the
precondition of the premise, the variable x is aliased to a fresh variable z, because the
denotation of x may be altered by an assignment. Variables x,yy,...,y, are local to every
sequential execution of the subcommand C and hence they are assumed not free in P
or Q. Finally, we require that Q be a strictly exact assertion.

The condition that Q be a strictly exact assertion is vital for the soundness of the
inference rule. When we reason about, somewhat informally, a data-parallel execution,
we resort to the assumption that every different parallel execution of the same command
ends up with a single unique result as specified by the postcondition. If Q is strictly
exact, this uniqueness is guaranteed. Otherwise, inconsistencies may arise. For instance,
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ASBN o iixim (Pt T BePine—otxim g qpy S TVEOUEVE)
MU e sPemd (P} N (Pyskip (P}
{pyc{o'}y {o'}c'{0} {ryc{o}
Sea {P}C;C' {0} BLK {P} begin var x; C end {Q} X FV(P)UFV(Q)
L PAGICIPY PAmeICPY o (PAOKC(R)
{P}if Q then C else C' {P'} {P} while 0do C {P A -0}

" ((IT' (6) Ax ——) x true)A Iy (2= Y1, A
P= 1) {PAX‘—Wlw-wynAx:z ¢ S(@AZ= Y1, 5¥n))

PAR .
{P}forall x — y;,--- ,y, incdo C{Q}
X, V1590, 2 € FV(P)UFV(Q), z ¢ FV(C), and Q is strictly exact.
p=P  {Pc{Q} 0O'=0 {prc{o}
CONSEQ (PrC {0} Exa (3P} C {3x.0} x¢€FV(C)
oy PICIO) (BICO) o PIClR)

{PIVP}C{01V 0y} {P«R}C{Q*R}

Fig. 5. Inference rules for Hoare triples

consider a derivation for a parallel command {P} forall x — y in [1001,1002]do C {Q}
with @ £ (1001 — 1% 1002 — 3) v (1001 + 4 % 1002 ~— 6), which is not a strictly
exact assertion. Then the execution of the parallel command can result in a heap, say,
h = {(1001,1),(1002,6)}, as this adheres to 3y.(C(Q Az — y) Az —y). However &
does not satisfy Q and therefore the inference is not sound.

Theorem 1 (Soundness). If {P} C{Q} is derivable, then {P} C{Q} is valid.

Proof. The soundness of the FRAME rule follows from the safety monotonicity and
the frame property [12], which are proved by induction on the size of derivation of
evaluation relations.

To show the soundness of the PAR rule, suppose we have a derivation that ends up
with a conclusion {P} forallx — y;,--- ,y, incdo C {Q}, with 6 = [p1,...,pn] (m >
1). Let (s,) be any state such that s,/ = P. By the premise P = I1"(c) of the inference
rule, we have i = hy % --- % hy, where h; = h [ {p;+d |0<d <n—-1} (G € {1,---,m}).
Lets; = s[x — pi,y1 — h(pi),...,yn— h(pi+n—1)]. Since x,y1,...,yn,2 &€ FV(P), we
have s;[z+— pi],h = ((TT'(6) Ax < —) xtrue) AP Ax < y1,---,y, Ax = z. Hence, by
induction hypothesis, for every i, we have (s;[z — pi,h),C ~> (s}, h}), for some (s},h}) €
State satisfying dom(h}) = dom(h) and

S E I e = 1, I AC(QAZ = Y1,y )n)). ()
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Here we notice that s}[z — s(z)] agrees with s for any variable other than MD(C). Hence,
it follows from x,yi,...,yn,z € FV(Q) and (t) that s,h] = Q for some A/ such that
h!(q) = hi(q) for every i € {1,...,m} and g € {p;i+d |0 <d < n—1}. Since Q is
strictly exact, we have /] = h// for every i,j € {1,---,m}. This implies that s,/’ |= Q
holds, where i’ = U {(pi +d,hi(pi+d)) |0<d <n—1}.

The proof of other rules is rather a routine and is omitted. O

5 The Correctness Proof for Parallel List Scan

This section gives a proof for Proposition 1 and shows the correctness of the parallel
list scan program given in Figure 1.

In the proof, we will exploit the properties of assertions listed in Figure 6. In addition
to general properties of the classical BI logic [1], the list contains those specific to
connectives —, — and also to the subclasses of pure and precise assertions. Note that
the given set of axioms and inference rules are by no means complete; neither they
are not minimal in the sense that some properties are derivable from others. In the
subsequent formal derivation, the rules in Figure 6 that have no reference number will
be used in the subsequent proof without explicitly mentioned.

Lemma 1. Let n be any positive integer. Then R(i,p,0,7T) is strictly exact, I1"(0) is
precise. Also, the following formulas are all valid.

(a) T1"(c) = I1! (o) * true

(b) 11"(0) < I1"(01) *I1"(02), whenever part(c,61,02).

(c) R(i,p,p':on:t)=p—n—Ap=p

(d) R(i,p,[p'];[n]) & p' = n,nilAp=p'Ni>0

(e) OR(i,p,0,1) < OR(i+1,p,6,T)Ni>0

(f) (I1'(6) A p ——,—)*true AR(0, p,c,T) = false

(g) R(i,p1,p1::01,71)*(R(i,p2,062,T2) Apa+ 1 <= nil) = p; + 1 < nil,
whenever part (o, p; :: 61,02) and alts(T,71,T2) for some G and T.

We omit the proof, which is by routine induction on i and the length of ©.

Proof of Proposition 1(a). By the inference rule PAR, it is sufficient to show the deriv-
ability of the specification:

((TT'(6) Ax ——) * true)A c Jnt.(z = n,tA 5.11)
R(i,p,6,0)Ax —niAx=z[ MV ORi+1,p,0,0)Az—nit)) [

Proof is by induction on i and the length of ¢ (and 7).

Case 6 =t =[]. It vacuously holds by the rule CONSEQ.

Case 6 =[p'] and T = [n']. We have R(i,p,0,T) Ax > nitAx=z&i>0Ax—
n,tAn=n' Ax=zAz=pAp=p' At =nil by lemma 1(d), (5.5), and (5.1). Since the
conjunction of this formula and ¢ # nil leads to absurdity, by the rules |IF and CON-
SEQ, (5.11) is derived from the implication x — n,t An=n'Ax=zAz=pAp=
p'At=nil= nt.(z— n,t AO(p' — 1’ nil Ap = p’ Az n,1)), which follows from
(5.1), (5.5), and (5.6).
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(P+xQ)*xR< Px(Q*R) PxQ< Q*P Pxemp & P
(Pl \/P2)>kQ<:> (P] *Q)\/(P2*Q) (Pl /\Pz)*Q:> (Pl *Q)/\(P2*Q)
(Fx.P)x Q< Ix.(PxQ) and (Vx.P)xQ = Vx.(PxQ) where x is not free in Q

P=0 P=0 PxQ=R P=(Q xR) P=0
P «Py= Q1%0> P= (0 xR) P+xQ=R OP = <00
P=OP O(PVQ)&OPVOQ  O(PAQ)= OPAGQ
W.OP < OTxP O(P*Q) & OPxOQ
Xy I A = e g e Xy Ax =X AN i = (5.1)
x=XAx—=yAX =y =>y=H 5.2)
x=—*x >— xtrue = x # x’ (5.3)
Pxti—l—=y) e x =y, (5.4)
XYLy AX =Y Y Sy AXY =y, (5.5)
Olx—y) e x— (5.6)
(PrsP)Ax >y (PLAx—y)x Py VP x (P Ax —y) (5.7)

For any pure assertions P, Py, P,,
PIANP, &P xP, (PANQ)*xR& PA(Q*R) P& OP O(PAQ) < PAOQ
((PAQ) = (PAR)AP=Q *(PAR) (5.8

For any precise assertions P, Py, P,,

(PxQ1)AN(PxQ2) & P*(Q1N0Q2) (5.9)
(PLAQ1)* Py AP % (PaAQ2) < (PLAQL)* (P2AQD2) (5.10)

Fig. 6. Properties of assertions

Case G=p1::pr::0,T=ny:ny::7,andi=0. We prove by case analysis on the
equality of p and z.
First consider the case p = z. Below we show the proof outline for the then clause
of the conditional in Ciopan:
{(p1—=n1,p2 Ax = n,t)xpr > m,q\Np=pi Ax =2z}
{(x—>—,—%xpy——,=)At —na,qAp=piAp1=zAn=nAx=z} by(5.5)
m:=[t];1:=[t+1]
{x—>——%xpr—— = )Ap=piIApI=zAn=nAm=mAqg=tAx=2z}
{(x—>—,—%xpar>—,—)*(x— (n+m),t xx+— (n1+n),q) _®
Ap=piApI=zAx=2z}
X :=n+mx+1]:=t
{(x— (m+m),qxpr——,—)Ap=piAp1=zAx=12}
{(z—= (n1+n2),qxp2——,—)A\p=p1Ap1=z}.
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The proof step (*) is derived as follows. Let Py = n; =nAn, =mAq=t. Then
we have emp APy = (x — (n] +m),gAPy *x+— (n1+n2),gANP) NPy = x —
(n+m),t *x— (n+n),gbyemp=-Q =0, (5.8)and(5.1).

Thus we have the proof outline for Cgran as below, where o), 65, 1), T, de-
note sequences satisfying part(p; :: p2 :: 6/, p1 :: 6, p2 :: 65) and alts(n; ny
v, (n1+n2) 1), 75).

{p=zA(IT'(c) Ax ——) xtrue AR(0, p,G,T) Ax — n,t A\x =7z}

{(p1+— n1,pa Ax = n,t)*(pa— n2,q) *xR(0,q,6',7)A\p=p1 Ax =7}

Ctorall by FRAME,EXQ, (5.7), (5.3)

{(z— (m +n2),q*p2>—,—)*R(0,q,06', V) Ap=p1 Ap1 =2}

{z= (mi+mn),qgN S(p=piAp1=zA(p1— (m1+n),q by (5.1), (5.6),

Az (n;+n2),q)*R(0,q,67,7)) *R(0, p :: 65,75))} and lemma 1(e)
{3nt.(z—= n,t ANO(R(1,p,0,T) ANz—n,t))} by (5.7) and EXQ.
Let 6},05,7},7, be defined as above. The other case p # z is proved as follows.

{p#zA(IT'(6) Ax ——) xtrue AR(0, p,G,T) Ax — n,t Ax =7z}
{p1——x (1 (p2 :: ') Ax ——) xtrue by EXQ, (5.7), (5.3)
Ap1—ni,pax (R(0,p2,p2: 6" ny i ) Ax —nt) Ap=pi Ax =7z}
{(p=piAp1—ni,p2)«(IT'(py:6') Ax ——)*true by (5.5), (5.1), (5.9),
AR(0,p2,p2 6/ my i) Ax—ntAx=z} (5.7),(5.4), lemma 1(f)
Corall
{(p=p1Ap1+—ni,p2)x
Int.(z = n,t AO(R(1,pa, p2 1O np i T) Az — 1))}
{3nt.(z—= n,t ANO(p1 — (n1 +n2),q%
R(0,9,01,7)) *R(0,p2 :: 65,Th) Ap=p1 Az—n,t)} by (5.6)
{3nt.(z—= n,t NO(R(1,p,0,1) Az — n,t))}. by EXa

by L.H. and FRAME

Combining the two cases, we derive the specification (5.11) by the rule DISJ.
CaseG=pi:pr6,T=n;ny 7, andi > 0. Let 6}, 65, Ti, To be sequences
satisfying part(o’,0],05) and alts(t,7;,72), and also define R;(i) £ R(i,p;,p; ::
o},7;) for every j € {1,2}. Then for every j € {1,2} we have:
{p=pi A" (G) Ax ——)xtrue AR;(i — 1) * (R3_j(i — 1) Ax — n,t) Ax =z}
{(p=p1 AR;(i—1)) % ((TI'(63_;) Ax ——) xtrue by lemma 1(a) and (b),
AR3_j(i—1)Ax—ntAx=2)} (5.7), (5.10), (5.3)

Ctoran
{(p=p1ARj(i—1))*3nt.(z— n,t NO(R3—(i) Az n,t))} by LH. and FRAME
{3nt.(z—= n,t NO(p=pi ARj(i) *R3_j(i) ANz — n,t))} by lemma 1(e) and (5.7).

Therefore (5.11) follows from R(i,p,0,1T) < p=pi AR (i—1)*Ry(i— 1) and
(5.7) by the rule DisJ. m]
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Proof of Proposition 1(b). When ¢ = [], the assertion vacuously holds. Suppose ¢ #
[J. We have {R(i,p,0,w)} Croran {R(i+ 1, p,0,w)} by proposition 1(a) and {Jz.(R(i +
Lp,ow)Ap+1—=2z)}tq:=[p+1]{R(i+1,p,0,w)Ap+ 1< g} by the rule LKP.
Since R(i+ 1, p,0,w) = Jz.(R(i+1,p,0,w) A p+ 1 — z by lemma 1(c), it follows that
{R(i,p,0,w)} Cioran; ¢ := [P+ 1] {R(i+ 1, p,0,w) Ap+ 1 — g} by the rules SEQ and
CONSEQ. Thus the assertion follows by the rules EXQ and WHILE. O

Proof of Proposition 1(c). By induction on i and the length of ¢ (and 7).

When i =0, wehave R(0, p, p1 :: 6,11 :: T) Ap+ 1= nil=3q.(p — n1,q*R(0,q,06,
))Ap=piAp+1=nil=34.(R(0,q,6,T) Ag=nil)x (p = p1 Ap— ny,nil) by (5.2).
This indicates that 6 = T = ] and thus sum(n; :: T,n;).

Suppose i > 0. The case 6 = T = [ is likewise proved. Let 6’,6},065,7,7,7) be
sequences satlsfymg c=pr:0,T=ny 7T, part(c, 61,62) and alts(ny T, ny
7,,7}), and also let n’ be an integer such that alts(n; :: T,n’). Then we have:

R(i,p,p1::0,n 1) Ap+ 1< nil

= (R(i—1,p1,p1 "61,(n1+n2)"T’l)/\p1+1<—>ni|)
*R(i—1,p2,p2:: Oh,n i Th) Ap = pi

= Jq.(R(i—1,q,0},7)) A (g =nilV g+ 1= nil))
*R(i—1,p2,p2 i Gh,no 2 1h) * (p = p1 A p1 — ', nil)

= (R(i—1,p2,p2 :: 6h,np ::TH) Apa+ 1 = nil)
*3q.R(i—1,q,6),7)) % (p = p1 Ap1 — n,nil)

= (R(i,p2,6,T) Apa+1<=nil)x(p=p; Ap1 —n',nil) by (3.4),3.5), (5.7

by (5.7), (5.3)

by induction hypothesis

— (%)

The implication (xx) is derived as follows. If ¢ = nil, then R(i — 1,¢,0),7]) implies
o) =[] and thus 65 = [] by (3.1). Hence R(i — 1, p2, p2 :: Gh,n3 :: Th) =>p2+1 < nil.
Otherwise, we have (R(i —1,4,01,7)) Aq+ 1 <= nil)«R(i—1,p2, p2 :: 6h,n 2 7)) =
p2+ 1 — nil by lemma 1(g). ad

Theorem 2. Let Cyean denote the program in Figure 1. Then the following specification
is valid.
{R(0,p,0,7) A p # nil} Cscan {Fi.R(i, p,0,T) A p+ 1 < nil}

This theorem follows from proposition 1(b). As a corollary, we can deduce from propo-
sition 1(c) that the program computes the list scan, i.e., when the program terminates,
every cons cell holds the sum of the corresponding sublist.

6 Conclusion

We have proposed a program logic for reasoning about data-parallel programs. We have
worked out a formal correctness proof for the parallel list scan algorithm that employs
the pointer jumping, a common method for parallel processing of linked data structures.
The proof system adopts Separation Logic as a formal means to represent disjoint parti-
tioning of linked data structures and further extends it with modality to provide a sound
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specification for the data-parallel command forall. This enables us to formally present
the parallel list scan algorithm as another instance of the divide-and-conquer strategy.

We believe that our program logic can also apply to other variants of parallel algo-
rithms based on parallel prefix or scan [4]. However, in the present paper, it is assumed
that each parallel execution instance can only update heap contents owned by the in-
stance itself. In some parallel algorithms, it is vital that every execution instance is
possible to update heap contents owned by other instances. Such algorithms are more
difficult to verify, because of possible race conditions caused by concurrent writes to
the heap storage. It would be an interesting future topic to refine the present proof sys-
tem for allowing concurrent writes. We hope that the notion of ownership transfer [13]
might give a relevant solution to this issue.

Acknowledgment. I thank anonymous reviewers for their helpful comments.
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Abstract. We propose a methodology based on testing as a framework
to capture the interactions of a machine represented in a denotational
model and the data it manipulates. Using a connection that models ma-
chines on the one hand, and the data they manipulate on the other, test-
ing is used to capture the interactions of each with the objects on the
other side: just as the data that are input into a machine can be viewed
as tests that the machine can be subjected to, the machine can be viewed
as a test that can be used to distinguish data. This approach is based on
generalizing from duality theories that now are common in semantics to
logical connections, which are simply contravariant adjunctions. In the
process, it accomplishes much more than simply moving from one side
of a duality to the other; it faithfully represents the interactions that
embody what is happening as the computation proceeds.

Our basic philosophy is that tests can be used as a basis for modeling
interactions, as well as processes and the data on which they operate. In
more abstract terms, tests can be viewed as formulas of process logics,
and testing semantics connects processes and process logics, and assigns
computational meanings to both.

1 Introduction: The Problem of Testing

Testing a family = of systems by a family © of tests, or process logic formulas,
is a map

T

Ex6 > {2

where (2 is the type of observations, or truth values. The simplest case is {2 =
{0,1}, where 1 represents “accept”, or “succeed”, or “truth”, and 0 is “reject”, or
“fail” | or “diverge”, or “false”. A richer semantics can be achieved if one replaces
the truth values {0, 1} by the interval [0, 1], and interprets the result of a test as
the probability a process passes it. But the problem with either approach is that
once the test is performed, we have only the result. Making tests more dynamic
requires taking a slightly different view.

* The support of the NSF and the US Office of Naval Research is gratefully acknowl-
edged.

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 308-322, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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The goal of testing is to find bugs, which distinguish an implemented, real
system R € = from an ideal reference system S € =, or to demonstrate that
they are indistinguishable. A bug can be construed as a test b € ©, which leads to
an observation R = b, different from the observation S = b. On the other hand,
if (REt)=(SkEt) for all tests ¢t € O, then the systems are computationally
indistinguishable, modulo testing equivalence

R~S <= V¥teO. (REt)=(Skt)

The basic methods of studying computation in terms of tests on automata go
back to the 1950s and E.P. Moore’s seminal paper [1]. Moore introduced dis-
tinguishing sequences of tests, as well as testing equivalence, and several other
fundamental ideas, which later led to a broad range of methods of conformance
testing, which is the discipline of proving that an implementation R conforms to
a standard S. Other problems resolved through testing include determining the
current or the final state of a given automaton, or characterizing an unknown
automaton.! One of Moore’s most interesting contributions was the method of
extracting minimal automata, i.e. the canonical representatives of computational
behaviors, from equivalence classes of states modulo testing equivalence.

The starting point of the present work is a small modification of Moore’s idea:
we represent equivalent states, which form a state of a minimal automaton, not
as equivalence classes of states, but as the maps from tests to observations that
they induce: two states are equivalent if and only if they induce the same map.
Either way, the computational behaviors arise as the elements in the image L of
the semantic map, in the form

=

= >~

N

L

The choice of representatives, of course, does not matter for abstract the-
ory, but it turns out to make a lot of difference when it comes to analyzing
state-based systems which arise in the design of reactive and embedded systems,
involving stochastic, continuous, temporal or hybrid dynamics. The study of la-
belled Markov processes [4] provides a striking example. On the other hand, a
generic categorical framework where states are represented as truth assignments
of logical formulas has been used in [5, 6, 7]. In this paper, we will confine our pre-
sentation to the possibilistic setting, leaving the probabilistic setting for further
work. For this setting the categorical trace semantics of finite state automata
[8] and context-free languages [9] are clear examples, and are close conceptual
predecessors of testing semantics. What appears to be new is our ability to bring
Turing machines into the same setting.

1 Excellent surveys of testing methodologies (albeit a bit outdated in applications) are
[2,3].
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2 Logical Connections

A logical connection is a contravariant adjunction M°P - P : S°P > T be-
tween a category of “spaces” and a category of “types” or “theories”. In one
direction, a space X is mapped to the type PX of “predicates” over it; in the
other direction, a type A is mapped to the space M A of its models. Among the
many dualities that are examples of logical connections, we mention just a few:

Self-duality of sets: (7 4 ¢ : Set® > Set, which can be viewed as du-
ality of discrete spaces and complete atomic Boolean algebras (the category
of which is equivalent to Set”). In more detail, the functor associates to a
set A the family §2(A) of all subsets of A, and to a mapping f: A > B
between sets, the mapping f~': (2(B) > ((A). The power set of a set
is a complete, atomic Boolean algebra, and the mapping f~! preserves all
unions, intersections and complements. Thus our duality identifies each set
with the complete atomic Boolean algebra it generates, and to each algebra,
its set of atoms.

Here are some other notable connections, many of them dualities:

Stone duality: More generally, if we let 7 be Boolean algebras (viewed as
propositional theories), then S becomes Stone spaces (whose points are the
ultrafilters, i.e. models of Boolean propositional theories),

Topological spaces and complete Heyting algebras: Generalizing to in-
tuitionistic logic, we can let pt 4 O : Esp®? > Frm [10], At this level,
we get a logical connection; to obtain a duality, a restriction to sober spaces
and spatial frames, respectively, is needed, but that is not required for our
results,

Various spectral correspondences: C 4 S : Esp > Rng, connecting
topological spaces and rings (and leading to significant extensions of the
notion of a logical theory),

Denotational semantics: and connections of domains and spaces with pro-
gram logics [11].

op

The Schizophrenic object. The power set of a set can equally be represented
as the family of functions from the set to the two-point set, 2 = {0, 1}, where one
identifies a subset with its characteristic function. Dually, 2 is a Boolean algebra,
and the set of atoms of a complete, atomic Boolean algebra B is in one-to-one
correspondence with the Boolean algebra maps from B to 2. Thus, 2 is a primary
example of a schizophrenic object, one which lives in both categories and that
gives rise to a duality using the morphisms of the category. In general, when S
and 7 have enough limits and colimits, and in particular a final object 1, then
a connection between them can be viewed as homming into a “schizophrenic
object” {2, that lives in both categories, as the type P1 and space M 1. Indeed,
it is easy to see that these two objects have the same underlying set Obs =
|P1| = |M1|.2 For every space X we also have the canonical maps

2 We write |C| = C(1,C) for any object C' of a category C.
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Hl > X
BY
rx =Py "= [

1X] X1

where the isomorphism arises from the fact that P : S > 7T is a right
adjoint. Similarly, for every type A there is a canonical map M A > HI Al M1.
These maps are usually monic, which means that 2 is a cogenerator® both
in S and in 7. Abusing notation, we define the functors 2% = HIXI P1 and

04 = HI 4 M1, and arrive at monic natural transformations

PX> > 0¥ and MA> = 04

3 Process Logics as Test Algebras

Process logics are modal logics for describing the behavior of computational
processes. Process formulas can be viewed as tests: a process satisfies a formula
if and only if it passes the test that the formula represents.

The first and probably best known process logic is Hennessy-Milner logic [12],
which will be presented in section 6.2. In fact, computational traces can be viewed
as degenerate process formulas, with no logical operations, only modalities. On
the other hand, dynamic logics can be viewed as a natural extension of process
logics, where modalities are generated over arbitrary programs, and not just
atomic actions.

In this work, process modalities are generated over a given alphabet X', rep-
resenting atomic actions. Sometimes we distinguish the input alphabet X' and
the output alphabet I'; or X represents the external actions (terminal symbols),
and I the internal ones.

Besides modalities, process formulas are generated by various logical sig-
natures, i.e. sets of logical connectors represented by the theory monad T :
T > T.1f atype A € T is thought of as a set of propositional letters, then
the type T'A is the free propositional theory, containing all formulas generated
by A in the given signature. E.g., if the only logical connector is conjunction,
then T A is the free semilattice over A; but it has proven useful to also consider
free commutative groups, rings, and even C*-algebras of a certain type, as “log-
ical” theories, generating tests for certain process behaviors. In all cases, the
considered algebraic theories have a distinguished constant, denoting “truth”,

represented by a natural transformation 1 -
Assumption: (2 is T-algebra. It is assumed that the schizophrenic object {2

comes equipped with a canonical algebraic structure 7'(2 > (2, which lifts to
all TPX > PX along the inclusion PX> > 02X,

3 In fact, the duality of S and 7T is usually built by restricting them to the parts
injectively cogenerated by the object {2, embodying their connection.



312 D. Pavlovic, M. Mislove, and J.B. Worrell

3.1 Test Theories

Test theories are obtained by extending T-algebras (“propositional theories”) by
the modal operators generated by X. For example, if T' is the power set functor,
then we generate the so-called modal Boolean algebras by lifting actions of X
on a transition system to modal operators for the power set of its state space.
In general, a test theory is a (weak) algebra for either of the functors

FX=TX+XxX or X =TX¥xX)
In both cases the universal test theory is obtained as the initial weak algebra
O, =uX. F;,X
Tests are thus generated by the grammars
to =T | f(to,..-,t0) | a.to and t1 =T | flats,...,at1)

where f a logical connector from the signature of T'. By pre-composing with the
monad T, we see that the weak Fy-algebra @y is a weak algebra for the functor
T, while 64 is just the free T-algebra for the monad T' generated by X. In fact,
O is the initial action algebra:

Definition 1. An action algebra for a monad T : 7 > T and alphabet ¥
is an algebra TA  “> A for the monad T, together with a map X x A > A,

called prefixing. An action algebra homomorphism is a T-algebra homomorphism
which also preserves prefizing.

Proposition 1. The free action algebra for the monad T and the alphabet X
generated by B is the initial weak algebra Op = pX. T(X x (B + X)).

4 Automata and Processes as Coalgebras

Nondeterminism and more recently probabilistic choice are staples of compu-
tation. The constructors for choice operators are represented by a monad S :

S =8

Definition 2. A (state) machine with inputs from X, outputs from I' and final
states predicated over T is represented by

— a coalgebra X > GX where GX =7 x (S(I' x X))
— an initial state x € X.

A process is a machine where any state may be final, i.e. T = 1. A process
thus boils down to a coalgebra 0 : X > (S(I' x X))” and the initial state
x € X. A machine whereT # 1 is often called an automaton. When the coalgebra
X > GX is clear from the context, we speak of the automaton or process
reX.



Testing Semantics: Connecting Processes and Process Logics 313

®,0
A coalgebra structure of a machine consists of a pair X @ T (S(I' x X))

where @ : X > T is the characteristic function of the final states, and 0 :
X > (S8(I'x X)) assigns to each state a choice of an output and a next
state.* Final states are usually evaluated in the type of truth values ¥ = L. For
the possibilistic automata, 7 = 2, and @ : X > 2 is just the characteristic
function of the set of final states. In general, T may be different from L, e.g. an
arbitrary semiring [13].

The computational differences between reactive (or reading) machines, where
I' = 1, and generating (or writing) machines are discussed in [14]. Coalgebras
X > (S(I'x X)) thus represent processes that both read and write, which
is perhaps clearer in the transposed form X x X > S(I'x X).

Initially we focus on reactive processes, which are represented by the final
weak coalgebra = = vX. (SX)~.

X
)

Assumption: (2 is S-algebra. It is assumed that {2 comes equipped with
a canonical algebraic structure S{2 > (2, which lifts to all SM A > MA
along the inclusion MA> > 4.

5 Testing Semantics

The behaviors of processes from = are captured by testing whether they satisfy

formulas from © and observing the results in 2 via = x @ s o However,
since = and O generally live in the different universes S and 7, respectively, their
interaction can only be observed using the connection between these universes,
in one of the two forms:

e :|> 0=
In general, given a coalgebra X > GX,and analgebra A <  F A, we define
two semantic maps

X = M4

A #> PX
connected by the adjunction. Each state z € X induces a map z E (-) :
A > 2 which maps each piece of data a € A to the observation (z | a) € 2
in which the computation of x on a will result. Dually, each piece of data a € A
induces a map

a=(-)e PX > 0¥

4 Anticipating semantics, we point out that the execution is always allowed to con-
tinue beyond a final state. This is in contrast with the deadlock states, which are
represented by a choice functor G of the form G = 1 + G’. The deadlock states of a
coalgebra X > 1+ G’X are those that get mapped into 1.
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which gives for each state € X the observation ¢ = x. Theorem 1 below
describes how these various views of semantics transform the algebraic structure
of tests and the coalgebraic structure of processes.

5.1 Connecting Algebras and Coalgebras: Representation Theorem

Logical view. The logical operation of negation can be viewed as a very special
case of a connection: if A is a pseudocomplemented lattice (Heyting algebra),
then =P - = : AP > A is clearly a connection. Indeed, for every w € A, the
operation (—) = w : A% > A is self adjoint. In posets and lattices, functors
FG:A > A are monotone operators, algebras are super-fixpoints a > Fa,
and colagebras are sub-fixpoints a < Ga; the initial algebra pux.Fx is the least
fixpoint, and the final coalgebra vz.Gx is the greatest fixpoint.

For logical intuition, connections can be thought of as generalisations of nega-
tion. From that perspective, the following theorem can be viewed as a categorical
elaboration of the fact that

Gr < —F-x
ve.Gr <vze.—F-z < -pa.Fa

What is the relevance of this fact? As explained in the introduction, the
goal of this work is to explore the interplay of algebra and coalgebra in the
theory of processes and in the practice of system specification. In practice, the
behavior of a system is often specified as a quotient of a final coalgebra v X.GX
of processes using an initial algebra pA.F' A of tests. The connection M - P :
|

Sop > T now allows deriving the semantics vX.GX - M uX.FX if there
is a distributive law F'P > PG, ie.
G > MFP

vX.GX > vVX.MFPX > MuA.FA

The specified behavior is then the M F P-coalgebra L which is the image of
vX.GX in vX.M FPX. Furthermore, the carrier L can be conveniently repre-
sented as a subobject of MuA.FA. Informally, this is the content of the next
theorem.

Relating a M F' P-coalgebra and a M-image of a F-algebra requires a homo-
morphism which is consistent with the algebra and coalgebra structures both
on the covariant and on the contravariant side of the correspondence (i.e., the
“negation”). This is captured by the notion of twisted coalgebra homomorphisms,
defined in the statement of the theorem.

Theorem 1. ° For a connection M° - P : S° > T, endofunctors G :
S >Sand F : T > T, and a distributive law X : FP > PG the
following hold.

% For simplicity and generality of the statement of the theorem, we avoid the finality
and the initiality requirements, and spell out just the relations of F-algebras, and
G— and M F P-coalgebras.
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(a) The predicate functor P : S°P > T lifts to P (Sg)°P > T, map-
ping
x % cx

Po
>

P : FPX >~ PGX PX

(b) P does not generally have an adjoint, but there is a correspondence of
algebra homomorphisms and of twisted coalgebra homomorphisms

« ~ Po
A0 > M«

where A : Sg > Syrp is the functor mapping the coalgebra X 7> GX to

x %> agx - MFPX.
Ff MFEf
FA ~ FPX MFPX >~ MFA
A A
A b
\%
o PGX GX Ma
A
PO o
Y Y
A , =PX X . ~MA

(c) If T is a regular category, and F : T > T preserves reflective coequaliz-
ers, then pT is a reqular category. In particular, every F-algebra homomorphism

Q@ s PO has a reqular epi-mono factorisation.

(d) If S is a regular category, and M FP preserves weak pullbacks, then every

twisted coalgebra homomorphism AQ s Ma has a regular epi-mono factori-
sation, which induces a coalgebra ¢ : L > MFPL as the image of A0.

MEPX M yppL ™™ MFA
A A A
N |
|
GX | ¢ Mo
A |
6] |
|
X . =1 >MA

(e) If the coalgebra X > GX is final, then the coalgebra L > MFPL is
final if and only if the functor A : Sg > Syrp s essentially surjective.
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Comment. The correspondence 7 /P = §/M°P thus lifts to F’T/lB ~ A/M,
where the last denotes the comma construction for twisted homomorphisms.
Abstractly, this does not seem like a very natural construction; the examples
show that this is the ubiquitous framework where quotienting of the G-coalgebras
0 induced by testing semantics takes place.

Definition 3. A duality is a connection where the functors M and P are equiv-
alences.

Corollary 1. Suppose that the connection M°P - P : §°P > T is a duality.
Then the following are true.

(f) The algebra o : FA > A is initial if and only if the coalgebra M(« o
e): MA > MFPMA is final. When that is the case, then the behavior ( :
L > MFPL is a subcoalgebra of the final M F P-coalgebra.

(9) If F=2PGM (equivalently G=MFP ), then the behavior ¢ : L. > MFPL,
constructed in Theorem 1, is isomorphic to the coalgebra 0 : X > GX. If
Jd: X > GX is final and o : FA > A is initial, then 0 = Ma and
a = Po.

In many cases, the functor F' = PGM has a simpler representation than G,
and the initial algebra ©® = pA.F'A is easier to construct in 7 than the final
coalgebra of = = vX.GX is in §. In such cases, the isomorphism = = MO
offers significant technical advantages [4].

5.2 Specifying Semantics

Given a coalgebra X - GX and the initial test algebra FO > O, we

define a semantics X F> MO by induction over O, using the fact that {2 is a
T-algebra in 7 and an S-algebra in § — i.e. that each PX is a T-algebra in 7,
whereas each MO is an S-algebra in S. Given an initial state x of a machine X,
we defineamapz E (—): 0 > (2.

Loose tests. Since an element of @y = uX. TX + X' x X is in the form
tao=T/| f(to...tn) | at

where T is the distinguished constant of the algebraic theory of the monad T,
and f is an operation from that theory

(zET)=T (1)
(zEflto...tn) = f((x Eto)...(x Etn)) (2)
(z [ at) = (8(z,a) =) (3)

where 6 : X x X > SX is the transpose of X ?

|:
extends along X > SX > MO, > %,

~ GX = (SX)%, and £
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Remark. Clauses (1) and (2) say that x = (=) : A > 2 is a T-algebra
homomorphism. Clause (3) extends x = (—) beyond TOy to X x Og, using

the fact that 2 (viz M©y) is an S-algebra, and extending X = M6y to an
S-algebra homomorphism SX |:> M®6Oy.

Tight tests. Since an element of @1 = uX. T(X x X) is in the form
tu=T] flagto...antyn)
the semantics retains clause 1, deletes clause 3, and replaces clause 2 with

(z k= flaoto...antn)) = f((6(z,a0) Eto)...(6(x,an) = tn))

®,0
Note further that testing a coalgebra X < >> 2 x GX, where ¢ : X > (2
denotes the final states, changes the base clause of semantics to (z = T) = &(x).

6 Possibilistic Semantics

Possibilistic semantics is evaluated in 2 = {0,1}. In the simplest case, both
state spaces and data types are modeled in the same universe S = 7 = Set of
sets and functions. The contravariant powerset functor is self-adjoint §°7 = £ :
Set? > Set, and maps a state to the type of predicates over it, and a type
to the space of its models.%

Possibilistic systems. Possibilistic nondeterminism means that there can be
several possible transitions from a state x € X, for a given action a € Y. The
choice monad is thus based on the (covariant) finite powerset functor S = ¢,

§ > S. Simple processes are thus coalgebras in the form X > (§,X )z,
or X > (¥ xX).

6.1 Linear Semantics: Trace Testing

A trace semantics describes computations over strings of symbols. The tests are
thus pure modal formulas, with no logical operations except the constant T. The
logic monad is thus the smallest possible: TA = T, for all A € 7 = Set. The
loose and the tight semantics for it coincide, and the test algebra © is initial for
FA=1+XxA,i.e. the free monoid X*. Trace semantics have been investigated
as an extension of coalgebraic methods in [8,9]. We describe three examples.

5 In the Hennessy-De Nicola [15] style testing semantics, tests are a special class of
processes. In our testing framework, this means that tests and processes live in the
same universe S = 7, and moreover that the test algebra F'© > O is contained
in (can be completed to) a choice coalgebra = > GZ. Indeed, the trace algebra
O = X" is a coalgebra X* > XxX* > (0, (X x X
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Finite state automata. Possibilistic automata are coalgebras in the form

$,0 . . . .
X @ 2% 9,(2'x X). The trace semantics of finite state automata is obtained

by instantiating (1-3)

(x = T) = 8(x) (4)
(wkat)= \ yE (5)

where z % y means that y € §(z, a). Note that (4) saysthatz = (=) : 0 > 2
only preserves T where @ holds. The final states @ are an explicit relativisation
of the T-preservation requirement; the semantics x E (=) : @ > 2is a
T-algebra homomorphism up to .

Let Aut denote bisimulation classes of finite-state automata, let GX = 2 x
P xX)= O (1+XxX), and let Aut > G(Aut) be final for all finite

G-coalgebras. Then the trace semantics Aut |:> g2 maps each automaton

z € Aut to the language L, = {0 € X* | z = 0}.

Pushdown automata. While finite state automata behaviors were obtained
by structuring the alphabet 3, pushdown automata are obtained by structuring
the state spaces X. Fix a set I', to be used as “non-terminal” symbols, and
extend each state space X by the free monoid action to X x I'*. A pushdown
automaton is a coalgebra for the functor G : S > &S, defined

GX =2x (X x I™)**H!

where the “blank” symbol LI € 1 allows pure non-terminal rewrites. A start non-
terminal symbol Zy € I' is assumed to be distinguished, or freely added. The
test algebra is still the same, © = X*.

Turing Machines. Turing machines act on tapes. The obvious idea is to view
the contents of a tape as a test. The problem is that the essential property of
the tape is that it can be extended in both directions, so at the first sight, the
Turing machine interaction does not seem not fit naturally into the inductive
testing framework.

Another look at the acceptance condition for Turing machines offers a solution.
A Turing machine X accepts a word t € X* if and only if reaches a final state, in
any configuration, after having started a computation with the head just to the
left of the word t, presented on the tape. — So the accepted words initially extend
to the right of the head. The left part of the tape is only used for intermediary
computation.

A Turing machine can thus be modeled following the idea of a pushdown au-
tomaton: the tape to the left of the head can be viewed as a stack, and treated as
a part of the state; the tape to the right of the head can be construed as another
stack, containing the actual test. Unlike a pushdown automaton, a Turing ma-
chine allows words in the same alphabet in both stacks. A pushdown automaton
had two disjoint alphabets, I" and X' for the left and the right stack, respectively.
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Moreover, the right “stack” of a pushdown automaton is not a real stack, since
it only allows popping.

A Turing machine can thus be viewed as a machine with two real stacks,
representing the two parts of its tape, on the two sides of the head. Just like a
pushdown automaton, besides the alphabet Y, it may allow non-terminal sym-
bols, at least LI, used in computation, but not in the tested words.

(2,9)

A nondeterministic Turing machine is thus a coalgebra X > 2x f(X X

I' x {<,>}), where I' D X + {U}. As before, the component X ?~ 2 marks

the final states, whereas the transition function X x ' °> P xI'x{<,>})
assigns to each state and each input the possible next states, outputs, and the
direction for the move of the head. We represent the move of the head by popping
a symbol from one stack and pushing it onto the other.

6.2 Branching Semantics: Set-Tree Testing

Here not only are the universes S and 7 identical, but we also take the logic
monad 7T to be the same as the choice monad S: they are both the finite powerset
£ Set > Set. So both the space of the choices £ .X and the logic of tests
@) fA are free semilattices. But the two lattices will be used differently: the former
as a join semilattice (because the process can continue with this computation
or with that computation. .. ), and the latter as a meet semilattice (because the
testing formula is a conjunction).

Remark. The same class of computational behaviors could be formalized by
taking either of the monads T and S, or both of them, to be the diagonal functor
AX = X x X. This would just mean that nondeterministic branching would
always be binary, and that tests would be just binary conjunctions. Associativity,
commutativity and idempotence of these operations would be imposed later. The
intermediary options would be to take the functor {0 _,X = {xo, 21} of (at most)
two-element subsets, imposing commutativity and idempotence, and leaving out
associativity.

Two-way simulation. In the simplest case TA = (0 fA. The tests are thus in
the form

tu=T|tAt---At]|at

where A is an associative, commutative, idempotent operation with unit T. The
semantics (1-3) becomes

@ET=T
#/\ - Ak
@hat)= \ WEY

yE€dx(z,a)
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The functors generating data and processes are thus
FA=0 A+ Y x A
GX =,(XxX)

Proposition 2. Let © be the initial F-algebra and = the final G-coalgebra. Let
the partial order on X be defined by

TSy <= VteO. (zt)<(yk1) (6)

Then the process x can be simulated by the process y if and only if x < y, i.e.
<y < Vae V2 €b(x,a)Iy €é(y,a). 2’ <y (7)
Bisimulation. Adding negation to the logic
to=T | tAt---At]|—t]|at
i.e. testing by
FA= pfA+A+E>< A
the semantics is extended by the clause
(a = ) = ~( 1)

This gives an interesting strengthening of the testing power.
Proposition 3. The equivalence

x~vy = VteO. (zE)=(yEL
means just that the processes x and y are bisimilar

(Va' € 6(z,a)3y € 6(y,a). 2’ ~y') A
(V' € 8(y,a)Ta’ € §(y,a). 2’ ~ )

Strong Bisimulation by Stone Duality. Strong bisimilarity is classified by
the final coalgebra = > §9,(X' x Z). Using the restriction of the Stone du-
ality S 4 C : Set® > caBa from Stone spaces and Boolean algebras to sets
(discrete spaces) and complete atomic Boolean algebras, allows applying Corol-
lary 1. Setting FF'A = C§0 (X' x SA) allows a representation of the bisimulation
classes as characters of the Boolean algebra © = pA.F A.

7 Summary, Related and Future Work

We have proposed combining coalgebras as models of processes with algebras
as models of their testing regimes via logical connections between the two, in
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order to realize models that capture the interactions of processes with the data
on which they operate, as well as to model the processes themselves. Our Main
Thereom 1 is the key to this approach. In addition, we have illustrated our ap-
proach with standard examples: finite automata, pushdown automata and Turing
machines, as well as results that show how our approach captures simulation and
strong bisimulation of processes in concurrency.

There is a wealth of work using duality theory — especially Stone Duality —
emanating from the seminal work of Abramsky [16] and the work on coalgebras
exemplified by Rutten’s [17] and the work of Plotkin and Turi [18]. None of these
works has the same aims as our work. Indeed, the work along this line has been
aimed at achieving a setting in which both operational and denotational models
of the same language or process algebra could be presented and related.

The closest work to what we have presented is that of Kupke, Kurz and Pat-
tinson [19] and of Bonsangue and Kurz [20]. The former uses similar theoretical
machinery — but restricted to duality theories, and applies it to the study of fini-
tary modal logics as specification languages for Set-coalgebras. The latter also
models transition systems as coalgebras, and then uses a duality to arrive at a
logic for the transition system. Their main result is the soundness, completeness
and expressiveness of the logic. They also extend to the setting of Vietoris coal-
gebras on topological spaces, and apply it to derive adequate logics on posets,
sets, spectral spaces and Stone spaces. The logics in these works employ the
usual modalities, possibility and necessity. In addition, the results rely heavily
on the duality theory to transfer initial algebras to final coalgebras and back.

As we stated in earlier, our approach has a rather different goal, and em-
ploys weaker assumptions. Our goal is to understand the interactions of a state
machine and the data on which it operates during computation. These are fun-
damentally different objects — programs are executed, but data are not. Our
work is based on logical connections, and does not require a duality theory. In
fact, one could argue that our results begin when the connection used is not a
duality. In addition, we are dealing with process logics where process formulas
are a possible interpretation of tests: a process modality (a) is a test assigned
to the action a € Y. That said, we believe the present paper has just begun to
scratch the surface, and a lot remains to do. A primary goal is to present prob-
abilistic systems from this perspective, and, in particular to apply it to extend
the work in [4], as well as to explore the relationship between probability and
nondeterminism, as presented, e.g., in [21].
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Abstract. We formally derive tableau calculi for various lattices. They
solve the word problem for the free algebra in the respective class. They
are developed in and integrated into the ordered resolution theorem prov-
ing framework as special-purpose procedures. Theory-specific and proce-
dural information is included by rewriting techniques and by imposing
the subformula property on the ordering constraints. Intended applica-
tions include modal logic and the automated proof support for set-based
formal methods. Our algebraic study also contributes to the foundations
of tableau and sequent calculi, explaining the connection of distributivity
with the data-structure of sequents and with cut-elimination.

1 Introduction

The development of focused algebraic calculi, the integration of theory-specific
knowledge, is an important, but difficult task in automated deduction. For com-
plex theories, when axiomatic reasoning is hopeless, it is indispensable to derive
theory-specific inference rules in a systematic way from a given axiomatisation.
Recently, such a derivation method has been proposed for the ordered resolu-
tion framework [12] and applied to algebraic structures of considerable com-
plexity [13,14,15]. This includes lattice-based calculi for sets with applications
to formal methods like B or Z. While these calculi treat elementary theories,
the question of integrating special-purpose (decision) procedures for equational
reasoning into the ordered resolution framework is also very interesting.

A second, more technical question is the following. Using the derivation
method, resolution-like calculi at the lattice-level have been constructed within
resolution at the logical meta-level by encoding multisets—the natural data-
structure for clauses—at the lattice-level in the ordering constraints for reso-
lution [13,14]. Therefore, can one in a similar way enforce the construction of
tableaux within resolution by encoding the subformula property?

A third, more foundational question follows from the observation that a cut-
like rule for lattices characterises precisely distributivity of the lattice (cf. [11]).
So what is the connection with the sequent calculus? How is distributivity
handled there? What is the algebraic role of the structural rules and of cut-
elimination in the context of lattices?

The present paper answers these questions. First, we show how to integrate
tableau-like decision procedures for semilattices and distributive lattices into the

M. Johnson and V. Vene (Eds.): AMAST 2006, LNCS 4019, pp. 323-337, 2006.
© Springer-Verlag Berlin Heidelberg 2006
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ordered-resolution framework. Second, we extend these procedures to further in-
teresting cases: to Boolean lattices, to certain modal logics and to operational
reasoning with sets. Third, we show that the derivation method supports a nat-
ural synthesis of tableaux by integrating rewriting techniques and by encod-
ing the subformula property in the ordering constraints of resolution. The trick
is to develop tableaux using negative literals. This allows one to capture also
demonic choice, which is essential for tableaux but not expressible by rewrit-
ing. Fourth, we provide new insights into the correspondence between algebra
and logic by comparing word problems for lattices with sequent calculi and
tableaux. Our analysis of the distributivity law explains the algebraic role of
the data-structure of sequents and the cut rule in the sequent calculus. Our
derivation yields not only an algebraic reconstruction, but also a novel alge-
braic completeness proof of propositional tableaux. In particular, this formally
demonstrates that the rules of the sequent calculus are independent in a strictly
formal sense. Finally, the paper is not only reconstructive. The integration of
tableaux into the ordered resolution framework makes strong redunancy elimi-
nation techniques available to tableaux. This may be a considerable benefit in
applications.

Here, we can only sketch some proofs. An extended version can be found at
the author’s web-site. We also assume knowledge on tableau and sequent calculi
(we identify tableaux with cut-free sequent calculi). See [10, 3] for introductions.

2 Resolution and Redundancy

This section revisits some well-known results, most of them originating in [9]. Let
Ts(X) be a set of terms with signature X' and variables in X . A term is ground if
no variable occurs in it. An atomic formula is an expression p(t1,...,t,), where
p is an n-ary predicate symbol and ¢1,...,t, € Tx(X). A lteral is an atomic
formula ¢ (positive literal) or its negation —¢ (negative literal). A clause is a
finite multiset of literals. A clause is positive (negative) if it consists solely of
positive (negative) literals or if it is empty. A Horn clause contains at most one
positive literal. A clause set is a set of clauses. If I" is a clause and ¢ a literal,
we write I, ¢ instead of I' U {¢}. We denote clauses by I' — A, where I" (A)
is a multiset of negative (positive) literals.

We consider calculi constrained by syntactic orderings. This may considerably
narrow the search space. Term and a literal orderings < are well-founded total
orderings on the respective ground expressions. They are lifted to non-ground
expressions by stipulating e; < eq iff e;0 < eqo for all ground substitutions . A
literal [ is mazimal with respect to a multiset I" of literals if [ £ I’ for all I’ € I
It is strictly mazimal with respect to I" if [ A1’ for all I’ € I'. The non-ground
orderings are still well-founded, but need no longer be total.

Literal orderings are extended to clauses, measuring clauses as multisets of
literals and comparing them via the multiset extension of the literal ordering.
A literal is assigned greater weight when it is negative than when it is pos-
itive. See Section 5 for more details. A clause ordering inherits totality and
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well-foundedness from the literal ordering. Again, the non-ground extension need
not be total. We usually denote all syntactic orderings by <.

Definition 1 (Ordered Resolution Calculus). Let < be a literal ordering.
The ordered resolution calculus OR consists of the following deduction inference
rules. The ordered resolution rule

I — A ¢ I ¢ — A

I'o,I"o — Ao, Ao’ (Res)

where o is a most general unifier of ¢ and Y, ¢o is strictly maximal with respect
to I'c, Ao and mazimal with respect to I''o, A'c. The ordered factoring rule

I'— A,¢,9

I'c — Ao, ¢o’ (Fact)

where o is a most general unifier of ¢ and ¥ and ¢o is strictly maximal with
respect to I'oc and mazimal with respect to Ao.

In all inference rules, side formulas are the parts of clauses denoted by capi-
tal Greek letters. Literals occurring explicitly in the premises are called minor
formulas, those in the conclusion principal formulas.

Let S be a clause set and < a clause ordering. A clause I" is <-redundant
or simply redundant in S if it is a semantic consequence of instances from S
which are all smaller than I" with respect to <. A ground inference is redun-
dant in S if either the maximal premise is redundant or else its conclusion
is a semantic consequence of instances from S which are all smaller than the
maximal premise with respect to <. An inference is redundant if all its ground
instances are. Closing S under OR up to redundant inferences and eliminating
redundant clauses on the fly transforms S into an ordered resolution basis (an
orb).

As usual, an OR-proof is a finite tree whose nodes are labelled by clauses and
whose edges are determined by OR-inferences. An OR-refutation from a clause
set S is an OR-proof with all leaves in S and with the empty clause as root.

Proposition 1

(i) Orbs of inconsistent clause sets contain the empty clause.
(ii) Fair OR-implementations refute inconsistent clause sets in finite time.
(#ii) For every inconsistent clauses set containing an orb there is a refutation in
which no OR-inference has both premises from the orb.

3 The Derivation Method

We now recall the derivation method for focused calculi with theory-specific in-
ference rules from [12]. It is of general interest for compiling algebraic knowledge
into resolution-based theorem proving. It has a syntactic and a semantic side.
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At the syntactic side, consider a partition of some clause set into a set T of
theory clauses and a set S of non-theory clauses. We intend to internalise T" into
a set of derived inference rules in refutations. The (ground) chaining rule

I' - Aa<b I'—= Ab<c
Irm—A A, a<c ’

for instance, internalises the instance a < b,0 < ¢ — a < c¢ of the transitivity
law in a two-step resolution proof. In general, this internalisation is possible if
there exists an OR-refutation of S UT in which theory clauses are “sufficiently
separated” to admit proof patterns in which all but one literal of a theory clause
can successively be consumed by non-theory clauses. While in the case of non-
ordered resolution such theory resolution rules can quite easily be established,
here, the permutation-invariance of refutations is strongly restricted by the or-
dering constraints. This makes the extraction of such patterns non-trivial. See
for instance [14] for a general discussion. Here, however, due to our special prob-
lem structure, we need only assume that the theory clauses form an orb. Then,
by Proposition 1, they are sufficiently separated.

These observations suggest the following three-step scenario: For a given the-
ory specification T', (1)construct an orb of T', (2) extract focused inference rules
from the interaction of non-theory clauses with the orb and (3) lift ground in-
ference rules to the non-ground level.

An essential feature is the modularity of orb constructions. Incrementing a
theory specification, an orb need not be recompiled. Only the effect of the new
clauses on the orb must be determined.

At the semantic side of the derivation method, we use two ways to integrate
declarative and procedural algebraic knowledge. First, by selecting an appropri-
ate theory specification. Here, in particular, by a characterisation of distributiv-
ity in terms of a cut-rule. Second, by choosing the syntactic orderings <. We will
essentially enforce tableau rules by encoding the subformula property.

4 Lattices

We study word problems for free lattices. Our signature is X' = {LJ,M}. Its ele-
ments are varyadic operation symbols denoting the lattice join and meet opera-
tions. Besides equality, < is the only (binary) predicate symbol of our language.
It denotes a partial ordering. As usual, a join semilattice is a poset closed under
finite least upper bounds or joins. Dually, a meet semilattice is closed under finite
greatest lower bounds or meets. (In lattice theory, the dual of a statement is ob-
tained by interchanging joins and meets and converting the ordering.) A lattice
is a poset that is both a join and a meet semilattice. It is distributive if (cut)
holds (see below). See [11] for further discussion, including the relevance of (cut)
to lattice-word problems and resolution. A similar non-standard axiomatisation
of distributivity has been used earlier in [7].

The antisymmetry law of a poset can be given a special treatment. We only
need it for decomposing an identity s &~ t between lattice terms into the equiva-
lent expression s < t At < s. This can be done as a preprocessing, for instance
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during the transformation to clause normal form. We thus eliminate the predicate
symbol ~ from our language and use only the pre-ordering axioms of reflexivity
and transitivity. Consider the following clausal axioms.

— z <z, (ref)
r<yy<z—uzx<z, (trans)

— Ny <uz, — Ny <y, (Ib)
r<yr<z—ur<yMz, (glb)
—x<xzlUy, —y<zUy, (ub)
r<z,y<z—azlUy<z, (lub)

r1 <yrUz,xoMNz<yy — a1 My <y Uys. (cut)

The class of join semilattices, meet semilattices, lattices and distributive lattices
are axiomatised by the sets

J = {(ref), (trans), (lub), (ub)}, M = {(ref), (trans), (glb), (Ib)},
L=JUM, D =LU{(cut)}.

Joins and meets are associative, commutative, idempotent (xMx = x = zlx) and
isotone in the associated ordering. We will henceforth consider all inequalities
modulo associativity and commutativity. The similarities between the rules in
J, M, D and those of the sequent or tableau calculus are already quite apparent.
(glb) and (lub) are similar to the right conjunction and left disjunction rule, the
similarity between (cut) and the cut rule is evident. (glb) and (lub) will later be
transformed into equivalent, but more meaningful rules that correspond to the
left conjunction and right disjunction rules.

Let K be some variety of lattices. The word problem for K is the following:
Determine if an identity s /& ¢ over some set of constants (or generators) in the
language for K holds in K or, equivalently, in the free algebra in K. This is the
case iff s and t are congruent modulo the equational axioms of K. A solution to
the word problem is an algorithm that decides the problem for all inputs. Since
s<t< sUt=t<s sMt=s holds, respectively, for join and meet semilattices,
we identify word and reachability problems as well as inequalities and identities.

In the context of ordered resolution, instead of solving some set of positive
identities, we attempt to refute a set of negative ones. Now, when the class
K is axiomatised by an orb consisting of a set of Horn clauses, the resolution
process has a particularly simple structure. First, ordered factoring is never
applicable. Second, the theory clauses serve as (independent) closure rules that
generate new negative clauses from old ones. Third, because of this particular
structure, the orb must contain a positive literal whenever the process generates
the empty clause. To obtain a decision procedure, it suffices that the input clause
is maximal with respect to the syntactic ordering in the closure induced by the
process and that the number of ground clauses smaller than the input clause is
finite. It is well-known that the free semilattice, distributive lattice and Boolean
lattice generated by a finite set of constants is finite (cf [1]). Obviously, therefore,
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one should try to construct a syntactic ordering that is compatible with these
conditions. This is the purpose of the following section.

5 Syntactic Orderings

There is a natural syntactic ordering for the sequent calculus: any ordering en-
forcing the subformula property. Here, any AC-compatible simplification order-
ing will serve our purposes. Roughly, an ordering is AC-compatible if it re-
spects AC-equivalence classes. Orderings that are appropriate for our purposes
exist [2]. A simplification ordering contains in particular the subterm ordering:
Every term is greater than each of its subterms. One can for instance choose an
AC-compatible ordering with a precedence in which the join and meet operation
are maximal and identical. Let < be such an ordering. Like in Section 2, we now
extend this ordering to literals and clauses.

Let B be the two-element Boolean algebra with ordering <p. Let M = G x B x
B x G, where G denotes a multiset of generators. Let A be a set of atoms occur-
ring in some clause C' = I' — A. The ordering <1 C M x M is the lexicographic
combination of < for the first and last component of M and <p for the others.
A ground literal measure (for clause C) is the mapping puc : A — M defined
by pc @ ¢ — (t.(0),p(9), s(¢),t.(¢)) for each (ground) literal ¢ € A occurring
in C. Hereby t,(¢) (t.(¢)) denotes the maximal (minimal) term with respect
to < in ¢. p(¢) =1 (p(¢) = 0) if ¢ occurs in I' (in A). s(¢) =1 (s(¢) = 0) if
¢p=s<tand s =t (s <t). The (ground) literal ordering <2C A X A is defined
by ¢ <2 ¢ iff po(p) <1 pc(¥) for ¢,1p € A. Hence <o is embedded in <; via
the literal measure. The ordering < is total and well-founded by construction.
Via the embedding, <2 inherits these properties. See [12] for a motivation of the
components arising in a similar ordering. Intuitively, the syntactic ordering en-
forces that all non-theory clauses are split into clauses containing only subterms
by the clauses in D. This yields the subformula property of the sequent calculus.

All orderings are extended to the non-ground case and to clauses as described
in Section 2. In unambiguous situations we will denote them all by <.

In [13,14], a similar construction enforces resolution-like calculi at the lat-
tice level within ordered resolution at the meta-level. The specific difference is
that there the term ordering encodes multisets as the natural data-structure
of clauses, after transforming all lattice terms to such a format. This yields
resolution-like rules. Consequently, the derivation method is quite flexible. The
procedural behaviour of the algebraic calculi under construction can directly be
influenced by the choice of the syntactic ordering.

6 Tableau Calculi

We now present tableau calculi as solutions to the word problems for free semi-
lattices and distributive lattices. Using standard techniques, these calculi can
be lifted to the non-ground case. As usual in resolution-based theorem proving,
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queries are given as negative literals and then refuted by the calculi. The calculi
are formally derived in the next two sections.

Definition 2 (Distributive Lattice Tableau). Let < be the literal and clause
ordering of Section 5. The tableau calculus for (finite) distributive lattices DT
consists of the following inference rules.

e <x—

o, (Ref)
e <ylz-— Nzly<z—
MR JL
Ne<yz<z— (MR) Ne<zy<z— (JL)
Ix<wl [ I wn L <
Nx<wUy,z<wldz — Nwner<z,wNy<z—
ey < Iz <yl
PR (115 PSRN 01

e <z— INe<z—

In all rules, the minor formula is mazimal in the premise. All rules are meant
modulo associativity, commutativity and idempotence.

(Ref) stands for reflezivity, (MR) for meet right, (EMR) for extended meet right,
(ML) for meet left, (JL) for join left, (EJL) for extended join left, (JR) for join
right. The respective join and meet rules are completely dual. There is no variant
of a cut rule (cf. Section 8 for an explanation). Note also the correspondence with

tableau or sequent calculus rules. See finally Section 10 for a discussion of the
role of (EJL) and (EMR).

Definition 3 (Semilattice Tableaux). Under the conditions of Definition 2,
the inference rules of the tableau calculi JT and MT for join and meet semilat-
tices are restrictions of the DT-rules to join and meet semilattice terms.

Thus in particular, JT consists solely of variants of the rules (JL) and (JR), MT
of variants of (ML) and (MR). JT and MT are dual and of course JT can be
used also for the meet semilattice, dualising meet semilattice identities.

7 Constructing the Orb

We now perform the first step of the derivation of the tableau calculi. Our input
specifications are J, M and D. With the orderings of Section 5, we compute the
respective orbs; the OR-closures modulo redundancy elimination. Appealing to
duality prevents us from repetitions.

We first index clauses according to their orientation under <: i (increasing) if
the antecedent is smaller than the succedent, d (decreasing) in the converse case
and ? if orientation must be instance-wise. Note that all clauses in J, M and D
are indexed by i, except (trans) and (cut), which are indexed by ?.



330 G. Struth

Consider now the Horn clauses

r<wUy,z<wlUz—;z<wU(yMNz), (emr)
r<yMNz-—gx<y, (imr)
r<wU(yMNz) —gz<wUy, (eimr)
r<z—;xNy<z (ml)

and their duals (ejl), (ijl), (eijl) and (jr). Let

J" = {(vef), (lub), (imr), (ml), (cut)},  M" = {(ref), (gb), (ijl), (jr), (cut)},
D' = J UM’ U{(emr), (eimr), (ejl), (eijl), (cut) }.

In particular, restricted variants of (cut), for instance z1 < z,22 M2 < yo —
x1 May < yo occur in M’ and J'. Moreover, (trans) is a restriction of these
(cut) rules, forgetting the lattice term structure. Now—up to the extended rules
(ejl), (eijl), (emr) and (eimr)—all rules are reminiscent to those in the sequent
calculus. The inverse rules (imr) and (ijl) also hold in the sequent calculus by
the inversion lemma (they are derivable with and admissible without the cut
rule [10]). Consequently, all rules in J" and M’ immediately correspond to rules
of the sequent calculus. The extended rules are combinations of the non-extended
rules and isotonicity of join and meet. They also encode the effect of distributivity
in absence of sequents. See Section 10 for further discussion.

The following lemma shows that the members of J', M’ and D’ are indepen-
dent in a strictly formal sense. By the above correspondence, also the rules of
tableau and sequent calculi are therefore independent.

Lemma 1. Let < be the literal ordering defined in Section 5.

(i) M' is an orb for meet semilattices.
(ii) J' is an orb for join semilattices.

it is an orb for distributive lattices.
iii) D' i b distributive latti

We always implicitly normalise with respect to idempotence of join and meet and
consider terms modulo associativity and commutativity.

Proof. The proofs consist of three steps. First, we orient the rules in J, M and
D with respect to <. Second, we derive the rules in J’, M’ and D’ in OR. Third,
we show that all conclusions of (ground instances of) theory/theory inferences
in OR with respect to J’, M’ and D’ are redundant. Here, we show only some
inferences. The complete case analysis is included in an appendix.

Orientation has already been described and the derivation of the rules of J’,
M’ and D’ from those of J, M and D is straightforward. So it remains to show
that these sets do indeed form orbs.

(ad i). As an example, consider the inference between (ml) and (imr). It is
depicted in the following diagram.
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alb<cnd

alMb<cnd imr
ml -
a<chd alNb<ec
a<chd alNb<c
a<c

The upper part of the diagram is the resolution step, the lower part shows a
smaller proof of the resolvent using (imr) and (ml).
As a second example, consider the inference

—allc<alec a<bcMNb<clNb—galc<blMc
a<b—;allc<blMNc

between (ref) and (cut), that yields isotonicity of meet. But (ml) yields — aMec <
band — aMe < ¢ from — a < b and from — ¢ < ¢, that is (ref). Using (glb),
we obtain aMe¢ < b ¢ from these rules. Thus we can prove the isotonicity
clause already using (ml), (glb) and (ref). All these rules are indexed also with 3.
Therefore in every proof, an inference using the isotonicity rule can be replaced
by a proof with members of M’, whence the isotonicity clause is entailed by
smaller instances from M’ and therefore redundant. The analysis of the other
resolution steps arising from M is similar.

(ad ii) This follows by duality from (i).

(ad iii) As an example, consider the resolution step between (emr) and (eimr).
It is shown in the following diagram.

a<duU(brc)
a<duU(bme) eimr

emr

a<dUb, a<dUb a<dUb
a<dUb, a<dUc a<dUb
The resolvent is a tautology. The remaining steps are similar. a

Proposition 1(iii) and Lemma 1 immediately imply the following consequence of
independence, which is essential for the arguments in the following section.

Corollary 1. For every inconsistent clause set containing J', M’ or D’ there
exists a refutation in which no OR-inference has both premises from this set.

Continuing our discussion from Section 4 and Section 5, we still have no solu-
tion to the respective word problem, since resolution inferences with (cut) may
introduce new variables (remind that (cut) is indexed with ?7) and lead to non-
isotone proofs. This is analogous to the sequent calculus, where propositional
decidability depends on cut elimination. We will now show an algebraic variant.
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8 Deriving the Tableau Rules

We now derive the inference rules of DT from OR-derivations with D’. Our main
assumptions are refutational completeness of OR and the fact that our ordering
constraints rule out all resolution inference with both premises from the orb
(Corollary 1).

Theorem 1. The tableau calculus DT solves the word problem for the free dis-
tributive lattice: For every input s < t —, such that s < t holds in the free
distributive lattice generated by the constants in s and t, there exists a refutation
in DT.

Proof. Consider a refutation of an input s < ¢t — in presence of the members
of D'. By Corollary 1, there are no inferences for which both premises are from
D’. Moreover, by our discussion in Section 4 all clauses that are generated in
the resolution process are again negative (or empty). We can therefore restrict
our attention to non-theory clauses of this form. Also, since D’ contains solely
Horn clauses, the refutation does not contain factoring steps.

We therefore need only consider ordered resolution inferences between nega-
tive non-theory clauses and members of D’. The extraction of inference rules is
very simple, but there are some cases to inspect.

(case 1) Resolution of a clause I',a < ¢ — and (ref) is

—a<a Ia<a—
I'— ’

where, due to the constraints of ordered resolution, the identity a < a majorises

I'. Internalising (ref) immediately yields the rule (Ref).

(case ii) Resolution of a clause I',a < bMc¢ — and (glb) is
a<ba<c—a<bllc Ia<bMec—
Ia<ba<c— ’
where a < bMc is maximal in the second premise. Internalising (glb) immediately
yields (MR). The fact that in this rule the left-hand side of an identity is split
shows the necessity to consider a non-empty I.
(case iii) Resolution of a clause I';a < bU (¢Md) — and (emr) is
a<blUc,a<bUd— a<bU(cMd) Ia<bU(cnd) —
Ia<bUc,a<bUd — ’
where a < bl (¢Md) is maximal in the second premise. This yields (EMR).
(case iv) The antecedent of (imr) is greater than the succedent according to
< and never satisfies the ordering constraints of ordered resolution with a clause
with empty succedent. Therefore it does not contribute an inference rule.
(case v) For (eimr), the situation is analogous to (case iv).
(case vi) Resolution of a clause I',aMb < ¢ — and (ml) is
a<c—galb<c Fanb<c—

Ia<c— ’

where a M b < ¢ is maximal in the second premise. This yields (ML).
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(case vii) to (case xi), yielding the inference rules (JL), (EJL) and (JR) from
the clauses (lub), (ejl), (ijl), (eijl) and (jr) are dual to (case ii) to (case vi).
(case xii) Resolution of a query I',aMb < cU d — with (cut) is

a<cUe,bMNe<d—anb<cld Fanb<cud—
I'a<cUe,bMNe<d— '

We show by induction on the distance from such an inference to the empty clause
and the cut rank of the lattice term, that is the size of the minor term which
is cut out, that this inference is not needed. In proof-theoretic terms we show a
version of cut elimination. Since the proof is standard we give only a sketch and
refer to [6,10] for details. In particular, for simplicity, we assume that ¢ = 0.

(case ) Let e be a generator. Then a < e must be of the form o’ Me < e and
bMe < d must either be of the form ¥ MdMe < d or d = e such that bMd < d in
order to eliminate both identities from the conclusion. So also a M b < d either
is of the form o’ MbMd < d or of the form a M Md < d and already the minor
formula of the right-hand premise can be eliminated using (ML) and (Ref).

(case B) Let e = e1 Mea. Then we may assume that (MR) has been applied to
the identityy a < ej Mes, which transforms the conclusion of the above inference
into I'Na < e1,a < e2,bMe; A ey < ¢ —. Using the induction hypothesis we
can then argue that this sequent has been obtained from the right-hand premise
of the above inference by two smaller cuts, respecting the ordering constraints.
Hence in any case the above inference is not needed.

Since we have considered all clauses from D’ and all these clauses produce
conclusions with empty succedent, we have compiled a refutationally complete
set of inference rules for a negative input from the theory specification. The
inference rules yield a decision procedure, since, as a simple inspection shows,
all conclusions are smaller than the (maximal) premise and the number of terms
that is generated by the procedure is bounded by the subterms of the input.
Thus our calculus has the subterm property. a

It is obvious that due to the copying by the extended rules, the procedure runs
at least in exponential time with respect to the size of the input. This is what
can be expected for distributive lattices.

Corollary 2. The tableau calculi JT and MT solve the word problem for the free
join and meet semilattice.

Again, the procedures run in exponential time, which is sub-optimal, since the
word problem for lattices can be solved in polynomial time (cf. [5]). They will,
however, become polynomial when renaming techniques and data-structures like
union-find are used. Note that also Whitman’s algorithm [16] for the word prob-
lem for free lattices is exponential without such refinements.

9 Three Extensions

Our previous results are the basis for interesting applications. We now sketch
three simple extensions of the tableau calculus for distributive lattices. First, an
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extension to Boolean lattices, second to certain basic modal logics and third to
operational reasoning with sets.
The extension to Boolean lattices is straightforward.

Corollary 3. In a lattice with 0 and 1, let 2’ denote the complement of x, that
s’ Ux=1and 2’ Ax =0. The rules of DT together with the rules

LAy <z— Ne<yuz— ro<z— e<1l-—
Ne<yldz—' Nezhy<z—' r— 7 r— ~

for eliminating complements and axiomatising zero and one solve the word prob-
lem for the free Boolean lattice!.

The complement rules just encode the usual Galois connections x My’ < z <
z<yUzand z <y Uz xMy <z as inference rules.

Another interesting case is the extension to distributive and Boolean lattices
with operators. Operators are mappings h : L — L, where L is a distributive
or Boolean lattice, that are strict join-homomorphisms, that is, they satisfy
h(0) = 0 and h(z Uy) = h(z) U h(y). Alternatively, we could also consider co-
strict meet-homomorphisms, that is mappings satisfying h(1) = 1 and h(zMy) =
h(z) M h(y). It is well-known that the first kind of mappings corresponds to
modal diamond operators and the second one to modal box operators. There is
also a strong connection with isotone predicate transformers, since both kinds
of homomorphisms are isotone. Operators can be integrated in our tableaux by
standard techniques. The main idea is to push them to the leaves of lattice terms,
using the laws for homomorphisms and strictness. Terms of the form h(s M ¢),
when h is a join-homomorphism, can simply be renamed, since ¢(s) < Jz.(x =
s A ¢(x) holds in first-order logic. Thus an expression I, h(r Ms) < ¢t —, for
instance, can be replaced by the clause I''c < rMs,rMs < ¢, h(c) <t —, where
c is a new constant.

Atomic distributive lattices may serve as a calculus for operational reasoning
with sets [14, 15]. Atoms are those elements of a lattice that are situated imme-
diately above the zero. In every atomic distributive lattice with zero, atoms can
be axiomatised by the identities « £ 0 and a < zlUy < o <z Va < y, where o
denotes an atom. In the set-theoretic model of atomic distributive lattices, atoms
correspond to singleton sets, whence to elements of a set. The expression o < x
then reads as “« is an element of the set 2”. A lattice with zero is atomic iff every
element can be expresses as a least upper bound of some set of atoms. In distribu-
tive lattices with zero, atomicity is equivalent to z € y < Ja.(a < zAaly < 0).
This equivalence can be used for hypothesis elimination, that is to transform ar-
bitrary input clauses into positive ones (which are then negated for refutation).
The second axiom for atoms yields a tableau rule that further splits identities.
In particular, every finite Boolean lattice is atomic. The atomicity axiom intro-
duces Skolem functions, but in inferences, the respective variables are always
instantiated by subterms of terms occurring the input clause. This yields novel

! Here we assume that terms containing zeroes and ones are implicitly simplified during
preprocessing, reducing, for instance, s <tM0tos<0or sM1<ttos<t.
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tableau-based decision procedures for the elementary theories of finite atomic
distributive and Boolean lattices, whence for operational element-wise reasoning
with sets. See [14] for a deeper discussion on the connection between atomic
distributive lattices and sets and for related resolution-like calculi. A full formal
treatment of atomic distributive lattices remains beyond the scope of this paper.

10 Discussion

Our solution to the word problem for the free distributive lattice implements
tableaux via rewriting within the ordered resolution framework. This may sur-
prise, since rewriting can only express angelic non-determinism, whereas
tableaux and sequent calculi use also its demonic counterpart. In the sequent
calculus, demonic non-determinism is implemented by shifting terms to the se-
quent level. Here, in contrast, the trick is to develop the tableau in the antecedent
of clauses, where the comma means conjunction. Moreover, the extended rules
essentially handle distributivity. In contrast, sequent calculi handle distributivity
by lifting expressions to the sequent level. Consider, for instance, the following
derivation in some variant of the cut-free sequent calculus. < is now replaced
by the sequent-arrow — (both are pre-orderings); x, y and z are propositional

constants.
1'7 y y7 z 1'7 z y7 z

T, yVz—2x,2 T, YyVz—1Y,z
T, yVz—TANY,z
xAyVz)— (xAy)Vz
Lifting formulas to sequents, the distributivity law is implicitly applied to multi-

ply out terms and make the invertible conjunctive rules applicable, whereas the
comma model the disjunctive ones. For a comparison, a proof in DT is

zA(yUz)<(zAy)Uz—
zAyUz)<zUzzA(yUz)<yUz—
zsANy<zUz,zAhz<zUz,zAy<yUz,zAz<yUz —
r<zr,x<z,y<y,z2<z—
shE=ny=y (Ref)

(EMR)
(EJL)
(ML)(JR)

—

Obviously, the sequent proof synthesises the goal formula, whereas the resolution
proof analyses it. But reading the sequent proof backwards it turns out that both
proofs are essentially the same.

Our algebraic analysis shows that the cut rule of the sequent calculus essen-
tially encodes distributivity, (see also [11] for further discussion). But in the
sequent calculus, distributivity is already included via the shift to sequents. In
the free case, in absence of further relations between generators, there is no need
to derive further consequences of relations (by analytic cut) 